Data Analysis for Auditors

Practical Case Studies on Using CAAT's

€

g

Celebrating the 60" Year of Excellence

The Institute of Chartered Accountants of India
(Set up by an Act of Parliament)

New Delhi



Data Analysis for Auditors
(Practical Case Studies on Using CAAT’s)

The Institute of Chartered Accountants of India
(Set up by an Act of Parliament)

New Delhi



© The Institute of Chartered Accountants of India

All rights reserved. No part of this publication may be reproduced,
stored in a retrieval system, or transmitted, in any form, or by any

means, electronic,

mechanical photocopying, recording, or

otherwise, without prior permission, in writing, from the publisher.

Edition

Price

ISBN

Email

Website

Published by

Printed by

April, 2009

Rs. 400/- (Including CD containing Demo
copy of CAAT Software)

978-81-8441-172-0

Cit@icai.org

www.icai.org, http://isa.icai.org

The Publication Department on behalf of
Mr. K. Venkata Ramana, Secretary,
Committee on Information Technology, The
Institute of Chartered Accountants of India,
Post Box No. 7100, Indraprastha Marg, New
Delhi-110 002.

Sahitya Bhawan Publications, Hospital
Road, Agra 282 003.

April/2009/1500 Copies



FOREWORD

It is a matter of immense pleasure for me to learn that the
Committee on Information Technology of the Institute is launching
this very useful publication on “Data Analysis for Auditors-
Practical Case Studies on Using CAATs” which aims to provide a
practical insight into the use of auditing tools and techniques by
internal auditors, statutory auditors, business control analysts,
fraud investigators for their data analysis requirements using
Computer Assisted Audit Techniques (CAATs)/ General Audit
Software (GAS).

| am happy to note that the authors have made an earnest
endeavor to share their practical experience in using CAAT Tools
for their professional assignments and research in wide range of
industries and experiences gained from interactions with fellow
professionals. This compilation of practical case studies is
expected to provide the requisite exposure to enable Chartered
Accountants to see how CAAT Tools can be used to analyze the
operations of an enterprise and recommend steps to ensure better
control and efficient functioning of the business, apart from
detecting fraud/ mistakes.

| am sure that this compilation would be immensely useful for
Chartered Accountants both in practice and industry, to enhance
the effectiveness and efficiency of their services and enable them
to have a better insight through better data analysis and reporting
using CAAT/ GAS tools, and ensure that the members are
reaching global standards in terms of skills, knowledge and
competencies as is now being demanded/ expected from the
profession.

| am indeed very grateful to CA. Atul C. Bheda, Chairman,
Committee on Information Technology (2008-09) for initiating this
very useful initiative and CA. K. Raghu, Chairman, Committee on



Information Technology (2009-10) in carrying forward this initiative
and releasing this very useful publication for the members.

CA. Uttam Prakash Agarwal
President, ICAI

Place:

New Delhi
Date:

17" March, 2009



PREFACE

The Committee on Information Technology has great pleasure in
introducing this publication on “Data Analysis for Auditors-
Practical Case Studies on Using CAATs” as a capacity building
initiative for members to enhance the bouquet of services that they
can offer, apart from enhancing the efficiency and effectiveness of
their operations.

Use of Computer Assisted Audit Techniques (CAATS) is gaining
popularity within audit departments in enterprises and servicing of
clients by Chartered Accountants as they enable us to
conveniently undertake better analysis of data and report thereof
in a structured manner, apart from keeping an audit trail of the
analysis and intermediate results.

The CAATs/ GAS enable Professional Accountants to better
analyze the data, detect fraud/ mistakes, recommend steps to
ensure better control and efficient functioning of business, apart
from offering compliance services.  This initiative enables
professionals to address the practical audit requirements and
statutory compliances for businesses using CAAT Tools.

We are very grateful to CA. Deepjee Singhal and CA. Manish
Pipalia for contributing the basic content of this publication and
CA. Atul C. Bheda in coming out with this very useful publication.

| am very grateful to CA. Uttam Prakash Agarwal, President and
CA. Amarjit Chopra, Vice-President for their whole hearted support
and guidance in coming out with this very useful publication for the
members. | profoundly thank Council Members and Members of
the Committee on Information Technology for their valuable
suggestions and support in launching this initiative. Last, but not
the least, | thank Mr. K. Venkata Ramana, Secretary, Committee
on Information Technology, Mr. Ravi K. Arora, Jt. Director and the
Committee Secretariat for their utmost dedication and untiring

v



efforts to plan and present before you, this very useful
publications.

| extend my heartiest congratulations to the IT Committee and
wish the publication be a grand success.

CA. K. Raghu
Chairman
Committee on Information Technology
Place:
New Delhi
Date:

17" March, 2009
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Disclaimer

This Technical Guide is for private circulation and reference
purposes only.

The views expressed in the articles, write-ups, data etc.,
contained in the Technical Guide are those of the authors
and should not be construed as the views of the Institute of
Chartered Accountants of India or any of its Committees or
Boards.

The Institute of Chartered Accountants of India or its Boards/
Committees do not undertake any responsibility for the
accuracy or otherwise of any views expressed or facts
included in this Technical Guide.

The Institute of Chartered Accountants of India or its Boards/
Committees do not accept any responsibility for the actions
taken by the reader on the basis of the content contained in
this Technical Guide

The material has been updated with content that has
become available till date and would be updated from time to
time, considering emerging technologies. The information
contained in this material is correct and updated till the time
of its release. Neither the contributors nor the ICAI is
responsible for the correctness/ suitability or otherwise of the
content/ details provided in the content.

The users have to make their own assessment on the
suitability/ accuracy/ utility or otherwise of the content and
technologies demonstrated. This content is being made
available to enable members to have an understanding of
the current technologies. The processes/ procedures
enumerated are indicative in nature and the auditors have to
make their own assessment of their suitability or otherwise
for any application.
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Chapter 1
Introduction

The use of Computer Assisted Audit Techniques (CAATS) is
gaining popularity with audit departments as well as with the
clients they serve. Though some may argue that the cost and time
involved in acquiring these techniques is not justifiable, it still
remains true that these provide added value to clients because
they present a complete picture of a system and/or an
organization’s transactions. As a result, one data analysis project
should prove the benefits of CAATs to both the audit team and its
clients.

This book grew out of our desire to provide to internal auditors and
other professionals like statutory auditors, business control
analysts, fraud investigators, students and educators of this
subject the right kind of help and guidance to understand and
learn the application of CAATs. We have been using CAATSs in our
professional practice for the last eight years. This book is based
on the material researched and experiences gained by us by. We
have also incorporated new insights gained by us by talking to
fellow professionals on the subject.

Throughout this book our use of the word ‘internal auditor’ should
be read to include other professionals like external auditors, fraud
investigators, students, educators, and professionals who would
like to work with or are already working with CAATS.

This book uses narrative descriptions, illustrations and case
studies to explain CAATSs. It includes information on pre-requisites
for the application of CAATS, introduction to a data analysis tool,
stages in the use of the tool, techniques to examine data and
isolate specific items, identifying exceptions and irregularities,
profiling data, and various case studies like travel claims review
and others, use of the tool in specific industries like Insurance,
banking, and in forensic review and interrogation (fraud
investigation).
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Audit tools may be classified thus:
e Electronic Working Papers
e Information Extraction and Analysis
e Fraud Detection
e Network Security
e Electronic Commerce and Internet Security
e Continuous Monitoring
¢ Audit Reporting
e Other specialized software tools like Risk Management etc.

Among all the available tools, the ones for data extraction and
analysis including fraud detection and continuous monitoring are
the most widely used. These have also higher payback in terms of
analyzing vast volumes of data for identifying deviations. Because
of this the book focuses on only Data Extraction and Analysis tool.

Though there are numerous tools available for extracting and
analyzing data, we have used “IDEA” CAAT tool for case studies.
The audit objectives and the analysis process covered in these
illustrations and case studies are generic in nature. These can
therefore be used as a learning base for its application in a
specific work environment. We would like to thank Caseware Idea
Inc., Canada for giving us permission to use their deeply
researched material, including the training material on IDEA
software tool in this book, especially screenshots which help us to
demonstrate the use of the tool in various live situations.

As audit tools grow more efficient and sophisticated, they also
become easier to learn and use. At the same time, they must also
fit into a complex and ever changing environment. The features of
audit software can easily conflict with the features of other
software on the computer or network, and must be carefully
managed.



Chapter 2

Pre-requisites for the
Application of CAATs

2.0 Tool Selection

Choosing the right tools from an available suite of CAATs
worldwide was the focus of the Institute of Internal Auditors’ (l1A)
ninth annual computer auditing tool survey, published in the
August 2003 issue of the Internal Auditor. .

The report concluded that many internal audit departments
consider CAATs as a dependable way to meet increasing internal
audit workloads and risk management demands. The report also
stressed that the selection of CAATs must be driven by a clear
understanding of the needs and objectives of an organization.

The lIA’s analysis made several key recommendations for internal
auditors to consider before using of CAATSs:

e Determine the organization’s audit mission, objectives
and priorities: Auditors must consult with the
management of organizations regarding their audit
functions of the highest priority and where exactly CAATs
could be used to meet those priorities.

e Determine the types and scope of audits: To determine
the specific objectives of each audit and its terms of
reference. Information on this is crucial for making an
appropriate software decision.

e Consider the organization’s technology environment:
To make sure that selected CAATs will have to operate
with the software, hardware and network systems of an
organization.

e Be aware of the risks: Applying software to any mission-
critical function carries some risks, and CAATs is no
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exception to this. As the IlA article suggests, CAATs can
prompt auditors to jump to premature, faulty and hasty
assumptions and conclusions Data should not be taken for
granted, particularly with regard to its integrity.

In short, good CAATSs should possess:

Simple and intuitive interface

Menu driven functions rather than command driven functions
Ease of data extraction

The ability to access a wide variety of data files from different
platforms

Ease of data analysis
Simplified query building

Comprehensive logging features with ‘read’ rights only -
unalterable

Easy template creation
Convenient template recall and use
Ease in automation of tasks

Simplicity in scheduling of automated tasks for continuous
monitoring”

Appendix | gives an illustrative list of CAATSs.

2.1 Tool Application

2.1.1 Management support for the optimum use
of CAATs

The CAATs should be made a vital part of the Internal Audit
Charter and should have ready support of the Audit Committee as
a key audit resource.

The management of an organization should perceive the real
value of CAATs and should encourage the Internal Auditor to



Pre-requisites for the application of CAATs

apply it optimally, and the Information Systems (IS) department
should to support the data flow/ availability for the use of a CAATSs.

At one location, where the experiences with CAATs were
highly successful, the senior management of the
organization encouraged the Internal Auditor to make
optimum use of the CAAT and MS-Excel in day-to-day data
analysis. Moreover, based on the successful experiences
of the CAAT within Internal Audit, the management
decided to roll-out the CAAT to process divisions like Sales
and Purchase. Eventually the CAAT was made an
important Management Tool.

2.1.2 Data availability for the optimum use of
CAATs

Access to open data is a must for the use of CAATs. Encrypted
data, like the data in ‘Tally’ Accounting Software, cannot be
accessed directly. (Tally is widely used accounting software in the
South Asian region). The ‘Tally Vault' prohibits direct link to the
data tables in ‘Tally’.

Our experience shows that account masters are not
normally encrypted. For their best use the Internal Auditor
should seek the assistance of IS.

Information Systems (IS) Administrator should appreciate the
functionality and application of the tool. Considering the
confidentiality and integrity of the data desired, an elaborate plan
of data access, data storage and data use should be identified.
Support is necessary in the form of organizing data availability for
specific audit objectives in formats desired by the Auditor. A
working procedure should be established in which the roles of IS
officials and Auditors are clearly defined for ensuring the easy
availability of data.

2.1.3 Internal Auditor skill-sets for the optimum
use of CAATs

The user of CAATs should be innovative and imaginative and
capable of thinking out of the box.

5
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The user should be computer literate and possess a working
knowledge of Windows and any Office Suite.

S/he should have adequate audit knowledge and experience to
define

Audit Objective/s
Data required for achieving audit objective

Clearly defined steps for data analysis and for identifying clearly
the functionality of the tool and the interpretation of the
intermediate results.

Likely benchmarks for validating results — adequate industry
domain knowledge

Our work has led us to the conclusion that a CAATs
Auditor does not need to be a programmer with years of
intensive programming experience.

2.2 Good processes for the
implementation of CAATs

Selecting a user champion/s for the CAATSs, preferably within the
existing audit group who has spent relatively long years in the
function/organization/industry.

Organising a structured training programme covering product
functionality with case studies and including organization specific
cases in the training programme. Involving all users in the training
programme at all levels. If the audit group is large, the training
programme could be a “Train the Trainer” type.

Identifying a plan for introducing the tool by linking it to the existing
audit programmes. Follow the KISS--‘Keep It Short and Simple--
‘concept in its introduction and follow it up by using advanced
functionality. The period of evolution would depend on the
competence of the team members, and could range from six
months to two years.
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Reviewing utilization every six months to ensure its continuing use
and also participate in user groups.

Enjoying continuous support of the vendor. This way the tool is
updated at all times and is free from known/unknown bugs.

We have noticed in countless instances that a nominated
CAATs Auditor is overburdened with day-to-day audit
responsibilities, which prevent him from devoting his
physical and mental energies to effective implementation of
the CAATs. A nominated CAAT Auditor should be given
free space and time to explore the CAATs fully. At the
outset it may seem a bit costly for the organization, but it
will start paying back within three to six months.



Chapter 3

Regulatory Drivers for the use
of CAATs Worldwide

Pronouncements by Academic and Audit Regulators on the
use of CAATs

3.0 Introduction

Numerous regulatory bodies from all parts of the world have
backed the use of CAATs: from Accounting and Audit Regulators
and Watchdogs.

Some of their pronouncements are reproduced below, -

3.1 The Institute of Chartered
Accountants of India (ICAI)

Recognising developments in the field of technology and their
impact on the accounting profession in India, Auditing and
Assurance Standards Board issued Auditing and Assurance
Standard (AAS) 29, Audit in Computer Information Systems
Environment. This Guidance Note on Computer Assisted Audit
Techniques is a sequel to that AAS. The Guidance Note deals
extensively with the concept of CAATs, with focus on the areas
where it may be used, considerations for this use, controlling the
application of CAATs, documentation required for its use, and its
use in small entities. The Guidance Note also contains a
comprehensive appendix containing examples of CAATs, their
description and comparable advantages and disadvantages of
each of the CAATSs (Issued in September, 2003).

From the Handbook of Auditing Pronouncements, Vol. Il (Edn.
2005)



Regulatory Drivers for the use of CAATs Worldwide

An excerpt from the Guidance Note on Computer Assisted Audit
Tools (CAATS)

“The application of auditing procedures may, however, require the
auditor to consider techniques known as Computer Assisted Audit
Techniques (CAATSs) that use the computer as an audit tool for
enhancing the effectiveness and efficiency of audit procedures.”

3.2 The American Institute of Certified
Public Accountants (AICPA)

An Excerpt from the Statement on Auditing Standards No. 94, The
Effect of Information Technology on the Auditor's Consideration of
Internal Control in a Financial Statement Audit, AICPA, New York,
USA, May 2001. (Amends Statement on Auditing Standards No.
55, Consideration of Internal Control in A Financial Statement
Audit, AICPA, New York, USA, April 1988.)

“The auditing standard states that computer-assisted auditing
techniques (CAATs) are needed to test automated controls in
certain types of IT environments. This paper revisits auditing-
through-the-computer techniques, which should become more
widely used with the issuance of SAS No. 94, and focuses on the
test data technique, which can be applied in almost any audit to
test automated programmed controls.”

3.3 International Audit Practice
Committee (IAPC) of IFAC

In March 2000, the International Audit Practice Committee (IAPC)
of IFAC released an exposure draft on four topics, which form a
supplement to ISA (International Standard on Auditing) 401
"Auditing in a Computer Information Systems Environment (CIS)."

“According to the exposure draft, the purpose of the statement on
CAATSs”is to provide guidance in the use of Computer Assisted
Audit Techniques (CAATs), which are techniques that use the
computer as an audit tool." The exposure draft "applies to all uses
of CAATs involving a computer of any type or size."
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3.4 Information Systems Audit and
Control Association (ISACA)

Excerpts from the Document G3

1.2 Need for Guideline

1.2.1 Computer Assisted Audit Techniques (CAATSs) are
important tools for the IS auditor for performing
audit.

1.2.2 CAATs include many types of tools and techniques,
such as generalised audit software, utility software,
test data, application software tracing and mapping,
and audit expert systems.

3.5 Hong Kong Institute of Certified
Public Accountants

Practice Note 1009 provides guidelines on the use of CAATSs.
Excerpts from the Practice Note:

“The overall objectives and scope of an audit do not change when
an audit is conducted in a computer information technology (IT)
environment. The application of auditing procedures may,
however, require the auditors to consider techniques known as
Computer-Assisted Audit Techniques (CAATs) that use the
computer as an audit tool.”

“CAATs may improve the effectiveness and efficiency of auditing
procedures. They may also provide effective tests of control and
substantive procedures where there are no input documents or a
visible audit trail, or where population and sample sizes are very
large.”

The full Practice Note 1009 is reproduced in Appendix Il.

10



Chapter 4
Stages in the Use of CAATs

CAATs are used in the following stages:

1. Identifying the audit objectives and areas for the use of
CAATs

2.  Determining the data required and arranging the download

3. Importing data

4. Reconciling data

5.  Working with the data imported: Use of Functions and

Scripts within the CAATs

6. Reviewing of results and housekeeping

It is important to have a smooth working with the tool.
Standardization of data availability and analysis steps is
established for routine checks. This would help in saving time.

4.0 Identifying the audit objectives and
areas where the CAATs can be used

A list of audit objectives to be achieved should be identified by the
internal auditor at the outset. The audit objectives may include
financial and operational dimensions for various business
processes. They may also include special investigations and/or
reviews into alleged fraudulent activities or business analysis at
the request of the top management.

The objectives should be clearly documented to cover all the
desired aspects of audit. The Internal Auditor needs to make a
check on the feasibility and cost/benefit aspect of the application
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of CAATSs for each of the objectives. This is a one-time exercise
which will yield good results in the long run.

By feasibility is meant the easy availability of data in an electronic
format for each objective. For example, a review of payments to
contract labour at a manufacturing site cannot be checked through
CAATs for validity and accuracy of payments if the attendance
records are logged manually.

By cost/benefit analysis is meant the cost and effort to be invested
in obtaining the data vis-a-vis the benefits in money terms/in kind
which can be reaped. For example, instances where a borrower
has overdrawn the lower of his sanctioned limit or drawing power
in a bank are normally available in the ‘End of Day Reports’ of the
Core Banking System. It will be uneconomical to verify this
objective by using CAATSs.

4.1 Determining the data required and
arranging for the download

The audit objectives should be mapped against the data that
should be available in very clear and accurate terms. The internal
auditor should seek the assistance of the data owner and IS
department in this regard. This can be done as follows:

2.1 Request IS for Data
2.2 Request the Data Owner for Data

2.3 Access to the Database Server

4.1.1 Request IS for Data

The Internal Auditor should send an email to the IS Manager. It
should contain

e A clear and full description of the audit objective
e The period for which the data is required

e The data fields essential to the test.

12
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e The format in which the data is required

e The medium through which the data is to be conveyed to
the internal auditor: email, CD, network LAN access, etc.

This approach is explained with the help of an example from the
banking industry

Electronic ‘Know you’re Customer (KYC)’ Audit

The team selected an objective to test KYC norms on current
account customer master data.

So the team issued a Data Request to IS in the following format:

e Data required: Current account customer master
information.

e Period: As of the dates of Audit.

¢ Fields of reference: Branch ID, Customer ID, Account ID,
First Holder & Joint Holder/s Name, Address, PAN No.,
Mobile No., Residence No., Office No., Mode of Operation
and Clear Balance.

e Format of Data: Text form.

In response to this, the IS ran a SQL query on the production
database and generated a text file dump which was saved in a
secure folder with special access to the audit team only.

4.1.2 Request the Data Owner for Data

The internal auditor should send an email to the data owner, which
should contain

e A clear and full description of the audit objective
e The period for which the data is required
e The data fields essential to the test

o The format in which the data is required

13
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e The medium through which the data is to be conveyed to
the Internal Auditor: email, CD, network LAN access, etc.

Here the data owner/process owner/department head provides
data to the internal auditor either through the standard report suite
of the application system or through some specialized Business
Warehouse solution like Crystal Reports, BIW, COGNOS, and
SAP-AIS.

This approach is explained with the help of an example from the
banking industry

Audit of Loans and Advances MIS from Business Warehouse
(BIW) for approval verification

The team decided to audit the MIS report on Loans and Advances
generated from the Business Warehouse (BW) for approval
verification. The MIS report is a comprehensive listing of Account
ID, Type of Loan, Type of Security, Type of Industry, Sanction
Limit, Drawing Power, Rate of Interest, Due Date of Loan, and
Approval Officer.

To complete this test, the team sought assistance from the
Merchant Banking Wing of the Bank. The Loans officer for Branch
“X” generated the MIS report for the period--1st April 2006 to 31st
March 2007. This report was saved as a Microsoft Excel file and
provided to the team on a CD.

The team imported the Microsoft Excel file using the MS-Excel
option for import within the Generalised Audit Software (GAS).

4.1.3 Access to the Database Server directly

There is a common belief in professional Information Technology
(IT) circles that while using CAATSs; connectivity to data servers
should not be allowed. Normally, as the data server contains data
in a raw tabular format by using CAATs on the server directly, it
could compromise the integrity of the data and slow down
performance. While performance may be a factor that can be
considered in some circumstances, integrity is not a concern. In
order to avoid controversy, production data servers need to be
avoided. However, there are organizations where the IT officials

14
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are willing to provide access to a Flash Server, Disaster Recovery
Site Server or a Training Server, which has a historical image of
the production data server.

There is also a myth that because servers contain a million data
tables, identifying the right data table for each objective is virtually
impossible. This needs to be cleared at the outset. Take the SAP
server, for instance. The SAP server has not more than a few
thousand tables. Identification of the right table is difficult but not
impossible.

Access to any server requires the following to be in place:

e The workstation on which the CAATSs is loaded, and which
attempts to access a specific server should contain the
client end data server drivers. For instance, Microsoft
ODBC for Oracle, Oracle for Ora 92 drivers for Oracle,
Microsoft SQL drivers for MS-SQL, etc.

e The CAATSs should contain the ODBC facility. ODBC is a
middleware which allows third party querying/reporting
tools to connect to database servers and access server
based table information. ODBC is a secure acceptable
data conduit.

e Server reference and schema logical modules like MM, Fl,
SD in SAP) reference.

e User access ‘READ’ rights to the server.

Once the connectivity is in place, good CAATs allow the internal
auditor to firstly write SQL queries on the raw data table at source
itself to limit the data to be captured. Secondly, instead of import of
all the fields in each data table.

This approach is explained with the help of an example from the
banking industry.

With the help of the IS wing, the team set up connectivity between
the CAATs and the FINACLE ORACLE DR site server. (FINACLE
is a Core Banking Solution used in many banks in India and
abroad).

15
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The test was undertaken to identify Term Deposit accounts, where
the deposit was accepted for more than 120 months.

As per the bank-rules for acceptance of Term Deposits and
guidelines of the regulator, the bank cannot solicit Term Deposits
in excess of 120 months. This test was undertaken to identify non-
compliances with the rule.

The team connected the DR site server using the CAATs and
identified the data table containing the Term Deposit account
masters TAM. At the import stage, the team selected three fields —
Account ID, Account Name and Deposit Period in Months from the
table containing 15 different fields. The team also entered an SQL
query in the GAS, filtering the data for Branch “X”. The import of
data of 0.1 million rows/lines was initiated and duly completed
within 1 minute. This was faster in comparison to writing an SQL
query which would take 3-4 hours to run in the past.

4.2 Import of data

In order to interrogate and analyze the data by using CAATS, the
data must first be ‘imported’. Good CAATs contain a rich, robust,
easy-to-use, screen based import facility. Many a times the file to
be imported is very complex (like a multi-line text report file). In
such cases, CAATs should offer the facility of saving the import
process in the form of a reusable template. The template can be
used as long as the report format (fields and field information)
does not change.

The import facility should read the following file types (extensions
provided):

e Spreadsheet files — MS-Excel (xIs), MS-Access (mdb),
Dbase (dbf)

e Lotus Files (.wk1, .wk3, .wk4)
e Textfiles — Data Files (dat), Print Report Files (prn)

e Portable Document Format (PDF) Files. PDF files are
gaining prominence on account of the security which
comes with such files.

16



4.2.1

Stages in the use of CAATs

Delimited Files — Comma Separated Value Files (csv)
Flat Files — ASCII Files (asc), EBCDIC Files

Extendible Markup Language (XML) Files commonly found
in Internet Based Web Applications like Online Air Ticket
Reservation Systems — SABRE.

Audit Information System (AIS) from SAP. Al is a tree
structure of standard reports from SAP.

Easy Practical Tips on Technical Issues for
Data Import

Request File Layouts from the IS Department, which are
normally called record definitions, data dictionaries,
schemas or a host of allied names.

Take IS help in identifying salient fields in file layouts.

Review the data with some knowledgeable users on
screen or through hard-copy review to identify important
fields for selection and inclusion. For example, date of birth
field may take a whole new meaning from a validation on
child fares or child facilities. Otherwise this information may
be normally excluded.

Pay attention to type, ledger and product coding systems.

If a report that has all the required data consistent with the
audit objective can be located, then go for that file.

Many IS support staff will automatically format a report to
an 80 or 132 column width to fit standard paper sizes. As
the report is to be printed to a file and not to paper it can be
as wide as it needs to be. IDEA software can
approximately accommodate 256 odd columns.

Before transferring a large file over a network, carry out a
test on a small file to determine transfer time and find out if
resource will be inadequate for other system users. If yes,

17



Data Analysis for Auditors—Practical Case studies

maybe the large file network replications can be done in
the night or on holidays.

¢ Many files include “deleted” or old records that may not be
included in control totals. For example, payroll in which ‘left
employees’ (terminations) are often kept on the system for
tax or social security reasons. Identify such items and
exclude them.

e To import COBOL files, take assistance from the COBOL
file definition Section. COBOL files can be imported by
creating a record definition for the file and then using the
very same RDE to import the file. Alternatively, it can be
imported through the ASCII option.

e Printouts are generally formatted with page headers and
footers as well as column headers. These should be
excluded when specifying the data to import. However,
reports often contain “header” information such as an
account number, region or area code, etc., which needs to
be included for data completeness. Mark off such headers
and identify a consistent pattern.

e Data residing in columns can be identified as separate
logical fields units based on its start and end mark.

e Totals and sub-totals should be excluded from the
selection process. Reconciliation is very critical to ensure
that ‘include’ and ‘exclude’ features have been correctly
dealt with while importing.

¢ In some cases the amount of data is too great to be printed
in a single line. In such cases, reports are designed to
wrap onto two or more lines. Other reports lines may wrap
unintentionally due to the printer set up. Such reports must
be ‘unstacked’ to produce single-line records prior to
specifying the columns of data to import.

While generating a report in print file form from an application, it is
prudent for the auditor to be aware of report generation facilities
and not depend fully on IS. This serves as a foolproof cross check
on data integrity of files imported.
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4.3 Backward Reconciliation of Data to
the Host System

Once the data has been defined and read into the CAATS, it is
imperative that before commencing audit testing, it is reconciled
back to the “host” system. Given below is the list of errors that
could occur during the process:

e Requesting wrong data;

e Being supplied with wrong data (and/or for the wrong
period);

e Errors on the extraction of the data from the host system;

¢ Problems when transferring the data to the PC containing
the CAAT;

e Errors when importing the data like invalid or bad data in
certain fields due to the inconsistent nature of transaction
entry in that field.

The data can be reconciled back to the host system by reviewing:
e Numeric field totals;
e The record count;

e A sample of records compared to a print from the host
system.

It is important that reconciliation reports and control totals are
requested along with the data and filed with the documentation
from the download/import process.

Data can be reconciled in different ways. CAATs contain Field
Statistics and Control Total options to reconcile totals and to
ensure that the dates match the data requested and do not include
transactions from another period. This is the essence of cut-off
checks.
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4.4 Use of Functions within the CAATs

After file import and backward reconciliation of data to the host
system, the file imported into CAATSs is ready for interrogation and
analysis.

CAATs are replete with robust, time-tested functionalities, which
cater to different objectives and terms of reference.

Some of these functionalities detect irregularities like ‘duplicate
detection’ and ‘gap detection’.

Others perform a wide array of business analysis like
‘'summarization’ and ‘aging,” and re-emphasizing the role of the
CAATs as a management tool.

CAATs also provide a powerful tool to a forensic investigator.
Functions like ‘Benford’s Law’, ‘Search’ allow the investigator to
detect patterns in data that indicate red flags.

To cater to the requirement of tests of transactions and balances,
accomplished CAATs possess strong sampling capabilities based
on the theory of probability ‘Random Sampling’, theory of statistics
‘Classical Sampling’ and theory of materiality ‘Stratified Random
Sampling’.

More on interrogation and analysis will follow in the ensuing
chapters.

4.5 Review of Results and Housekeeping

4.5.1 Review of results

The results from interrogation and analysis should not be taken as
true and clear exceptions. The internal auditor should use CAATs
as a means to an end and not as an end in itself. CAATs are
simply a tool to examine and review data. The results need to be
discussed with the process owner in the light of the objective being
tested, data provided and circumstantial facts in the process. This
also needs to be tested vis a vis the business trend, company
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performance trend, practical possibility of such results in the area
of audit and other non- financial and operational areas.

CAATSs can display instances where the net accounts receivable
exceed the credit limit of a customer. This need not necessarily
indicate deliberate attempts by ‘Sales’ to frustrate the safe credit
exposure limits of a customer. The need to ‘force-sales’ may be
justified by the need to meet year-end sales targets. This can be
supported by due pre-facto approvals and post balance sheet date
verification of collections.

4.5.2 Housekeeping

Data extraction and analysis should be undertaken in distinct file-
folders within the CAATs. Each assignment should bear separate
reference of a file-folder which is properly identified and stored.
The internal auditor should follow appropriate record/ folder
backup and retention practices and ensure consistent
implementation by his team. The file imported, its template (if
applicable), the resultant output files, queries/equations, views,
graphs and more should all be stored together for easy recall and
use.

For example, in a cyclical Payroll Audit, the pay file, attendance
file, and allied files for historical cycles should be regularly retained
on a separate drive of the same workstation or on an off-site
location, appropriately named and indexed to make way for the
current files. The back-up should be easily identified by any
member from the internal audit Team whenever required. This is
essential for electronic evidence management and audit
automation — macro (audit routine) creation, record, playback and
scheduling.
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Chapter 5

Examining Data and Isolating
Specific Iltems

5.0 Introduction

Data once imported can be examined and reviewed in IDEA
through

e Indexing

e Sorting

e Grouping of Records

e GoTo

e Find

Isolating specific items can be accomplished in IDEA through
e Display of Data

e Extraction of Data

Examining data and Isolating Specific items allows the user

» The conveniences of speedy processing of tasks within
IDEA, since databases are largely indexed prior to
performance of any major function in IDEA.

» The benefit of efficient auditing, as more can be
accomplished in a lesser time.

» The advantages of effective auditing, as the user can
directly move-in on exceptions, irregularities, and
anomalies thereby meeting his objectives fully.
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Examination of Data and Isolating Specific items briefly includes—

Indexing and Sorting: Displaying the data in a specified format for
easy visual interrogation; for instance, visual examination of top 10
customers overdue debits in a Manufacturing set-up.

Grouping of Records: Allowing the user to view multi-layer
information in a tree-like structure; for instance, purchases made
of fast moving perishables from wholesale farms in the retail
sector for a specific branch in India.

Go To and Find: Providing the interrogator with quick means of
zeroing in on a specific record, value, string, or date. Find can be
used for o identifying all payments made on Sundays or public
holidays for an off-shore Payables Processing center.

Display of Data and Extraction of Data: Facilitating identification of
all records that meet specific criteria within the database. For
instance, all claims admitted in a General Insurance industry
wherein the Claim Date is within 15 days of the Risk Inception
Date.

5.1 Indexing

The Indices task is used to specify the order of the records. The
records are not physically sorted into a separate database; only an
index is created to describe the logical sequence in which the
records are to be read, displayed, printed, and processed.

The field(s) you select to determine the order of the database is
known as the key. You may select up to eight fields for the index
key.
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In addition to determining the sequence in which records should
be displayed or printed, you can use indices to insert control
breaks (or totals) in reports on change of key.
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Many IDEA tasks will automatically sequence the database(s).
e Duplicate Key Detection
e Duplicate Key Exclusion
e Gap Detection
e Join Databases
e Summarization
e Compare Databases
e Stratification
e Aging

However, it is not necessary to sequence the database(s) before
selecting these tasks, as the creation of the index is carried out
within the task, if required. If the index or sort order has already
been generated, then it is used; otherwise it is created once the
test is initiated. The index order generated is then added to the list
of available indices for that database.

When selecting an index order, the most significant field is
selected first: this is followed by the next most significant field, and
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so on down to the least significant field. The length of time to index
a database is proportional to the length or number of "characters"
in the index key.

Once you have created an index, IDEA displays the records in the
database in the index order. All generated indices are available in
the Indices area of the Properties window. The current index is
highlighted with a check mark.
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IDEA also displays a directional arrow on the indexed field column
header to allow you to easily identify the indexed field and its order
(Ascending or Descending). The primary key index is indicated
with a red arrow while secondary keys are indicated with a blue
arrow.
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The Indices dialog box provides three choices:

e Create Indices
e Delete Indices

You can delete unused indices through the Delete Indices
tab of the Index dialog box or through the right-click menu
of the Indices area of the Properties window.

Delete unwanted indices if you require additional disk
space. However, as many IDEA tasks require an index and
indices are often used when printing reports (to provide
control breaks and totals), it is advisable to leave the
indices until the end of the audit, unless additional disk
space is required.

If you create an index with the wrong key or by mistake,
delete the index so that you do not use it inadvertently at a
later date. If you are connected to IDEA Server and you
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delete an index in a Shared project, you are deleting the
index for all users associated with that project.

e Re-generate Indices

Occasionally, the index on a database may become
invalid. This may happen if the index is based on an
Editable field or a Virtual field where the equation has been
changed.

Use the Re-Index Indices task to regenerate the index for
any pre-defined index, thereby eliminating the need to
delete and re-create the index. Old indices can also be re-
indexed through the right-click menu in the indices area of
the Properties window.

Once you have re-indexed a database, IDEA displays the
records in the database in the index order and updates the
list in the Indices area of the Properties window. The
current index is highlighted with a check mark. IDEA also
displays a directional arrow on the indexed field column
header to allow you to easily identify the indexed fields and
their order (Ascending or Descending). A red arrow
indicates a primary key field, while a blue arrow indicates a
secondary key field.

If you require only a single field for a key, perform a quick index.

When using the quick index method, you can only index the
database by a single field.

To index a field in ascending order:
Double-click the field name.

To index a field in descending order:
Double-click the field name a second time.
To return to the default order:

Click the No Index link in the Indices area of the Properties
window.
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5.2 Sorting

The Sort task is used to create a new database that is physically
sorted in a specified order. If you require a sequenced database
and do not wish to create a new one, , use the Indices task, which
creates an index describing the logical sequence in which the
records are to be read, displayed, printed, and processed.

Many IDEA tasks require the database to be sequenced. These
tests run faster using a sorted database rather than an indexed
database.

e Duplicate Key Detection
o Gap Detection

e Join Databases

e Summarization

e Compare Databases

e Stratification

e Aging

However, sorted databases require additional disk space. Once a
database is sorted, you need to consider if the original unsorted
database should be deleted.

The field(s) used to determine the sort order of the database is
known as the key. You may select up to eight fields for the key.

When selecting a sort order, the most significant field is selected
first, followed by the next most significant field, and so on down to
the least significant field. The length of time to index a database is
proportional to the length or number of "characters" in the sort key.

Note

Sorting characters is based on the alphabet as well as the case.
Characters are sorted by the alphabet first, and then the
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lowercase alphabet is followed by its uppercase. For instance, the
characters C, c, D, and d are sorted in the following order: ¢, C, d,
D.

With the Sort task, a new database is created with the records in
the sequence of the key. This new database is a child database
and appears in the File Explorer below the main database.

Once you have sorted a database, IDEA displays the records in
the database in the sort order and updates the list in the Indices
area of the Properties window. When an index is selected, a red
directional arrow appears in the column header of the primary key
field, while blue directional arrows indicate secondary key fields.

5.3 Group Records

Use the Group Records task to organize matching records in
indexed fields (keys) into expandable/collapsible groups. This task
will run on local databases and server databases (if you have an
IDEA Server).
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To view the records that comprise a group, click the nodes to the
left of the records.
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The Group Records task will run faster if the selected database
has previously been indexed on the field(s) selected as the key(s).
If not, IDEA will automatically index the database by the key
selected before performing the Group Records task.

Upon completion of the Group Records task, IDEA moves the
fields selected as keys to the left-most position of the database
grid.

The results of the Group Records task are display-only. The Print,
Print Preview, and History features are not available for this task.

54 GoTo

The Go To option is used to go to a specific record number within
the active database, which is often a quicker method than paging
through the entire database.
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5.5 Find

Use Find to locate records within the active database that satisfy
specified criteria.

For example, to find the first payment to a particular company,
such as the first occurrence of a company with "CO" in the name
field:

Select Edit > Find....
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Click the Equation Editor Button.
Enter the expression @isini ("CQO", field name).
Click OK. You may find further records by pressing F3.

Find differs from Criteria and Direct Extraction by searching for the
first occurrence of the specified criteria from the first record in the
database, or optionally, the current cursor position. It does not find
and list all occurrences.

Find also differs from Search because with Search you do not
need to enter criteria. With Search, you can perform keyword
searches for data within fields and across records in a single
database or multiple databases located in the same Working
Folder or project (if you have IDEA Server).

You can also use Find Next to scan through the database
searching for further records satisfying the criteria.

5.6 Extraction of Data

Direct Extraction allows the user to write and run criteria
(Equations and Functions) directly on the IDEA Database. This
task generates an output database which can be further
interrogated within IDEA or taken up for manual validation.
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Nature of the Extraction

Direct Extraction can perform a single extraction on a database, or
up to 50 separate extractions with a single pass through the
database. This reduces the processing time of tasks within IDEA.
For example, the user can look for high value, round sum, cash
payments made to all Vendors containing a specific string like ‘&
Assoc”, through a single pass of the database. For each extraction
separate databases will be created within IDEA.

Basis for the Extraction

Extraction can be performed on the entire database or on its
segment through data range specifications. For example,
extractions can be run on the sales of all retail malls in India or for
a specific range of malls, if the mall references are available in the
database and uniformly formatted.

Display of Results in the Output Database

An option is available to select the order of the records appearing
in the output database, such as oldest inventory items appearing
first on the output list.

Extractions at times run on raw data imported into IDEA. This raw
data (say from an Oracle Billing Table of Electricity Company)
contains all the relevant and irrelevant data field schemas. IDEA
offers the user the flexibility of choosing the fields relevant to the
extraction test which need to feature in the output database.

Writing Equations and Functions within the Extraction
The Equation Editor can be used to enter the extraction criteria.
The Equation Editor allows the user to enter arithmetical, logical,

and conditional equations and functions in the equation box.

A normal equation consists of

» Parameter / field within IDEA.
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» Arithmetical operator like +, -, *, and more.
» Logical operator like .AND., .OR., .NOT.

> Constant like a number or character.

Sample Equation — (Prod_Code = “A2134” .AND. Vendor = “ABC&
Co” .AND. Net_Sales < 50000)

Here the Parameter / field is Prod Code and Vendor. The
arithmetical operator is <. The Logical operator is .AND. The
constant is 50000

A normal function consists of —

» @ function

» Parameter / field within IDEA.

» Constant like a number or character.
Sample Function - @dow(Pay_Date)=1

Here the @ function is @dow which identified days of the week
from a date field in an IDEA date format. The Parameter / field is
Pay_Date. The constant is 1 which stands for Sunday in IDEA.

The Equation Editor has a Validator which checks the equation or
function for its structure and syntax. Equations which have an
inherent error cannot be processed until the error is identified and
duly de-bugged.

The Equation Editor in IDEA provides integrated online help for
building equations and functions and provides easy-to-use
practical tips and good practices while devising equations.

Character and Date fields in IDEA should always be in
Parenthesis. While selecting Date constants within IDEA always
use the Universal Calendar in the Equation Editor. While using
Character fields always sanitize the fields by using @ functions
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like @ strip to get rid off spaces and irrelevant punctuation marks
(if the test so desires).

5.6.0 Types of Data Extractions within IDEA

5.6.1 Indexed Extraction

Indexed Extraction allows you to limit the scope of data for which
IDEA searches in the database. Indexed Extraction saves time
when reviewing large databases. You can select an index for the
search rather than have IDEA search through the entire database.
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5.6.2 Key Value Extraction

Key Value Extraction allows you to generate a series of secondary
databases quickly from common values found in the main
database. Key Value Extraction does not require you to create
equations to perform the extraction. A key is an index created for
information in a database. A key value is a piece of information
indexed by the key. You have the option of creating one output
database or multiple output databases.

lllustration — Key Value Extraction can be used to generate the
production input, output, process loss values for all the plants of a
Pharmaceutical company across India. Here separate database
will be generated for each plant.
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5.7 Display of Data

The Display of Data function assumes that the user is aware of the
numeric value or character string to be interrogated/ isolated within
IDEA. Here the user identifies the first occurrence of the value or
string through the Find Function or through Visual Verification.

The user then goes on to display the data through the Display All
Records Containing dialog box. (Seen Below)

lllustration: As an auditor you have received a tip-off from your
internal source at the client’'s workplace that a given Employee
(Say Emp. No. 287654) is indulging in excessive overtime claims.
With IDEA you can display all overtime claims submitted by Emp
No. 287654 and follow up the display with actual observation of
his late-sittings and the productivity thereof.

The Display Data function can also be accomplished by writing an
equation or function in the Criteria, seen on the right hand side of
the screen under the Database Toolbar. Writing criteria is similar
to writing criteria in the Direct Extraction dialog box seen in the
section on Extraction of Data.
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The Display Data function creates a temporary view of the
database. This view appears as a result on the right hand side of
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the screen. The view can be saved by invoking the Save As option
in File in the Menu Tool Bar.

lllustration: The Criteria can be used to identify all single
transaction cash deposits and withdrawals in excess of Rs. 10 lacs
to identify indictors of Money Laundering in a Banking Review.

38



Chapter 6

Identifying Exceptions and
Irregularities

6.0 Introduction

IDEA includes two key functions to identify exceptions,
irregularities, anomalies and errors.

These are:
e Duplicate Detection
e Gap Detection

These functions assist the user to sift through large volumes of
data and help pin-point specific duplicate entries or specific
missing entries. These also help the user obtain an assurance on
all the data reviewed by it. The duplicate or missing items
identified can be taken up for substantive testing after running the
respective duplicate and gap tests within IDEA.

Duplicate Detection and Gap Detection tests are standard passing
tests which are run on every database right at the inception prior
to detailed excepting and analytical testing within IDEA. The tests
do not require much querying experience and resemble plug-n-
play tests. Both tests run largely on formatted sequential data
fields like Invoice Number, Purchase Order Number, Cheque
Number and more.

The user needs to evaluate the need for such tests, depending on
the application control being tested within the process. For
example, if the user is reviewing financial controls within SAP R/3
for Payables processing, the chances of the system generated
Purchase Order Number being duplicated or missed is quite
improbable. But if the user would like to test for duplicate Vendor
Bills submitted (an external document), which is a non-system
generated field; the duplicate test could be employed.
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6.1 Duplicate Detection Test

Duplicate Tests within IDEA include Detection tests and Exclusion
tests.

Duplicate Key Detection includes identifying Duplicates and
identifying Non-Duplicates items within the active database.

6.1.1 Duplicate Key Detection — Output Duplicate Records can
run on any normal database which is active within IDEA. The test
allows IDEA to look for duplicates in and up to 8 fields. The fields
may be numerical, date or character based.

The fields on which duplicate tests have to be run are entered as
‘Key’ fields within the Duplicate Key Detection dialog box. (See
Below)
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IDEA will look for duplicate cell-items in a combination of the Key
fields selected.

lllustration: If a user is looking for duplicate sales invoices raised
on customers, and if he enters the Invoice No., Customer No., and
Invoice Amount as the Key fields, IDEA will look for duplicate sales
made to the same customer for the same amount against the
same invoice number.
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The Duplicate Key Detection dialog box also offers the flexibility of
Criteria.

The Criteria allow the user to look for duplicates on a section of
the active database and not on the whole active database.

lllustration: If a user is looking for duplicate sales invoices raised
on customers, and if he enters the Invoice No., Customer No., and
Invoice Amount as the Key fields, IDEA will look for duplicate sales
made to the same customer for the same amount against the
same invoice number. In this case, the user can enter criteria
wherein IDEA will look for duplicates only for a particular product
code or a particular business division of the group. Here the
search is more specific and meaningful.

The user can also choose IDEA to display certain fields in the
exception output database through the option Fields. This is
relevant when the database being investigated has a large group
of fields like customer account master data tables for a Bank.
These tables contain close to 80-100 fields. The user may like to
specifically report on duplicate items in a few relevant fields like
Customer ID, Customer Name, Address. Here he can use the
Fields option.

6.1.2 Duplicate Key Detection — Output Records without
Duplicates follows the same mechanism as the Duplicate Key
Detection — Output Duplicate Records test in terms of Key fields,
Criteria and Fields. The only difference in the two tests is that in
the Duplicate Key Detection — Output Records without Duplicates
looks for unique items in the database i.e. non-duplicates. This
test will exclude all the duplicate items.

The Duplicate Test within IDEA has been improvised significantly
over the years in terms of speed and performance. The test
generates exceptions on large databases in record time. The test
is also user-friendly as the user does not have to separately sort
the database or write a vertical cell-difference function (like in MS-
Excel) prior to test-run. One click of a button in the Duplicate Key
Detection dialog box takes care of the sort and vertical cell-
difference function automatically.
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6.1.3 Duplicate Key Exclusion — Output Duplicate Records
where one Field is Different

The duplicate key exclusion function is similar to the duplicate key
detection function in the sense that the test allows IDEA to look for
duplicates in and up to 8 fields. The fields may be numerical, date
or character based. In addition, IDEA offers (functionality?) where
one additional field other than the 8 matching fields may be
different.

lllustration: In concurrent audits of Registrar and Transfer Agents
(R&T), the AMC (Mutual Fund) pays the R&T, brokerage as entry
and exit loads where the units have been purchased or sold
through a SEBI registered broker. Here specific brokerage rates
are fixed for specific mutual fund schemes. Moreover, brokerage is
not paid where the transaction is done through a direct dealing
popularly called ‘ARN-DIRECT” in the Broker Code or where
transactions are over Rs. 5 crores. Here, through Duplicate Key
Exclusion, the auditor can identify incorrect / varying brokerage
rates paid for the same mutual fund scheme for the same broker
code.

Duplicate Key Exclusion is popularly called De-Dup and is used
extensively for effective Know Your Customer (KYC) checks in the
Banking and Financial (BFSI) sector and Commodity and
Instrument Exchanges on large customer master files.
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6.2 Gap Detection Test

Gap Detection within IDEA can be deployed on numeric, character
and date fields.

Gap Detection can run effectively on numeric fields provided
the fields are uniquely / sequentially formatted and represent the
same logical field. For example, if gap detection is to be run on a
Cheque Number field, cheque Number being numerically
formatted, the test can be run for the entire cheque series or a
cheque range. In most cases, multiple cheque series of varying
ranges are used by organizations. In such instances the user can
look for gaps in a specific cheque series range.

The user also has the express option of specifying a Gap
Increment. This is true of a scenario where the numeric field
number does not increment itself (through system or user design)
by one. The increment is some number other than one like a
Product Code which is in multiples of 1000, say 1000-1050, 2000-
2050, etc. Here the Increment Range can be specified as 1000, so
that IDEA looks for gaps within the actual number range (1000-
1050) and not between various number range series (1050-.2000).

The Gap Detection dialog box also offers the flexibility of Criteria.
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The Criteria allow the user to look for duplicates on a section of
the active database and not on the whole active database.

lllustration: If the user is looking for missing sales invoices raised
on customers, and if he enters the Invoice No., as the Fields to
Use, IDEA will look for missing sales made to customers. In this
case, the user can enter criteria wherein IDEA will look for gaps
only for a particular product code or a particular business division
of the group. Here the search is more specific and meaningful.

Gap Detection can run efficiently on date fields also.

Gap Detection on date fields follows the same mechanism as
numeric field gaps, in terms of date ranges and Fields to use.
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IDEA offers the user the flexibility of excluding Holidays and
Weekends from the gap testing for dates to identify genuine date
gaps and not gaps attributed to holidays and weekends. Holidays
can be set by enabling the option Set Holidays. Public holidays in
a financial year may be entered herein. Weekends by default
follow the universal weekend route of Saturday and Sunday.

The default universal weekends can be changed by altering the
Weekend Settings through Options in the Menu Tool-bar as seen
below. This is relevant for organizations operating in geographical
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locations like the Gulf States where weekends are normally Friday
and Saturday.

lllustration: the production server backup for a retail shop has to
be taken every week-day on to a backup server as part of a
Business Continuity Plan for the Retail Shop. The backup history
log can be imported into IDEA and Date Gap Detections can be
run on the log to identify missing back-up dates (excluding
Holidays and Weekends). This exception report will help to
support the IS Auditors’ assertion that controls are not being
implemented regularly with regard to off-site data backups.

Finally Gap Detections run well on Character fields too.

The character fields in such cases need to be of the same length
and must follow the same syntax. Character Gap Detection cannot
run on Names or Addresses where the length of the field and
Syntax does not follow any fixed pattern.

The perfect venues for such tests are fixed length alpha-numeric
fields like Employee ID’s in a Payroll Data File. If the Employee ID
is always formatted as A123456 for instance, where the syntax
rule CNNNNNN works well, the Gap Detection detects missing
employees within this combination of digits. This combination of
digits is often called a MASK in IDEA.
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The Gap Test within IDEA has been improvised significantly over
the years in terms of speed and performance. The test generates
exceptions on large databases in record time. The test is also
user-friendly as the user does not have to separately sort the
database or write a vertical cell-difference function (like in MS-
Excel) prior to test-run. One click of a button in the Gap Detection
dialog box takes care of the sort and vertical cell-difference
function automatically.
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Chapter 7
Profiling Data

7.0 Introduction

CAAT - IDEA can be used effectively as a Management Tool. It
can play a vital role in assisting Managements to make key
decisions by providing it with valuable, insightful and reliable
analytical information on a timely basis.

The Tool offers three key functionalities for Business Analysts:
e Summarization
e Stratification
e Pivot Table

Summarization: it allows the user to obtain and view a macro
consolidated position, i.e., a summarized position for specific fields
as defined by the user. For instance, a Stock Broking firm dealing
in the Options market can generate a Day-wise summary for Total
Options Bought and Sold along with the Total Net Exposure for the
day. The Firm can then go on to detect Net Exposures in excess
of say Rs. 25 Lacs per day.

Stratification: it facilitates a range or interval based consolidation
of data. For instance, — sales made by an entity to its Customers
through various Channel Agents can be stratified into value bands
with respect to Channel Agents. Stratification will reveal sales
made below the minimum floor price and above the ceiling price
for different Channel Agents.

Pivot Table: it enables a cross-dimensional 2-D analysis of data.
Here two data fields or more can be analyzed against each other
with respect to specific numeric fields. For instance, cross
dimensional analysis can be performed on travel claims and travel
policies of a company. Air travel rationalization can be performed
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to identify the most cost effective airline on fare basis to specific
destinations, for a specific travel class and travel date too.

7.1 Summarization

Summarization accumulates the values of Numeric fields for each
unique key. For example, summarizing an Accounts Payable
database by account number (the key) and totaling invoice
amounts produces a database or Results output of outstanding
liabilities by a supplier. The Summarization task provides:

e Alist of unique items (keys) in the database
e The number of records for each key
e Totals of one or more numeric fields for each key

The user may select up to eight fields to summarize or if using one
field can use the Quick Summarization option. By using multiple
fields, the Summarization task works faster and is more efficient
on a database that has been sorted.

The user may select any number of Numeric fields to total. The
resultant database provides a list of unique key items and the
number of records (NO_OF_RECS) for each key from where one
can drill down to display the individual records for the key.

We or the user can select additional field data from fields from the
first occurrence or the last occurrence.

The summarization result grid is limited to 4,000 rows and does
not display results beyond that. If the result expected is e more
than 4,000 rows, then there is a need to create a database.

Summarization Examples

Example 1

The following database of cheque payments was summarized by a
supplier with the payment amount being selected as the field to
total and the cheque date was selected as an additional field to
include. The statistic to include was left as the default Count.
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Cheque Payments database to be summarized

SUPPLIER | CHQNO | AMOUNT DATE

A100 348603 100 | 1995/12/31
A100 412591 500 | 1996/02/01
A100 311192 200 | 1995/09/04
B200 326319 300 | 1995/11/03
B200 521361 100 | 1996/01/04

The output database of summarized cheque payments shows
three records for SUPPLIER A100 with a total amount of $800
(100, 500, 200). Although the date column displays 1995/12/31, it
does not mean that there were three payments on 31/12/1995, but
that this was the entry in the cheque date field for the first record
for SUPPLIER A100.

SUPPLIER | NO_OF_RECS | AMOUNT DATE

A100 3 800 1995/12/31

B200 2 400 1995/11/03
Example 2
Stock items to be summarized
WH | STOCK_NO | QTY | PRICE | VALUE DATE
NW | X-345-886 25 10.00 250.00 | 1996/06/30
NW | X-345-886 2 10.00 20.00 | 1996/09/15
NW | X-345-886 10 11.50 115.00 | 1996/11/03
NP P-666-188 2 4.90 9.80 | 1996/12/02
NP P-666-188 1 5.65 5.65 1996/10/08
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To summarize the above database of stock items by stock number
(STK_NO) within each warehouse (WH), we would select:

Fields to summarize: WH, STK_NO
Numeric fields to total: QTY, VALUE
Other fields to include: PRICE, DATE

The two tables below show the different resultant databases
created, depending on whether we have selected the (other)
fields’ data from the first or last occurrence for each key.

First Occurrence

WH | STK_NO |[NO_OF_RECS|QTY |PRICE| VALUE DATE

NP | P-666-188 2 3 | 4.90 15.45 | 1996/12/02

NW | X-345-886 3 37 | 10.00 | 385.00 | 1996/06/03

Last Occurrence

WH| STK_NO | NO_OF_RECS |QTY |PRICE |[VALUE DATE

NP | P-666-188 2 3 5.65 | 15.45 | 1996/10/08

NW | X-345-886 3 37 | 11.50 | 385.00 | 1996/11/03

The choice of first or last occurrence of (other) fields makes a
difference to the PRICE and DATE field values. In this example,
this information could be misleading. So one has to take care
while selecting (other) fields. The (other) fields selected, in this
case PRICE and DATE, do not affect the calculations, they are
simply either the first or last occurrence of data for that field
associated with the key. Therefore, in the examples given above,
QTY + PRICE does not equal VALUE.
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7.2 Stratification

The process of stratification involves creating bands based on
ranges of values (normally from the minimum to the maximum
values of one or more fields) and accumulating the records from
the database into the appropriate bands. By totaling the number of
records and value of each band, one can gain a profile of the data
in the database. And then investigate any deviations from the
expected trends. There may be up to 1,000 stratification bands.

The stratification analysis is also useful for determining high and
low cut-off values for testing exceptional items.

With the Stratification task, one has the option to create both a
database and a result with the option to include details of the band
range within which each record falls. One can then use this
database for further analysis.

Stratification produces a numeric stratification analysis for each
key in the database. For example, one could produce a profile of
sales for each salesperson. This task can potentially create an
extremely large volume of output. Therefore, there is an option to
specify low and high cut-off values to restrict output to only the
keys required, the keys whose total value of transactions is
between the specified range are output.

One needs to remember that IDEA is case sensitive when
processing data; therefore, one has to consider the case when
specifying stratification bands. If data has been input
inconsistently, such as in both upper and lowercase, we have to
create a Virtual field with @upper or @lower to convert all text to
the same case, and then stratify the Virtual field.

To include all items in the stratification analysis, the bands should
start less than the minimum value and the upper band greater than
the maximum value of all fields.

When stratifying a Numeric field, before entering the stratification
bands we have to use the Field Statistics task to know the
minimum and maximum values of the field(s) being stratified as
well as the skewness of the values. These values help to
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determine the interval start and end values as well as the
increment size.

Date and Character stratification are different than Numeric
Stratification in the sense that different fields are totaled to the one
used for banding.

Stratification Examples
Stratifying a Numeric field

When auditing a payments system, we can identify invoice splitting
just below authorization by stratifying the payment amounts. We
have to make sure to specify a narrow band below each limit.

A greater number and higher value of payments than expected
below the authorization limits would indicate that invoice splitting
has taken place.

Stratifying a Character field

Sales data can be analyzed by Business code area. We have to
specify the Business Code field as the Character field to stratify
and enter the band using as many characters of the code as are
required to identify the area.

Stratifying a Date field

We can analyze employees by their date of birth to get an age
profile, or we can analyze fixed assets by date of acquisition.

Stratification is the first stage process in identifying the
classification of values in any population from High (A Class) to
Low (C Class). This functionality within IDEA when used in
conjunction with “Field Statistics” gives the user a true sense of
the dispersion of values in a normal database. The user is able to
easily appreciate the famed “80-20 Rule of Business” i.e. 80%
value accounted for by 20% records and 20% value accounted for
by 80% records”. Once the stratum are created, the user can then
employ “Stratified Random Sampling” where complete assurance
can be sought on the confidence interval within the population.
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7.3 Pivot Table

The pivot table is an interface where we have the freedom to
define how our data is displayed and organized.

When creating a pivot table in IDEA, we use the Pivot Table Field
List dialog box to choose the fields we want to include in the pivot
table. The position on the pivot table defines how the data is
organized and summarized.

Once the fields are in position, we may move them about easily by
dragging and dropping. We may even drag a field right off the
window to remove it.

We may summarize the numeric data in many ways, by selecting
from the Pivot Table Field List dialog box. We can configure the
pivot table to show record counts, totals, averages, or
minimum/maximum values. We may colour code summary fields.

The records represented in any cell are visible by selecting the
Drilldown Data button on the Pivot Table toolbar to display an
Extraction Preview window from which the data may be saved to
another database or printed.

We can produce record and save an IDEAScript of the pivot table
by using the IDEAScript button on the toolbar in the Pivot Table
result.

The pivot table is capable of holding 1,000 rows x 1,000 columns
within IDEA.

After creating the Pivot table the following options are available:

Change the summary statistic for data fields.

Export the displayed portion of pivot table to Excel.

Change the sort order.

Show/hide footer.
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e Change the background colour of cells in the Total rows
and columns.

e Show Top Records.

o Create IDEAScript code based on the pivot table.
e Add a new field to a pivot table.

e Delete a field from a pivot table.

o Filter displayed field items.

e Expand or collapse fields.

e Drill down field data.

« Print the pivot table. Pivot Table Examples

In the General Insurance industry, motor premiums and claims
form a crucial part of the underwriting business of a company.
Historically, motor claims have always proved to be a loss making
unit of a e company due to the sheer volume of claims with
premiums not following pace with the escalation in claims.
Recently a leading General Insurance company undertook a novel
exercise within IDEA where the motor claims admitted and paid for
the last 5 years were analyzed within IDEA’s Pivot Table. The
vehicle number of the insured was captured in the Pivot Row and
the Claim Admitted for the last 5 years was captured in the
column. Vehicles making repetitive claims were identified and
investigated for discretionary premium enhancements done by the
respective circle offices. Deep-rooted lacunas were found in the
levy of discretionary premium for such repetitive claim cases. The
effort conducted by the company helped it to recover revenue of
lakhs of Rupees in terms of discretionary premiums.
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Chapter 8
Working with Multiple Files

8.0 Introduction

Just as the extraction of data into IDEA from a client’s application
system is imperative for the use of the Tool, in the same manner
tasks within IDEA can be optimally performed only with the help of
multiple file operations and activities.

Even though data is getting centralized all over the world, it is
distributed in data tables and schemas. A single sale in Oracle
Apps for instance will affect data tables in FI, MM, SD modules.

The CAATs auditor, with the assistance of IT Support, can bring
data from different data sources into IDEA. This data is logically
and physically linked for performing any specific financial
transaction.

Once the data is available within IDEA, the objective for
conducting the test has to be clearly stated or known. Before
conducting the test, the distributed IDEA data bases have also to
be linked and brought into one common database format. This is
at the centre of working with multiple files within IDEA.

IDEA offers the following techniques for working with multiple files:

e Visual Connect

e Join
e Append
e Compare

These techniques allow the user to combine multiple files
conveniently for analysis and review.
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These methods allow users to capture transactions and masters
together for re-calculation and re-computation of values, which is a
very critical IDEA task.

8.1 Visual Connector

Many databases created by large systems, such as SAP and
Oracle, are composed of several tables. When importing those
tables (using ODBC), they appear in IDEA as separate files or
databases. In order to rebuild the relationships, one can use the
Visual Connector.

Visual Connector allows us to generate a single database from
several other databases that share common or "key" fields. To
create a visual connection between databases, we need to select
a primary database, and then connect databases that contain
matching records.

The relationship that the Visual Connector creates between the
databases is one to many, meaning that the primary database can
have several matches in connected databases. All records in the
connected databases that match records in the primary database
are included in the output database. For example:
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Primary
Database

Name
Mary

Bill

Database A
Name Value
Mary A

B

C
Bil M

N
Fred G

L

Working with Multiple Files

Output
Database

Name |Value
Mary A

B

C

Bill M

Database A contains several records that match records in the
primary database. All matching records are included in the output
database. Records in Database A that do not have matches in the
primary database Fred - G, and Fred - L is not included in the

output database.

We can clear fields that we want omitted from the output

database.
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lllustration of the Visual Connector

Let us select the following three databases:

e Database 1 contains product codes, product numbers, and

prices.

e Database 2 contains product codes and descriptions.

e Database 3 contains product numbers and regional sales.

We select Database 1 as the primary database, because the other
two databases have at least one key common to Database 1. After
we define visual connections between the three databases, the
output database contains all records relating to the common keys

in the three databases.

Database 1
PRODUCT_CODE | PRODUCT_NUMBER | PRICE
47 8000 6.29
48 6722 7.80
49 4467 3.29
Database 2
PRODUCT_CODE | DESCRIPTION
47 Cup
48 Glass
49 Bottle

Database 3

PRODUCT_NUMBER

REGIONAL_SALES

8000

Toronto: 3700
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8000 London: 5800
4467 Toronto: 6800
4467 London: 4400

Output Database

Information for PRODUCT_NUMBER 6722 is absent from the
output database because Database 3 contains no information for
PRODUCT_NUMBER 6722.

8.2 Join Databases

We can use the Join Databases to:

e« Combine fields from two databases into a single database
for testing.

e Test for data which matches or does not match across
systems.

Tip

The Join Database runs considerably faster on sorted rather than
indexed databases.

We can join or match databases only if they contain a common
link (referred to as the "key"), like the employee number. The
common fields (up to eight) do not need to have the same name or
length but they must be of identical field type. If necessary, change
field types in order to allow IDEA to match fields.

We can join only two databases at a time.

e |IDEA joins the secondary database to the primary
database. We have to make sure to join the databases in
the correct order.

e The databases must be in the same location, in Working
Folder or an IDEA Server project (if you have an IDEA
Server.) A database from our Working Folder (local files)
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cannot be joined to a database in an IDEA Server project
(server files) and vice versa. If necessary, change
database locations in order to allow the databases to be
joined.

IDEA provides five join options. We have to ensure that we choose
the correct option.

Matches only provides the first match between two files like
Vehicle Registration Numbers (Insured) which match with a
Watch Dog Regulator's Stolen Vehicle Listing like the
National Crime Record Bureau listing of Missing Vehicles...

Records with no secondary match provide records which
exist in the primary file but are absent/ missing in the
secondary file, like Payments to laborers who are not on
the Payroll Master List.

Records with no primary match provide records which exist
in the secondary file but are absent/ missing in the primary
file, like Authorised Vendors with whom the Company has
not done business in a given year.

All records in primary file provide a representation of all
records from the primary file with due matches from the
secondary file and even unmatched primary file records,
like Inventory items procured which are not matched by
issues within the lead time cycle.

All records in both files provide a combined representation
of all records from the primary file with and without
matches and all records from the secondary file with or
without primary matches. This step is different from
Matches only in that the Matches only looks for the first
match, whereas all records in both files follow the one-may
match technique.

The Join Databases takes each record in the primary database in
turns and looks for a matching key in the secondary database. It
does not support many-to-many relationships. To support many-
to-many relationships, we have to use Visual Connector.
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When we join two Character fields with different lengths, IDEA
pads the shorter field contents with trailing spaces.

8.3 Append Databases

We use the Append Databases to append or concatenate IDEA
databases into a single database for audit testing. We can append
or concatenate up to 32,768 databases, in the order selected, into
a single database.

For example, by using Append Databases, we can append 12
monthly payroll databases to produce a database of all
payroll transactions for a year. We can then summarize the
database by employee to produce year-to-date gross, net, tax,
and deductions figures.

It is to be noted that when using Append Databases, we cannot
append or concatenate:

e Databases that contain one or more fields with the same
name but different field types. If necessary, we can change
field types to match fields.

e The same database more than once.

e Databases from different locations: our Working Folder or
an IDEA Server project (if one has an IDEA Server). A
database from our Working Folder (local files) cannot be
appended to a database in an IDEA Server project (server
files) and vice versa. If necessary, we can change
database locations in order to allow the databases to be
appended.

Note

We have to retain each of the monthly archive databases and
append them at the year end to produce a database of
transactions for a year. Once databases have been appended or
concatenated, we have to consider whether the individual
databases are required, in addition to the appended or
concatenated database. If they are not required, these databases
can be deleted.
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If we import the opening and closing balances databases into
IDEA, we can reproduce the closing balances from the opening
balances and transactions databases and compare them with the
closing balances database. This test is the central theme of
Financial Audits.

8.4 Database Compare

We use the Database Compare to identify differences in a single
Numeric field within two databases (referred to as the primary and
secondary databases), for a specified common key.

The databases being compared cannot be from different locations:
our Working Folder and an IDEA Server project (if we have an
IDEA Server). A database in our Working Folder (local files)
cannot be compared with a database in an IDEA Server project
(server files) and vice versa. If necessary, we can change
database locations to compare them with each other.

Generally we compare the same database at two points in time,
such as the payroll at the beginning and end of the month to
identify changes in salary for each employee (the key) HEAD
COUNT ANALYSIS. We can also use it to compare a Numeric
field from different systems (providing the key is the same), such
as the quantity of inventory on the inventory master database
versus the quantity of inventory on the stock take database (where
the key is the item number) INVENTORY RECONCILIATION.
Neither the key fields, nor the fields for comparison need to have
the same names in the two databases, but the key fields must be
of identical type. If necessary, we can change field types to allow
the IDEA to match fields.

In statutory audits, File Compare can be used to view
deviations in specific trial balance account heads between
quarterly figures and annual unaudited figures. Where the
deviations exceed 25%, the account heads under question
can be taken up for detailed substantive testing. In fact, this
procedure is at the center of the Audit Standard on
Materiality.
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As there may be more than one record for each key in either or
both the databases, the Compare Databases task compares the
totals for the Numeric field in each database (it essentially
summarizes than compares the databases).

In addition to determining the differences in a Numeric field in a
key, it also identifies the number of records there are in each
database for each key.

If we need to compare more than one Numeric field, we can
repeat the process for each field in turn.
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Chapter 9
Sampling

9.0 Introduction

As a tool, IDEA has robust and stable capabilities to electronically
audit 100% data in any application and database.

But CAATs do not replace traditional audit checks in terms of
observation, inquiry, walk-through, substantive testing, and
corroboration.

Because of this, there is need for sampling. Substantive testing for
instance requires tests of details of transactions and balances.
This involves specific manual activities which even though can be
checked fully would be time consuming. It is activities like
substantive testing that need sampling within IDEA.

Public Accounting firms of international repute use IDEA primarily
for sampling in their Financial Audits.

Sampling in IDEA is broadly statistical and probability-based.
The probability-based sampling techniques are:—

e Systematic

e Random

e Stratified Random
The statistical sampling techniques are:-

e Attribute

e C(Classical Variable
e Monetary Unit




Sampling

9.1 Systematic Record Sampling

Systematic Record Sampling is a method to extract a number of
records from a database at equal intervals to a separate database.
It is often referred to as interval sampling.

There are two methods of determining the sample:

e Entering the number of records, in which case IDEA
computes the interval size.

e Entering the selection interval, in which case IDEA
computes the number of records.

IDEA calculates the above parameters on the number of records
in the database and defaults to the first to last records. However,
we can extract the sample from a range of records, if required.

Tip — Systematic sampling can be used where there is a need to
cover samples evenly across the whole population, like in Payroll
Audits. In Payroll activities the number of employees stays fairly
uniform and even over a financial year. Here systematic sampling
can be used for each quarter to cover different lots and intervals of
Employees. Herein opinion can be expressed on a fairly
representative lot of employees from the total employee base.

9.2 Random Record Sampling

Random Record Sampling is a commonly used method of
sampling. With it we enter the sample size as well as the range of
records from which the sample is to be extracted to a separate
database. Then, using a random number seed, IDEA generates a
list of random numbers and selects the appropriate records
associated with these numbers.

Random sampling is normally applied in every regular audit project
regardless of a preliminary look at the nature of the data being
audited. It should practically be applied where the data is normally
distributed, in the sense that there are no artificial limits within the
data or major troughs or spikes. Routine areas like cash, bank,
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purchases and sales can be taken up for random sampling. Care
has to be exercised with regard to exceptional data like CAPEX
(Capital Expenditure) Work-in-process and its capitalization
wherein given the exceptional nature of the transactions audit-in-
depth may need to be considered.

For example, for Fixed Assets Random sampling can be employed
to check physical counts and additions to block of assets.

9.3 Stratified Random Record Sampling

Stratified Random Record Sampling is based on the materiality of
transactions. Here due emphasis is given to the 80-20 rule in
business, wherein 80% of value resides in 20% quantum and 20%
value in 80% quantum. The 80% value representing the Class A is
taken up for detailed scrutiny. The 20% value representing the
Class C is taken up for limited random selection and scrutiny
based on either rule of thumb or existing techniques based on
business and data conditions.

Stratified Random Record Sampling may be used to extract a
random sample with a specified number of records from each of a
series of bands. This task requires then the database be first
stratified into a series of numeric, character or date bands. IDEA
then presents us with a table displaying the number of records
within each band. We then enter the number of sample records we
want IDEA to extract at random from each band.

IDEA provides a Stratification Assistant to guide us through the
steps for stratifying and generating the sampile.

It is not necessary to stratify the file first, although if this has been
done and a stratified database used, then the Assistant skips the
initial stages and goes directly to the sample selection stage.

To ensure that we extract at least one transaction of each type in a
random sample, we have to use Stratified Random Sampling: to
stratify the database by the type field and then select at least one
record from each band.
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Stratified Random Sampling can be used in General Ledger
Sampling as different values and risks are associated with
different ledger items.

9.4 Attribute Sampling

Attribute Sampling refers to the examination of a subset of a
population (a sample) in order to assess how frequently a
particular event or attribute occurs in the population as a whole.
An attribute has only two possible values: true or false. In auditing,
typical attributes are whether an item is in error or not, whether a
particular control has been exercised or not, or whether the entity
complied with a particular law or not.

The Attribute Planning and Evaluation task is meant to plan
attribute samples and evaluate results. The Planning dialog boxes
are used to determine the minimum sample size required to meet
specified audit objectives, as well as the critical or maximum
allowable number of sample deviations in the sample.

The two Planning options, Beta Risk Control and Beta and Alpha
Risk Control, allow us to control the risk of one or two types of
incorrect decisions. Some auditors do not set the risk of not relying
on controls when they are effective (Alpha Risk). They set only the
risk of relying on controls when they are not effective (Beta Risk)
and the tolerable deviation rate. They set an expected deviation
rate to partially control for Alpha Risk. To use this approach, we
select the Planning (Beta Risk Control) tab in the Attribute
Sampling dialog box.

In some cases, we may want to consider two risks: the risk of
relying on controls when they are not effective (Beta Risk) and the
risk of not relying on controls when they are effective (Alpha Risk).
Each risk relates to a rate of deviation (errors) which are
necessary while arriving at the sample selection. Beta Risk relates
to the tolerable deviation rate; Alpha Risk relates to the lower
threshold rate or the acceptable deviation rate. For example, we
might set the risk of relying on controls when they are not effective
(Beta Risk) at 10%, the tolerable deviation rate at 6%, the risk of
not relying on controls when they are effective (Alpha Risk) at 20%
and the acceptable deviation rate at 1%. IDEA calculates a sample
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size so that if we find the indicated number of deviations, there is a
10% risk (or with 90% confidence level to control Beta Risk) that
the population contains a deviation rate grater than 6%; if we find
more than the acceptable number of deviations, there is a 20%
risk (or 80% confidence level to control Alpha Risk) that the
deviation rate is less than 1%.

If we are not sure of what Planning task is appropriate for our
situation, we may need to consult an expert statistician.

After planning, the sample is obtained and tested, and the number
of deviations in the sample determined. If the number of deviations
found are less than or equal to the critical number of deviations
determined when planning the sample, then the test is successful.
The sample results can be analyzed precisely by using the
evaluation task.

Evaluation of the sample allows us to make an inference, with
some degree of confidence, about whether the true rate of
deviations in the population exceeds some tolerable amount or
not.

IDEA's Attribute Sampling programs are used to plan for and
evaluate samples obtained by Random Record Sampling. If the
sample was obtained by Stratified Random Sampling, then we do
not use this evaluation program; instead, we seek the guidance of
a statistician.

“A detailed Technical Specification on Attribute Sampling —
CaseWare IDEA Research Department Document of release date
June 17, 2003 has been reproduced in Appendix lll for the benefit
of the academically inclined readers. This document describes the
mathematical procedures followed by IDEA in planning and
evaluating Attribute samples.”

9.5 Monetary Unit Sampling

A numeric amount field is the basis of the sample in Monetary Unit
Sampling, in which the monetary unit is sampled. Having chosen
the monetary units to test on an interval (or random item within
each interval) basis, the items which contain these units are
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identified. To do this, it is necessary to calculate the cumulative
value of the relevant field for each item.

Record Ref Amount CUMULATIVE

1 A123 50 50
2 A124 75 125
3 A125 40 165

With an interval of 100 starting at a random start point of 35, the
first selection would be at 35, and the second at 135. It is the
cumulative field that is used for the selection.

Any items greater than the sampling interval are forced to be
chosen by the Auditor for detailed substantive testing. However,
these key or high value items have to be extracted from the
population and subjected to separate testing, leaving the items
below a specified high value amount (which can, if desired, be set
to a different limit to the interval) to be evaluated statistically.

IDEA offers options for determining the sample size for both
compliance and substantive tests, based on confidence levels,
population size, materiality and certain options on the weighting
statistics used.

Whether or not the planning option is used, samples can be
selected using the Monetary Unit Sampling techniques.

The output file contains an Editable field called AUDIT_AMT. If
desired, this can be updated from the results of audit testing by
using the Field Manipulation task and then a detailed evaluation of
the results can be performed against book value.

The Monetary Unit Sampling technique is used extensively by the
Comptroller and Auditor General of India.

“A detailed Technical Specification on Monetary Unit Sampling —
CaseWare IDEA Research Department Document of release date
May 7, 2003 has been reproduced in Appendix IV for the benefit of
the academically inclined readers. This document describes the
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mathematical procedures followed by IDEA in planning and
Monetary Unit samples.”

9.6 Classical Variables Sampling

We use Classical Variables Sampling to provide estimates of
quantities that are not recorded in the main database (also known
as the population), by projecting results obtained for a sample
drawn from the population.

A common use of Classical Variables Sampling is to estimate the
total error and the total corrected, or audited, amount in a
population, using an audited sample from the population

Classical Variables Sampling is also useful for making accounting
estimates. For example, we may estimate how many rupees of
inventory are represented by obsolete inventory, based on a
sample for which the portion of each entry that is obsolete has
been determined from manual records.

The sampling unit used in Classical Variables Sampling is a single
record.

The sample database contains the key field from the population
database, that is, the Numeric field whose entries are being
checked by the audit, as well as an Editable field in which
corrected amounts, determined through audit, can be entered. All
other fields from the population database are included in the
sample by default; however it is optional to omit them.

Classical Variables Sampling techniques for projecting errors are
most useful for sample auditing of accounts in which there may be
errors or misstatements. If we wish to determine limits on the
error in the population though we expect no errors or very few
errors in the population, and if the principal risk is overstatement,
we should consider using IDEA's Monetary Unit Sampling instead
of Classical Variables Sampling. If we do not wish to project errors
between the total book value and audited amounts, and require
only limits on the total audited amount based on a sample of
audited amounts, the mean estimator supplied by Classical

70



Sampling

Variables Sampling may be a good choice. The mean estimator
can be computed for samples having no errors or very few errors.

Classical Variables Sampling is performed in three steps: sample
preparation, sample audit, and sample evaluation. In sample
preparation, the population database is stratified, the required
sample size is determined based on our audit objectives, and the
sample is extracted. In auditing the sample, we must update the
field containing audited amounts with correct values determined
through the audit procedure. Finally, the audited sample is
evaluated to obtain projections of the most likely total audited
amount and error in the population, and precision limits on this
quantity. IDEA automates the sample preparation and sample
evaluation phases of the Classical Variables Sampling process.

Classical Variables Sampling may use stratified estimates, in
which case the population and sample databases must be
stratified, or un-stratified estimates, in which case they are not.
Generally, stratification reduces the sample size needed to
achieve a desired result, but requires a larger number of errors in
the sample. Various estimation techniques exist in Classical
Variables Sampling theory. The most efficient technique generally
depends upon the characteristics of the population database.
IDEA supports six Classical Variables Sampling estimation
techniques:

e Mean

o Difference

e Combined Ratio

e Separate Ratio

e Combined Regression
e Separate Regression.

Mean estimation is the least efficient of all and generally not used,
except for making comparisons, or estimating quantities for which
no recorded values exist prior to the audit.
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Chapter 10
Field Manipulation

10.0 Introduction

Field Manipulation can be used within IDEA to view field
definitions, add or delete fields, change field properties such as
field name and type, or add tags (field templates) for the Smart
Analyzer Financial component within IDEA.

Field Manipulation within IDEA can be performed through Virtual
Fields and Editable Fields.

Virtual Fields, as the name suggests, are computed fields
through specific user based equations and/or functions.
For example, adding a virtual numeric field using the
@Function, @just numbers will remove all numbers from
an alpha-numeric narration within IDEA. This new virtual
numeric field will contain only numbers like Cheque
Numbers, for instance.

Virtual Fields are generally used when we need to do a
recalculation, re-computation, or field —conversion.

Editable Fields, as the name suggests, are fields that are
updated by user entry. For example, creating an editable
field for recording the inventory count numbers during
physical inventory verification.

Editable Fields are generally used when a user-based
instruction or entry is to be made within the database. This
is the only occasion where a user can add values into the
database which cannot otherwise be altered in any
manner.
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10.1 Editable Fields

Editable fields are modifiable fields that can be added through:
e Field Manipulation
e Direct Extraction

e Import Assistant (with Delimited, Fixed length, EBCIDIC,
and dBASE files only)

Editable fields are valuable for:
o Entering comments/data

e Amending fields, such as when evaluating monetary unit
samples

e Performing new calculations and ratios from fields in the
database

To help us distinguish Editable fields from protected fields, by
default, IDEA displays editable data in the blue font. One can
change the display colour through Grid Settings.

By default, IDEA does not record the definitions of Editable fields
and any entries/changes we make to the data in the History. To
record these, we need to clear the Do not record field changes
made through editable fields check box in the System options.

If we make any changes to the data in an Editable field, any index
that is based on the Editable field becomes invalid. To validate the
index, we have to re-index the database.

Editable Fields: Examples
Example 1: Add an Editable field to a database for comments
Select Data > Extractions > Direct Extraction....

In the first row of the grid, specify a file name for the resultant
database.
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Click Create Fields and append an Editable field with the following
definition:

Name COMMENTS

Type Character
Length 100
Parameter "

Click OK on the Create Fields dialog box.

Click OK on the Extract to File(s) dialog box. This creates a new
database with an additional empty field, COMMENTS.

Select the field and enter appropriate comments. The History
records any possible changes.

Example 2: Add an Editable field to a database for recording
an audited value

Select Data > Extractions > Direct Extraction....

In the first row of the grid, specify a file name for the resultant
database.

Click Create Fields and append an Editable field with the following
definition:

Name AUDIT_VALUE
Type Numeric
Dec 2

Parameter VALUE (the field name of the items being
audited)
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Click OK on the Create Fields dialog box.

Click OK on the Extract to File(s) dialog box. This creates a new
database with an additional field, AUDIT_VALUE. This field is the
same as the field VALUE but it is editable.

When auditing the items, if a value is different to VALUE, change
the entry in AUDIT_VALUE.

Extract where VALUE <> AUDIT_VALUE. If testing a sample of
items, extrapolate the results for the whole population, if required.
The History records any changes.

10.2 Virtual Fields

Appended (Virtual) fields are calculated fields that can be added
and used for:

e Proving existing calculations in a database.

e Performing new calculations and ratios from fields within
the database.

Converting data from one type into another, such as converting
cheque numbers stored in a Character field into a Numeric field
prior to testing for gaps in the cheque number sequence.

As virtual fields are calculated fields, IDEA computes the results
"on the fly" and the results are not physically stored in the
database. However, any files we create from a database with a
Virtual field then contain the virtual field as a non- calculated
value.

Virtual fields may also be added through Field Manipulation or the
Import Assistant. If we want to add an empty field for entering
comments/data, we need to add an Editable field.

Virtual Field: Examples

A virtual field can be used to
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Convert a cheque number field (CHQNO) stored as a character
field into a numeric field for testing for gaps by adding a Virtual
Numeric field with the expression: @VAL(CHQNO)

Convert a date field (TRANS_DATE) stored as a character field
with the format DD-MMM-YYYY (03-NOV-2006) into a date field
by adding a date \virtual field with the expression:
@CTOD(TRANS_DATE, "DD-MMM-YYYY"). The date will then be
displayed in the IDEA date format YY/MM/DD.

Caution:

Making changes to the database through Field Manipulation may
show anything based on that field (results, drill-downs, indices,
views, etc) as incorrect or invalid. Results can be made valid again
by returning the settings to what they were when the result was
created.
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Chapter 11

Importing various Data File
Formats

IDEA and Data Files

11.0 Introduction and Stages in the Import
of Data into IDEA

In practice, the user must identify, request and download the
required data onto the computer before starting IDEA. This is
required to verify specific objectives from the audit plan The
“Guide to Downloading Data” several methods that can be used
for downloading data to personal computers for audit purposes. It
also provides pointers and tips on how to deal with a number of
situations, on the basis of practical experience of over 5000
downloads. The Guide is available on the CaseWare IDEA web
site for registered CaseWare users. The guidelines save time and
improve chances for successfully obtaining and testing computer
data.

11.0.1 Planning

The planning stage involves discussions with users and IT staff on
what data is to be kept, how it is to be is stored, and how it can be
transferred. Discussions on these issues can help us choose the
best available method for our use.

11.0.2 Requesting the Data

Once the transfer has been planned, a formal request should be
made to the relevant parties, asking permission where necessary,
and describing what is required (format, method of storage,
method of transfer, and time frame for the transfer of data). IDEA
and other similar software rely on the transfer of data from the host
computer system to the personal computer used by the auditor.
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The host computer may be a mainframe or a minicomputer, a
personal computer, or possibly some form of distributed computing
over a network. The data may be in a single file, a database, or
spread across a number of systems. There are several means of
transferring data, many conventions for the file types, and a
myriad of structures for storing data.

11.0.03 Performing the Transfer

The transfer may be achieved through a direct connection from the
host computer to the personal computer via a network that
includes modems, or using media such as a tape, cartridge or
diskette. The transfer may be achievable in a single action, or
there may be an intermediate step, such as via a file server or a
personal computer on a network and then to a laptop.

In order to interrogate data using IDEA, the data must first be
imported. The Import Assistant guides the user through the
process of import.

11.1 Data File Types compatible with IDEA
Import
IDEA integrates and connects seamlessly with the following Data

file formats:

1. Microsoft Excel
Microsoft Access

ASCII (Text) Fixed Length

el

ASCIlI (Text) Delimited (including Comma Separated
Value)

o

EBCDIC Fixed Length
6. Print Report and Adobe PDF files
7. XML
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8. SAP/AIS
9. dBASE Ill and IV

Importing various Data File Formats

10. Lotus 1-2-3 (.wk1, .wk3, .wk4)

11. AS400

12. Proprietary Accounting Packages

13. ODBC

11.2 Data File Types and Common
Application Systems

These data file formats are frequently used for varying mainstream

commercial applications.

Report File Format

lllustrated Applications

Spreadsheet Tally, SAP ERP, Oracle Apps.
ASCII Fixed Length Tally
Comma Separated Value BAAN ERP

Print Report Home-grown ERP Systems

XML Tally, Sabre (Airline
Reservation System)

SAP / AIS SAP ERP

Dbase TBA, PBA Banking
Applications.

Lotus Lotus Workbook

ODBC Direct interface to SQL,

Oracle Server
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For ASCIl Fixed Length, EBCDIC Fixed Length, and ASCII
Delimited, the data must be defined for IDEA in terms of size, type
and number of fields (often called a record definition). Defining the
data involves creating a record definition that describes the format
of the file. The Import Assistant guides the user through the
process of defining and importing the data.

Record definitions are file based and can be reused as required.

Other types of files, such as dBASE, Lotus 1-2-3, Microsoft Excel
and Microsoft Access can be read directly. However, Lotus 1-2-3,
SAP, and Microsoft Excel files must confirm to their respective
database formats.

IDEA connects to a wide variety of databases, such as Oracle or
Sybase, with Microsoft's ODBC (Open Database Connectivity) for
data import.

Where problems arise in obtaining the raw data, or an extract of
the data, due to technical reasons, lack of IT assistance, or time
constraints, a very successful and simple means of obtaining data
is to import via Print Report files. Data formatted as a report is
printed to a file and can be extracted using the Report Reader
module in IDEA.

11.3 Importing a Microsoft Excel File

IDEA reads dBASE, Lotus 1-2-3, Microsoft Excel, and Microsoft
Access files directly because the information about the data is
detailed in the file header. These file types are the easiest to
import, since they follow the same data standards wherein the
record definitions for the files are available within the file header
itself.

11.3.1 Click the Import to IDEA = bputton to display the
Import Assistant dialog box.
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File ¥iew Sampling Took Help

[po[m@ £ Jec | [ 2 4 ]

: Bl

i) Import to IDEA
Convert data from a variety aof file Formats into the \Working Folder in IDEA,

& Name
i+ [ VisConnect

11.3.2 Select Microsoft Excel

Import Assistant

Select the famat:
45400
- ASCI o EBCOIC [Text)
i dBASE
Lohs
Microsoft Access

- ODEC

- Piint Repon and Adobe POF
i GAPARG

oL

Camputar location: Wy Lompuks

File name: A DEACOURSGEY |E|

Optional file: |
Edt b=mplale

¢ Back [ Ment + ][ Carzel ][ Help ]

11.3.3 Click the Browse button adjacent to the File name box to
select the Microsoft Excel file to be imported.
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11.3.4 Navigate to and select C:\Program Files\IDEA\
Samples\Sample.xls

Te  Wew Gamglng  Tools e
[ fm il N B I )L 0D 000,90 Lo e [T Led TS0 S BE BV O R @y

2

L
".@ P g o/
knpoert Assistant
T B select rie
& Hame |

12

B 5l Audbocgion
P Sarrede Back Tramsactions
B 5l Custoness
@ Sampln Ditaded Sakes
B S archeEnchopeer
@ Sorplo Inwertony
Sample-Pauments
O ke S e Pl
@ Sorple Supploes
SanpleWebioy

[sampte |
[t e oy 9]

1€ 3|
FE Reunning Tasks | 3 To-Da List | i) Seorch Rk | 4 Conchsions
For Help, peass F1 winrking Folder: C:1Prngrom Fles|IDEA ¥ 7.31Samgins Dtk Spaces 11,56 GB

Tl 1i-deportng verkus .. gk 10

11.3.5 Click Open.
11.3.6  Click Next.

The Excel dialog box appears. The Excel dialog box
displays a preview of the Microsoft Excel file.

IDEA determines the field types and widths by scanning
all rows in the spreadsheet. During the scan, if any
unusual non-numeric characters are found in Numeric or
Date fields, the affected fields will be imported into IDEA
as Character fields. Symbols normally used to format
currencies and dates are an exception to this rule and
are acceptable as IDEA reads the data in the fields, not
the format.

In the Preview area of the Excel dialog box, the Date
and Character fields are left-justified, while Numeric
fields are right-justified.
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11.3.7 The first row of the spreadsheet contains column names.
We select the option “First Row is Field Names” in the
selected excel file. First row is Field names check box.

B 5l Audbocgion
P 5 srrle Dank Transactions | [<IFrs sowi g
 Hartorir il E] SueProinisiio | Dl orey oty 2040
R Ie— L lrwentoy
@ Sanple Irweriory -
Sample-Faments »
B Sanpde S e e
@ Sarrple Supplns
Sanpie'Wetiog
- )NV GATE [GalESnE. [OSTNG _[PRC6.CO. JUNIT PRICE &
24/TI7/2008 101 21751 08 509
20/02/2008 101 2125
1 13/ 2006 101 21267
0208/2008 101 21274
21/U3f2006 W01 21285
2AJ0H2006 101 213
0703/2006 101 21330
LA - _&
FE Reunning Tasks | 3 To-Da List | i) Seorch Rk | 4 Conchsions
For Help, peass F1 winrking Folder: C:1Prngrom Fles|IDEA ¥ 7.31Samgins Dtk Spaces 11,56 GB

-4 start s tosk B 11-30porting vars .. g e o Atirtrododtory s, % L B pzEm

11.3.8 If the First row is field names check box is left blank,
default field names (Col1, Col2) will be provided during
the import.

11.3.9 If the spreadsheet being imported has one or more
empty cells in a column, the data in that column is
imported into IDEA as a Character field. If the data is
numeric, date or time and we want to import it into IDEA
as a Numeric, Date or Time field, we have to select the
Import empty numeric cells as 0 check box.

11.3.11 In the Select sheets to import box, select the worksheet
Detailed Sales. If we select multiple worksheets to
import, each worksheet will be imported as a separate
database.
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11.3.11 The Output file name box, accept the default database
name. The default database name is the file name and
also the worksheet name. Alternatively the user can
provide any appropriate name of his choice given the
audit assignment and objective being tested.

11.3.12 Click OK.

The file is imported into IDEA and displayed in the
Database window.

@ IDEA - Samplel Detailed Sales
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(1 |i000047  7jz4/2006 101 FIF= I % 72 7 o
[ |1000054 3f20/2006 100 212% 5 593 63
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B S s P & 1000772 7/3/2006 100 2142 5 se3 101
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Note

Worksheet/Spreadsheet Import Rules

It is strongly recommended that before importing data from
Microsoft Excel or lotus 1-2-3 worksheets/spreadsheets, the
format of the data is checked to ensure that it conforms to the
following set of rules:
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e The data to be imported is in table format, such as a block
of rows and columns.

e The first row of the table should be the field name or
contain the data to import.

e All columns containing both text and numeric data are
formatted as text.

e All numeric columns contain a fixed number of decimal
places.

e Blank lines, sub-total lines and total lines are removed from
the data area.

e The range of data to be imported is selected.

e The above steps are performed for all tables of data within
the worksheet/spreadsheet.

e The worksheet/spreadsheet is closed during the import
process.

11.4 Importing ASCIIl, EBCDIC or Delimited
(Comma Separated Value) ASCII Files

11.4.1 Introduction

File types such as ASCII (American Standard Code for Information
Interchange) and EBCDIC (Extended Binary Coded Decimal
Interchange Code) are very common. Most mid-range computers
and personal computers hold data in ASCIlI format, while the
EBCDIC format is typically found on mainframe and mid-range
computers.

Unlike Microsoft Excel, Microsoft Access, Lotus 1-2-3, and
dBASE, ASCII and EBCDIC files do not contain standards or
headers defining the structure of the data. Since no such header
exists, we have to define the file structure into IDEA.
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The following print-screen displays the ASCII file format:

99758878111 2Zhh 2115 28 .98 8.80899/88581J1 2hA 818 hi13_9A
B.8820788/81.01 24N 2388 B_88 k&2 _0290788/81.02 248 1188

167616 6.8800782/8142 2h8 w818 8_881676 169978278403 237

1188 478.88 a_8ge?9/88/08J3 237 2116 g.88 2J38_887%/08/788J3 237
hr88 8.88 Lh9.86820/788/708)% 238 1188 &42._88 8. 809978878484

238 2116 @.88 &2_pavo%/e8/880% 238 he2e B.aa

Gea._aarrsedsandn 238 2115 -1 6_889%9/7088/08808 238 5888

17 .88 8.082270870%)% 238 818 153.16 9.989927887 0% 238

2818 @_.688 1568_35992/88/707J6 13239 2115 1246 .49 a_0899/ 88708706

13239 5818 1887 .88 a_pave/e8/0706 13239 zele

0.881233. 49927887 B7J7 2806 2Zaie 1733 .49 B8.98%29/88707J7 286

1818 B_081933 _4999/08/06J8 280358 2115 53.13 a_88v9/88/0608

288358 5818 r50.88 0_DoY9/08700608 ZBHILE 55718 y.a8

H_HB?9/08/B6J8 288358 2348 H.88 312_1399/788/0749 234 1188

2917 _8Y H_HBDDFHBSB7IY 234 2188 H_HB 216 .1899788787J9 234

2116 8.688 176_7599/68/787)% 23% h388 8.882525 _98A99/088/687118 B9%
1818 2917_89 8.8899/088/07.18 895 1188 8-882917.89|

Technical Notes
Explanation of the ASCII Delimited File Format

ASCII Delimited files are a common format of variable
length file where each field is long enough to contain
the data stored within it. This is an advantage with
text fields, such as names, addresses, and narratives.

In order that software use such data files, there is a
separator (a special character) at the end of each field
within the record. Additionally, text fields may be
enclosed (encapsulated) with another character,
typically quotation marks (“ ).

The separator is often a comma (,) and such files are
known as comma separated value (CSV). However,
the separator could be another ASCII character, for
example a colon (© or a semi-colon (;). These files
are referred to as ASCII Delimited (comma separated
files are also often referred to as ASCII Delimited).

There must also be a record delimiter at the end of
each record, typically the carriage return (<CR>) and
line feed (<LF>) characters, or sometimes only the line
feed character.

When this type of file is imported, a fixed length
database is created within IDEA.
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Example of an ASCII Delimited — CSV:
“6776”,1865,1,190,"04-02-2006” <CR><LF>
“6714”,1865,1,97,704-02-2006"<CR><LF>
“11905”,2366,11,9,”25-02-2006"<CR><LF>
“7555”,4352,1,79,703-03-2006"<CR><LF>
“4547”,4815,5,17,703-03-2006"<CR><LF>
“6344”,4815,1,7,"03-03-2006"<CR><LF>
“1517,2366,1,3,29-03-2006"<CR><LF>
“145”,2366,1,1,"05-08-2006"<CR><LF>
“2067,2366,1,2,"29-03-2006"<CR><LF>
“2077,2366,1,3,29-03-2006"<CR><LF>

The following specimen data request has been reproduced.

Request for Data Files for Analysis Purposes — DATA
INDENT

Please supply the following data from the Inventory system
in ASCII Delimited format:

FIELD NAME TYPE | Dec DESCRIPTION
PRODCODE N 0 Product code
DEPOT C Depot name
QTY N 0 Quantity on hand
AV_COST N 3 Average cost for item
TOTALCOST [N 3 QTY * AV_COST
OBSOLETE C Obsolete = “Y”
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FIELD NAME TYPE | Dec DESCRIPTION

MAX N 0 Maximum inventory level on
hand

MIN N 0 Minimum inventory level on
hand

DELQTY N 0 Last delivery quantity

ORDERNO 0 Last delivery order number

DELDATED D Date of last delivery
(YYYYMMDD)

CURSELLPRI 2 Current selling price

CUREFFDATE | D Date selling price effective
(YYYYMMDD)

PREVSELPRI | N 2 Previous selling price

USAGE N 0 Sales quantity in current
year

PREVCOST N 3 Unit cost of last purchase

Data is required for the following period: December 31,

2006

Please also supply the following control totals for
reconciliation purposes:

1. Total cost of inventory on hand at December 31, 2006.

2. Number of transactions supplied, i.e., product lines.

3. Record definition to support the data file provided.

Importing an ASCII Delimited File

You have been provided with an ASCII Delimited file:
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11.4.2 From IDEA select the Import Assistant by clicking the
relevant button on the Operations toolbar.

_

File View Samping Tools Help

EEEEETTTE 0 0 | D) | By © 000t |+2 & [ ([ B'S EEEnEn[i7 2 @ L

Alternatively, select File > Import Assistant > Import to
IDEA.

11.4.3 Select ASCIl or EBCDIC (Text) from the list. Click the

Browse _| button and the Select File dialog box will be
displayed. Navigate to and select the file from the
Working Folder. Click Open, and then click Next.

Select the format;

Lotuz
Microsoft Acceszs

Microzoft Exeel

ODEC

Print Report and Adobe FDF
SAPMIS

“ML

Computer location:

File name: | C:\Program Files\ DEA\Inventory Audit, [
Optional dfinition fls: | [
E dit template
< Back Mext » ] ’ Cancel ] [ Help

10.4.3 The Import Assistant - File Type screen will be displayed.
Ensure Delimited is selected as the correct file type.

89



Data Analysis for Auditors—Practical Case studies

Import Assistant - File Type

The Impart Azsistant haz examined the file and has determined that it iz a delimited file.
IF thiz iz ot comect, please select the conect file type,

(%) Delimited

() Fired Length
() EBCDIC Fised Length

11021105900UEEECOS204. 36801359, 7760010002501807609458020061 2040
11120110300TTATAOLZ5035. 5110456, §75003000100070076047402006110
11160120Z00UEEECO67000. 690462, 30090002000540076505458020061 2030
1115070590QUEEECOGE400. 5910404, 244007 500100043:20760945020061¢8
11150755800UEEECOG101. 5770114, 497003000100045076095002006120¢
1115130560TORONTOO%9000. 5450542, 52003000050002000760951020061
11151555800UEEECOL4000. 571075, 9400500010001 50076051602006111¢
11152160800TTATAONSA000. 4520175, 52003585016590400076054%020061 20
g 11152170300UEEECOSG000. 4010152, 350040401 27020007605851020061 21
10 |1115215090TORONTOOZ5000.4601150025001000150076085202006120301
11 11152470500QUEEECO32000. 6520208, 6400431016602000760853020061 20
12 1132131010QUEBECOS03. 299025, 69101070401 2076038602006101807. 58

11 11 AAAT I AT ATMATIAITTAAS A AFAEA FFAA S FAS AR AP A A EAF S TS 1 SR ar

00 =) | L P

’ < Back “ Ment » ][ Cancel ][ Help ]

View the data and determine the field separator and the
record delimiter.

Click Next

11.4.5 The Import Assistant will try to determine the field
separators and text encapsulators (if any) for the file.
Accept the defaults and click Next to proceed.

E Some (but not this) ASCII Delimited files have
field names as the first row of the file. To use
these as field names, select the First visible

Notes row is field names check box.
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Import Assistant - Specify Field Separator and Text Encapsulator,

Flease inspect the file displayed in the preview and make changes, if required, in the options below.

Field Separatar

Delimited files use a special character to separate fields. Please inspect the file below and, if
required, change the Figld Separator selected.

() Comma ) Colon () Semicolon (#) Tab ) Space () Other

Test encapsulatar: | v Header lines to ignare: |0 :

[ First wisible row is field names

1 110211059 | QUEBEC |32 |4.3658|139.776(|100 |25 |15 |760945| 20061~
2 111201103 | 0TTAWA |125|3.511|435.875( (300 10070 |760474|2006]
3 111601902 | QUEBEC |&70|0.68 |46Z.3 900 [200)540| 760545 | 2006]
4 111807059 QUEBEC |&654|0. 591|404, 244|750 [100(432|760949( 20061
i 111807558 QUEBEC |61 |1.877|114.497(|300 [100(48 |760250(2006]
B 111515056| TORONTO|990| 0. 545|542, 52 || 3000(500)900| 760951 | 20061
7 111515558 QUEBEC |140(0.571|79.54 500 [100)150|760516|2006]
g 111521608 | 0TTAWA |360|0.452|173.52 [|386 |169|400| 760545 | 2006]
g 111521703 | QUEBEC |380|0.401|152.38 ||404 |127|200|7605851|2006]
10 111821809 TORONTO|250(0. 46 | 115 250 |100(150|760852( 20061
1 111524705|QUEEEC |320|0.652|2058.64 ||431 |166[200|760853|Z2006]1%
£ >
[ < Back ” fewt > ] [ Cancel l [ Help ]

11.4.6 The Import Assistant - Field Details step will be
displayed. Click on each field heading in turn and using
the record definition, define the field details.

FIELD NAME TYPE | Dec DESCRIPTION
PRODCODE N 0 | Product code
DEPOT C Depot name
QTY N 0 | Quantity on hand
AV_COST N 3 | Average cost for item
TOTALCOST N 3 | QTY *AV_COST
OBSOLETE C Obsolete = “Y”
MAX N 0 Maximum inventory level

on hand

91



Data Analysis for Auditors—Practical Case studies

FIELD NAME TYPE | Dec DESCRIPTION

MIN N 0 Minimum inventory level
on hand

DELQTY N 0 | Last delivery quantity

ORDERNO N 0 Last delivery order
number

DELDATED D Date of last delivery
YYYYMMDD

CURSELLPRI N 2 | Current selling price

CUREFFDATE D Date selling price effective
YYYYMMDD

PREVSELLPRI N 2 Previous selling price

USAGE N Sales quantity in current
year

PREVCOST N 3 Unit cost of last purchase

Enter the correct field name in the Field name box. The
Import Assistant suggests the file type for that field in the
Type box. If this is incorrect then change it to the field type
specified in the record definition.

Enter the description of the field in the Description box.

If the field is a Numeric field with decimals, it is necessary
to specify whether or not the decimals are implied.
However, if there are decimals in this database, the
decimal place is stored in the number; therefore the Check
here if decimals are implied check box must not be
selected. Specify the number of decimals in the Number
of decimals box.

Define the Date fields as type Date, i.e., change from
Character to Date in the Type box. A mask must be
defined for the Date fields. Click the Date Mask box and
enter the appropriate date format i.e., YYYYMMDD.
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Importing various Data File Formats

Yau can now specity field detailz, Select a field by clicking on the colurn heading below, and then
rnodify itz infarmation below.

Field name: |PRODCODE
Dssoipion

[] Do nat import this field

Tupe: | Mumeric w

Mumber of decimals: El

[] Check here i decimals are implisd

| ~

Converted Example
@ 110,211.053 @
PRODCODE DEPOT OTY A¥_COST POTALCO3T1] MK MIN ~
1 11021105 QUEBEC |32 4,368 139.776 100 Z5 I
2 11120110 0TTAWA (125 3.511 438,875 300 140 7
3 11160190 QUEEEC (670 0.83 462.3 200 z00 =
4 11180705 QUEBEC | 654 0.591 404, 244 7an 100 £
5 11180755 QUEBEC (6l 1.5877 114.497 300 100 4
B 11181308 TORONTO 950 0.545 542,52 3000 500 g
v 11181555 QUEEEC | 140 0.571 79.94 500 100 1
a 11152160 OTTAWS (360 0.452 173.52 358 169 4
g 111832170 QUEEEC |380 0.401 152.38 404 127 Z
10 11182180 TORONTO 250 0.4a8 115 Z50 140 166

< Back " Mewt > ][ Cancel ][ Help
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Import Assistant - Field Details

modify itg information below.

[] Da nat import this field

@ Canverted Example

Y'ou can now specify field details. Select a field by clicking an the column heading below, and then

Field name: |PRODCODE
Desciton

Type: |Numeric v

Mumnber of decimals: EI

[]Check here if decimals are implied

110.211.053 m

PEODCODE, DEFPOT QTY AV _COST [OTALCOSTI]  Max MIN ~
1 11021105 QUEBEC |32 4,365 139.776 100 25 1
2 11120110 OTTAWA (125 3.511 435,875 300 a0 q
3 11160130 QUEEEC |&70 0.69 462, 3 Q00 200 =
4 11180705 QUEBEC | 654 0.591 404, 244 750 100 4
| 11180755 QUEEBELC (51 1.877 114. 497 300 100 <
5} 11151305 TOROWNTO S50 0. 545 542,52 3000 S00 =
i 11151555 QUEBEC | 140 0.571 79,94 500 140 1
8 111582160 OTTAWA (350 0.432 173.52 3588 169 <
g 11182170 QUEEEC | 380 0.4a01 152.38 404 127 z
10 11152150 TORONTO 250 0. 48 115 250 100 158
< »
< Back “ Ment » ] [ Cancel ] ’ Help
Click Next.

11.4.7 The Import Assistant - Create Fields screen will be
displayed. The Import Assistant -Create Fields screen
allows you to add fields in the imported file. This can be
done during the import or at any time while using IDEA.
For this exercise, no fields will be added.

Click Next, and then Next again.
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Import Assistant - Create Fields fz|

f'ou can add one or more fields to the imported file by entering the field name, type, length, parameter
and description for the figld[z] in the columns below.

Field Mame Type Len | Dec Pararmeter Tag Marr...

| #
|

[ < Back “ MHeut » ll Cancel l[ Help ]

11.4.8 The definition will automatically be saved in the Working
Folder. IDEA will give the definition the same name as the
source file. Click the Browse button adjacent to the Save
record definition as box if you want to change the name.

11.4.9 Select the Generate field statistics check box and enter
Inventory at Dec 31 2006 in the Database name box.
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X

Import Assistant - Specify IDEA File Name

Specify a descriptive name for the databage. Click Finish to import the database into IDEA.

YWiorking directory :  C:\Program Files\DEAM nventary Audits

Lirk - Save disk space and uze thiz data file.

Import - IDEA runz faster when a file iz imported,

Generate field statistics

[] Create a record number fisld

Save record definition a3: | C:\Program Files\IDE&) Inventary Audit\ Inventory2006 |D
Databaze name; |Inventory at Dec 31 2006 |
’ < Back ” Finish ] ’ Cancel l [ Help

11.4.10 Click Finish to import the file into IDEA.
11.4.11 Maximize the Database Window.

11.4.12 Click the Control Total link in the Properties Window and
select the TOTALCOST field and then click OK.

Select Control Total

Pl

bIM
ORDERMO
FREYCOST
FREVSELLPRI
FRODCODE Help
PN
TOTALCOST
LUSAGE

OF.

>

.

Cancel

(]
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J Results

The control total of 626,963.915 will appear beside the
Control Total link in the Properties Window.

There are 767 records as can be seen on the Status bar
at the bottom of the screen.

You are now ready to verify that the data has been
imported correctly and to commence testing.

Verifying That the Database Has Been Correctly Imported
11.4.13 Click the Field Statistics link in the Properties Window.

Field Statistics are displayed for the Numeric fields in the
database.

E The Field Statistics are available instantly as
they were generated when the database was

Notes mported.

Field statistics are also available for Date fields.
These will be reviewed in the following
exercise.

11.4.14 Study the field statistics for all Numeric fields, but
especially, the QTY and

TOTALCOST fields. Notice in particular the Net Value,
Maximum Value, Minimum Value, # of Zero Iltems, and
# of Negative Records statistics.
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v

Results

Please check your results against the figures below.

B irentory ot Do 31 100000

EEL L

Pl Sl
b btk

8 e
04 T e ]
Postes Vs
Hegtee ok

0 agabes ety 0
23 D
2o Ve
e ke
e Ve
[T
(=TT
Focord 8 of M
e i D
e Varee
Fom 5l e
Pog e
[

Pop Lusess

respT. 1IN |

L

[ WIDAT | Totdcost
LI G
s s

[ DELETY [

nm s W |uon

Field:

QTY

STATISTIC

VALUE

COMMENT

Net Value

214,954

Average Value

280

Minimum Value

-8

Should not be any
negative quantities

Maximum Value

11,800

# of Records

767

# of Zero Items

68

# of Positive
Records

696

# of Negative
Records

These should be
identified
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Field: TOTALCOST

STATISTIC VALUE COMMENT

Net Value 626,963.915

Average Value 817.42

Minimum Value -67.00

Maximum 70,555.64

Value

# of Records 767

# of Zero Iltems 69 Different number or
zero-quantity

# of Positive 695

Records

# of Negative 3

Records

11.4.15 If your computer is attached to a printer, print the field
statistics for the QTY and TOTALCOST fields by clicking
the Print button on the Field Statistics toolbar and
selecting each field.

11.4.16 The Field Statistics reports should be filed with the audit
documentation as proof of reconciliation.

11.4.17 Return to viewing the database by clicking the Data link
in the Properties ~ Window.

Conclusion

The file has been imported correctly and the client’s reports foot or
reconcile correctly. However, there are some negative items,
which we should identify and report them to the client.
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11.5.0 Importing a dBASE File
11.5.1 Introduction

dBASE files are one of the most common computer formats used
for exporting data from computer systems and the easiest file
format to import into IDEA. The DBASE file structure consists of a
file header holding information about the file, including the field
definition information. dBASE files are imported directly when the
file is dBASE Ill or newer. If we have older Dbase files, it is
recommended that we read them into Microsoft Excel or Microsoft
Access and then export or import them to IDEA from there.

11.5.2 From IDEA, select the Import Assistant by clicking on the
relevant button on the Operations toolbar.

Alternatively, select File — Import Assistant — Import to
IDEA. The Import Assistant dialog box will be displayed.

11.5.3 Select dBASE from the list of available formats.

Select the format:

A5400
ASCH or EBCDIC [Text)

Lotus

Microzoft Access

Microsoft Excel 2003
Microzoft Excel 2007

aDEC

Frint Report and Adobe FDF
SaP/als

=hL

Computer location:

File narme: | CtiProgram FilesiIDEAYAccounts Receivable), |E]

Optional file: | |

I MNest » ] [ Cancel ] [ Help ]
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11.5.4 Select the file to import by clicking the Browse _I button
then navigate to and select the following file:

Click Open, and then click Next.

E When selecting a file, the Files of type may
need to be changed to dBase or All Files.

Note

10.5.5 The dBASE Import — Create Fields screen dialog box will
be displayed. Create Fields allows you to add Virtual or
Editable fields in the imported file. This can be done during
the import or at any time while using IDEA. For this
exercise, no fields will be added. Click Next.

dBASE Import - Create Fields X

Y'ou can add one or more figlds to the imported file by entering the field name, tupe, length, parameter
and description for the field(s] in the columns below.

Field Hame Type Len | Dec Farameter Tag Marr...

Mest » ] ’ Cancel ] ’ Help
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10.5.6 The final step of the Import Assistant will ask you to
change or confirm details about the database to import.
Select or confirm the following options:

e Leave the default selection to Import rather than Link
the file

e Accept the option to Generate field statistics on
import

e Accept the default not to Create a record number
field

e Enter the database name: Accounts Receivable

dBASE Import X

Specify a descriptive name for the database. Click Finish to impart the
databaze inta IDEA,

Wwiorking directory . C:\Program FilesMDEAM coounts Receivableh

Haow would you like to uze thiz data in IDEA?

() Link - Save digk space and use this data file.
(%) Impart - IDEA runs faster when a file is imported.

\ Generate field statistics

g
!
G [ Create a record number field
Fe _./‘

Database name: | Accounts Receivabls

[ < Back " Firish ]’ Cancel ] [ Help ]

Click Finish. The Accounts Receivable database will be
imported, opened, and selected as the active database.
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Technical Notes

Differences between Importing
and Linking to a Data File

Each IDEA import or link results in an IDEA master
database, filename.imd, being created in the Working
Folder.

However

In both cases, a file (filename.imd) is created that
stores all the information about the database.

Importing results in a copy of the data being included
in the filename.imd file.

If the option to Link to the database is selected, the
original data is not included in the filename.imd file.
The advantage of linking is that it can save disk space
since the IMD file is smaller than it would be if the
source data had been copied. However, both the
source data file and the filename.imd file must be
stored because IDEA must have access to the source
data file to obtain the data needed to perform
analytical functions.

Testing will be faster on imported data files.

Housekeeping is simplified when data is imported as
there is only one file to backup/restore/copy/move
and it is stored in the Working Folder.

It is recommended that the Import option be used
provided we have sufficient disk space.
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11.6.0 Importing a Print Report File
11.6.1 Introduction

The data files used by IDEA have a special file format. The files
are encoded in such a way that these contain not only the data but
also descriptions concerning its arrangement and use.

IDEA includes as Import Assistant that provides importing
capabilities for data files that are not in this format. Report Reader
is part of the Import Assistant within IDEA and can be accessed
through it.

Report Reader extracts data from plain text reports, print reports
saved to file or Adobe Acrobat PDF files and translates it into the
specialised file formats of IDEA. The reports might have come
from an application on the computer or from a mainframe
computer.

11.6.2 What Kind Of Files Can Be Imported?

With Report Reader, we can import data from any ASCII file
(TXT, ASC, CSV, DAT, etc.) or an Adobe Acrobat Portable
Document Format (PDF) file.

An ASCII file is a plain text file or a printer output file. Most DOS
applications will produce text output by a process called “print to
disk”. This simply means sending a report to a disk file instead of
printing it. Windows applications usually have an ASCII text output
option or can print a report to a text file with the Generic/Text Only
printer driver.

The following is a list of Text formats that Report Reader can
read.

Mainframe text reports
Minicomputer text reports

DOS Print to Disk files
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Generic/Text Only files (Windows)
Word Processor Text Only files

Text only accounting reports

E-mail reports

Online communications text captures
Print to Files (PRN)

Tab Separated Variables

Standard Data Format (SDF)
Unconverted Files from SAP

Adobe Acrobat PDF files can be opened in Report Reader. The
text from the PDF file will be converted into plain text format which
does not maintain the font size, color, text bounding box and
rotation angle as in the PDF file. A page break is inserted at the
end of each page and graphics and images are not imported.

11.6.3 How Does Report Reader Work?

Report Reader displays our entire original file in a section of the
Report Reader window called the Report view. Using the scroll
bars, we can scroll through the report to view the details of the
data and the format. Data to be imported can be selected with a
simple point-and-click operation like those in Excel and other
applications. We select the portions of the file we want to import.
No special knowledge of the file structure or command language is
needed to use Report Reader.

Report Reader imports the data we select into IDEA. Our
selections and instructions for importing data in a report can be
saved as a “template”. This template can be re-used to import data
from other data files in the same format. Using templates saves
time, particularly if we need to import the same or similar reports
on a regular basis.
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Report Reader does more than simply extract data from one file
and put it in another. It distinguishes between numeric and non-
numeric information and handles both appropriately. It also
automatically formats data and time fields in their native field type
without the need for any manual intervention.

To import a sample Print Report file:

11.6.4 Click the Import to IDEA button on the Operations toolbar
to access the Import Assistant.

Alternatively, select File — Import Assistant — Import to
IDEA.

The Import Assistant dialog box will be displayed.
11.6.5 Select Print Report and Adobe PDF.

Import Assistant

X]

Select the format:

A5400

ASCH or EBCDIC [Text]
dBASE

Lotuz

icrozoft Access
ticrozoft Excel 2003
ticrozoft Excel 2007
apec

Frint Report and Adobe PDF
SAPSAIS

HhL

Computer location:

File: narne: | C1\Program Filest IDEAACcounts Receivablel |E]
Optional termplate fils: | |E]
Edit template
¢ Back [ Mest > ] [ Cancel ] ’ Help
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11.6.6 Click the Browse _I button to navigate to and select the
required file.

11.6.7 Select the sample file, and then click Open. Notice the
various types of Print Report files IDEA can import.

Select File 733

Look in: | £ Accounts Receivable

._E Efl Cuskamet kxk

Iy Recent
Documents

@

Dezklop

@

Fdy Documents

<

My Computer

File name: Cugtomer. txt Vl [ Open J

&

by Metwork Files of type: Print Beport [* pro; . tat: * cav; "asc; *.dat) R

Print Report [*.pro; “kat; * caw; * asc; * dat)
Adobe Acrobat [*.pdf
Al Files [7.7)

11.6.8 Click Next to open the Report Reader.

11.6.9 Maximize the Report Reader window. Scroll through the
report and notice the information that is included in the
report:

e Account Number

e Name
e Address
e Credit Limit
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** Report Reader - Customer.ixt

Fle  [dt Layers Vew Traps Flelds  Help
4] & 4, & B

Bright IDEAs Inc
Customer Master Listing

Account Number Name Addreszs Credit Limit

ADO1 Dan Ackroyd Audenshaw Zoooo
125 New Street
Montreal
Quebes

H28 3H2

AlZ3 Mike Atsil The vetinary House 20000
123 :

Alas Ivan Aker The 0ld House lo000
Ottawa

BOO1 Kim Basinger

s Technical Notes

The Report Reader uses a set of layers to define the
data to be imported into IDEA. The first step is to identify
the Base Layer. The Base Layer is the line(s) that
contains the lowest level of detail/ed information in the
report. It is very important to select the line from the first
record in the report, even if that line contains spaces,
instead of filling every column with data.

WARNING: The Report Reader is a top-down
processor; therefore, any information that precedes the
defining record in the report is ignored. This feature is
helpful when very detailed header information is included
in the report and we want that data excluded from the
database in IDEA.

Once the Base Layer is defined, Append Layers that
provide related information to the Base Layer can also be
defined. The Base Layer and Append Layers are
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identified by Traps.

Traps can be Text, Numeric, Space, Non-Blank, Floating,
or actual words that uniquely identify each occurrence of
the record in the report. Keep the Traps as simple as
possible. Do not overlook the possibility that spaces or
spaces combined with numbers or text could be the best
Traps.

Define a Base Layer:

11.6.11 Scroll through the report and identify the line(s) that
contain the lowest level of detailed information and
highlight the lines with the cursor (click and drag). Since
the address information is a multiple line field, the Base
Layer will contain 5 lines.

11.6.11 Select Create a standard layer, and then click Yes.

@;a:- orEDaadar e ‘Bmiﬁ]
File Edit Layers “iew Traps Fields Help
& = | & @

Eright IDEAs Inc
Customer Master Listing

sIERa PRI

Account Number Name Addreszs

AD0L

Al23 Report Reader

YWhat do you want to do with the sample line(s)?

i+ Create a standard layer
" Create a floating layer
o

A1ZE

Yes Cancel

Ontario
P1D B8D4

Ready Ln, Col Page:
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The Report Reader will display a Field Editor (the section
between the two yellow lines) where the fields that need to
be included in the database are defined. Scroll through the
report and notice each section of data begins with an
account number. The best Trap for the Base Layer is a
combination of text and numbers, based on the account
number (TNNN).

11.6.12 Place the cursor in the Anchor Editor area above the
account number in the Field Editor. On the Report

Reader toolbar, click the Text Trap T button once and

click the Numeric Trap N button three times.

£ Report Reader - Customer. ixt*

Fle Edt Layers Wiew Traps Fields Help
X/ THNS XX € @ & [
THNH L
» ADD1 Dan Ackroyd Audenshaw
125 New Street
Montreal
Quebec
HZ5 3HEZ 2
~
Bright TIDEAs Inc
Customer Master Listing
Account Number Hame Address
ADD1 Dan Ackroyd Audenshaw
125 New Street
Montreal
Quebec
HZ8 3HZ2
AL123 Mike Atsil The Vetinary House
123 Doy Row
Thunder Eay
Ontaric
wan e A
< *
Fready Ln, Col Page:

11.6.13 Notice each section of data that begins with an account
number is highlighted. Scroll through the report to make
sure all the information is highlighted.

Identify Field Anchors:
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Selecting the information that will become the data fields in
the database is done by identifying Field Anchors. Using
the cursor, highlight each Field Anchor contained in the
Base Layer. Scroll to the right to include the values for
credit limit. Make sure the widths are large enough to
include information that may be slightly off position or
extremely long. Watch for items that appear as spaces in
the Base Layer line, but contain values in other lines.

& Report Reader - Customer.txi* =[]
Fle Edi Layers View Traps Fiekds Help B
s THNSE XX <= X € S E My
THNN Field Details 7
» Dan_ackroyd | Audenshaw ~ ]2

125 New Street = Layer Information

Montreal
Layer Name: Layer-1

Quebec = Field Information
H2S 3H2 v Mame ALUDENSHAW
Type Character

BEright IDEAs Inc
Customer Master Listing =/ Position

Offset. 56

Actual width 38
= Attributes
Blark Cells Leave blank
Multi-line Ves
End Field On Specify line length

Account Number Hame Address

Line Length s
= Filters

ADD1 Dan Ackroyd Audenshaw
125 New Street
Montreal
Quebec
H25 3HZ

A123 Mike Atsil The Vetinary House
123 Dog Row
Thunder Bay
Ontario
van e

Ready Ln, Col Page:

5 Technical Notes

If a mistake is made while highlighting the fields, click

the Remove Field Anchor * button on the toolbar to
remove the Field Anchor or right-click the Field Anchor
to display a shortcut menu. Both actions remove the
Field Anchor that is active and highlighted.

Now that each Field Anchor in the Base Layer has been
highlighted, it is necessary to name and detail each field. This is
done using the Field Details window.
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11.6.14 Click the Save Layer v button on the toolbar.

11.6.15 The Field Details window appears that contains the data
values that were in the Base Layer. This information will
need to be changed. The names that originally appear
in the data in the Field Details window will be the Field
Anchor values of the data in the database. Notice that
the fields are listed in the order that they were highlighted
in the Base Layer. The order of the fields is easily
changed once the data is imported into IDEA.

11.6.16 Use the following chart to update the Base Layer
information. Select each field and change the name and

details.
Field as shown Name Data Offset | Actual
in Field Details Type Width
A001 ACCOUNT NO | Character | 5 4

DAN_ACKROYD | CUST_NAME | Character | 23 28

AUDENSHAW ADDRESS Character | 57 33

20000 CREDIT_LIM Numeric | 95 7

ADDRESS is a multi-line field. Make sure that the multi-
line field option is selected and that the field is 5 lines long.

11.6.17In the Layer Name box, delete the default layer name
(Layer-1) and enter Customer.
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The Field Details window should look like the following
example.

Field Details

= Layer Information

Laver Tvpe Standard
Layer Mame Custnmerl
[=I Field Information
Marne BCCOUMT _MO
Type Character
Decimals fnonel
Implied Decimals | {none)
Mask, (none)
= Position
Cffset 5
Display Width ]

Ackual Widkh 4
= Attributes

Blank Cells Leave blank
Pelki-lire: Mo
End Field Cn Elank line
Line Length 1

[=| Filters
IncludefExclude Al
Range All

Layer Mame
Mame For this layver,
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Since all the required information can be defined in the
Base Layer, Append Layers will not be defined for this
exercise.

Importing into IDEA:

11.6.18 Before importing the file into IDEA, it is recommended
that we preview the entire database. Once the Base
Layer has been defined, the IDEA database can be
previewed at any time by clicking the Preview Database

= button on the toolbar. The preview should look like
the following example.

[ B
ACCOUNT_NO | GUST_NAME ADDRESS A 0z
A |AD01 Dan Ackroyd Audenshaw 125 Mew Street Montreal Refresh
2 |A123 Mike Atsil The Vetinary House 123 Dog Row Thunder E
L K347G1
3 |A128 Ivan Aker The Old House Otawa Ontario
4 |Boot Kim Basinger Mesh House Fish Street Rouyn
5 |Bo02 Richard Burton Eagle Castle Leafy Lane Sudbury
6 (BOO4 Jeff Bridges Arrow Road North Lakeside Kenora
251
7 |Bo08 Denise Bent The Dance Studio Covent Garden Montreal
L HSS 3H2
g (BO10 Carter Bout Removals Close No Fixed Abode Road Toronh
L M2A7D3
9 |B022 Ronnie Biggs Gotaway Cottage Thunder Bay Ontario
10 (Co01 Tom Cruise The Firm Gunnersbury Waskaganish
6H5
11|Co03 John Candy The Sweet Shop High Street Trois Rivieres
A1
12 |coo4 Jamie Lee Curtis Wanda Avenue Welham Green Montreal
L H45 3H2 (83
< >

11.6.19 Before importing the file into IDEA, it is also
recommended that we run the Scan for Errors task.
Scan for Errors identifies any items that may not import
properly such as fields where the length is too short,
fields where there are excessive amounts of space, and
fields that are not in alignment with the preceding fields.

Click the Scan for Errors & button on the toolbar.
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File Edt Layers View Traps Fields Help
EH® K8 =] 252 & R E Ey
~ |[eid Details 2
& i
Eright IDEAs Inc ayer Information
Customer Master Listing ayer Typ Stancerd
Layer Mame Customer
= Field Information
Name ACCOLNT_NO
Type Character
Account Number Hame Address
I~ Position
Offset s
Report Reader -
ADDL Dan Ack rje —=tnshaw Display idtt
Actual Width &
l} Thete vieteno et nors i e report, IRSIEIRREERE |12 o
.
el Blank Cells Leave blank.
e v
P Wultiline ho
3HZ End Fiel Blank I
alzs Mike Atsil The Veti I e
e et Ltdy I IncludefExcude Al
123 Dog Row Range Al
Thunder Bay
Ontario
K3A 761
AlZ8 Ivan Aker The 0ld House
Layer Name
Otta"‘"? Mame For this layer,
Oontario
P1D BD4
B = %
£ | i
Ready iLn, Col Page: ]

11.6.20 Once the Scan for Errors validation is complete, save

11.6.21
11.6.22
11.6.23
11.6.24

the Report Reader template for future use with similar
reports. Select File — Save Template As. Give the
template a name and save it to the Working Folder.
The Working Folder is the preferred location unless the
templates are shared items and need to be stored

elsewhere.

Click the Import into IDEA Esl button on the toolbar.

Click Yes to proceed with the import.

Select the Generate field statistics check box.

Name the database Customer Master and then click

Finish.
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Chapter 12

Working with Application
Softwares

12.1 Introduction

CAAT — IDEA is a robust, time-tested, stable, data analytical tool.
IDEA has evolved steadily to integrate conveniently and
seamlessly with well-known Application Softwares worldwide.

IDEA connects well with simple user-friendly Accounting Packages
like Tally and Peach Tree. It also gels well with more complex
Applications like ERP Applications — SAP, and Oracle. In the
Banking Sector, IDEA mixes well with Core Banking Applications
like Finacle, Flex Cube and FNS. In the General Insurance sector,
IDEA serves well with Applications like Genisys.

The sections that follow illustrate through actual experiences the
import and analysis/interrogation of data in diverse Application
environments and set-ups.

We have depicted connectivity to
e SAP and SAP Flat Files from the Manufacturing Industry
e Core Banking System — Finacle from the Banking Industry

e Web Based Application Systems — Sabre from the Airlines
Industry
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12.2 Core Banking System - Finacle from

the Banking Industry

12.2.1 Import of Data

Set-up of ODBC environment for linking IDEA to Oracle
database for FINACLE Core Banking System (CBS)

Install IDEA V 7 Upgrade 3 Dongle version on the designated
client machine.

With the help of the CBS implementation partner, load the
Microsoft for Oracle client drivers on the above machine i.e.
Oracle ORA 92.

Update the Internet Protocol Address and Port Number of the
destination server in the “TNS Ora” file on the client machine.

Create an ODBC Data Source (DSN) to the Flash, Training or
DR site server as decided. In this case, we connect to the
training server ‘testbanktraining’.

To create the DSN, name the DSN connection, input the
server name correctly, we select the ‘Oracle ORA 92’ drivers
and enter the user access ID and password for gaining entry to
the server.

Once the DSN has been created, it will appear in the list of
‘Select an ODBC driver that is configured to connect to a
specific data source:’ within IDEA > Import Assistant > Import
into IDEA > ODBC.

In this case, our user access ID is ‘testbankuser’, password is
‘testuser123’ and the training server is ‘testbanktraining’. So
‘testbanktraining’ will appear in the list of ‘Select an ODBC
driver that is configured to connect to a specific data source:’

Each time a is imported into IDEA, by navigating through the
above-mentioned DSN and entering the password for access,
the user can view all the data tables in the server.
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e By selecting a specific data table, the user can navigate to
‘Advanced’ and choose to select specific fields to download
while importing the data. The user can also choose to enter an
SQL statement, so as to import data for a particular period,
branch or some other parameter.

12.2.2 Interrogation of Data

For example, in Deposits —Term Deposit domain, we choose to
filter cases where deposit period has exceeded a tenor of more
than 120 months (Maximum Tenor of a Term Deposit being 120
Months as per Reserve Bank of India).

Here IDEA connects through the ODBC process mentioned above
to the tables -

¢ GAM — Account Masters
e TAM — Term Deposit Masters.

The fields of reference relevant to the objective being tested which
may be chosen through the Advanced Options in IDEA ODBC
Import are

e GAM — ACID (Account Number), FORACID (Customer ID)

e TAM - ACID, Deposit Period_Mths (Deposit Tenor),
SOL_ID (Branch Number)

The process of interrogation followed in IDEA:
¢ Import GAM with the fields of reference.
e GAM has 14 Lac rows. The ODBC takes 5 seconds.
e Open GAM

o Write a criteria where SOL _ID="00015" where 00015
represents large Branch X.

e Save the criteria as a database within IDEA. Name it X

e Import TAM with the fields of reference.
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e Open TAM

e Write a criteria where SOL_ID="00015" where 00015
represents large Branch X.

e Save the criteria as a database within IDEA.

e Perform a direct extraction on the above with the criteria
Deposit_Period _mths>120.

e Save the database as Greater than 120

¢ Now join Greater than 120 and X based on matching field
ACID, using the Join option “Matches only”.

e The resultant database Filename Objective 4 has given
us a list of instances of Term Deposit accounts accepted
with tenor over 120 months.

12.3 Web Based Application Systems -
Sabre from the Airlines Industry

12.3.1 Introduction

Nowadays we can book air-tickets very conveniently from our
home or office. This is possible with the help of Internet based Air
Reservation Application System, Sabre. In fact, advanced versions
of the Internet Application allow users to check-in their seat
through Mobile Short Messaging Service (SMS).

As an application system Sabre generates reports in an Extendible
Mark Up (XML) format. The XML data format is a portable current
generation reporting format which is universal. Nowadays many
applications are generating reports in these formats for easy
portability and recognition across platforms and applications.

The Airline Reservation System generates Sales Reports and
other relevant Flight Capacity Utilization Reports.

These Reports contain the following fields:

e Passenger First Name
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e Passenger Last Name
e Address

e Contact Number

e Email

e Destination From

e Destination To

e Basic Web Fare

e Taxes and Levies

e Other Charges

e Payment Information and any other required information

12.3.2 Import of Data

The XML Data Files once saved on the workstation containing
IDEA or on the Local Area Network in a shared audit data folder
can be accessed through IDEA’s Import AssistantL component.
The process of import is simple and easy to apply, since XML
formats are readily recognized by IDEA.

12.3.3 Interrogation of IDEA

With the recent credit card fraud in the Airlines Industry where a
noted carrier took a revenue hit of 18-20 Crores due to criminal
usage of stolen credit cards through web-bookings, Airlines are
now closely monitoring Passenger Personal particulars along with
their Credit Card particulars.

In this case, the Passenger Personal particulars:
e First Name

e Middle Name
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e Last Name

These are extracted from the Sales Account for a given period of
flight reservations.

This information is matched with the Credit Card particulars:
e First Name

e Last Name

The match is done through a superior @function in IDEA titled
@soundslike.

@soundslike throws up exceptions where names or character
strings like addresses match each other not necessarily on syntax
but on mnemonics (Sound and Rhyme).

The seemingly matching cases are extracted and taken up for
substantive testing to check the bona fide of the cases. Special
care is taken to identify group bookings, family bookings,
geographical concentrations, repeat bookings, and incomplete
names.

12.4 SAP R/3 and SAP Reports from the
Manufacturing Industry

12.4.1 International Practice

In certain countries like Germany and Canada, advanced statutory
measures have been put in place by the Ministry of Revenue for
usage of CAATs with SAP ERP. Clients are mandated to generate
reports from SAP - MM, FI, SD, FA Modules in a specific format to
meet specific Excise and Customs (Revenue) Audit objectives.
This mandate provides a stable platform for the growth of CAATSs.

12.4.2 National Practice

Manufacturing majors — IDEA Clientele using IDEA with SAP in
specific areas follow the following approach to integrate it with
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SAP.
India:

1.

The practice within India is similar to the practice outside

The Audit User can generate standard reports through his
login ID from SAP.

These reports can be generated either from the standard
report menu OR

In case the Company has procured and enables AIS —
Audit Information System along with SAP (AIS is simply a
tree structure of Reports which have been created through
the renowned programming language ABAP in SAP) from
the AIS module.

These reports once generated can be saved either as an
unconverted file (Text File) or spreadsheet. It is
recommended to save the file as an unconverted file if it is
larger than a standard spreadsheet row length capacity of
10 Lakh odd rows (Excel 2007).

Once saved, these text files or spreadsheet files can be
conveniently imported into IDEA using IDEA’s Import
Assistant.

Merits of the Report Approach are:

Easy to apply
Capture meaningful data in report forms

Generally sufficient to express management assurance on
audit objectives

Demerits of the Report Approach are:

Reports may not reflect the right data

Reports are a personalized view of data; raw data is
comprehensive and cannot be manipulated
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12.4.3 Theoretical Approach: Complex and
Seldom Followed

IDEA can be integrated directly with the SAP server provided

e The IT department is convinced on the software and non-
integrity violation of data in the backend.

In one of our recent client acquisitions, a leading
Engineering and Projects Company decided to opt for
IDEA since it has a robust/stable SAP Report Import
Component. The General Manager — IT in the subject
Company was not for IDEA connecting to the Live or DR
Server on grounds of security and confidentiality of
production data. Given this concern, IDEA was
implemented on Spreadsheet and Unconverted Report
Files from SAP.

e The Audit user is knowledgeable about the data tables in
the backend, and its several fields. SAP has over 1000 odd
physical tables in its back-end. It is a challenge linking the
right table for the right objective.

The following methods can be used to identify the tables
within SAP

o Technical Information button within a transaction
o Where Used List for Data Elements
o0 Where Used List for the Domain

0 Search on Fieldname / Partial Fieldname within
table DDO3L

0 Search on Fieldname / Partial Fieldname within
table DD0O8L

0 SE16 fuzzy Search on Table Descriptions

0 System Trace
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For example: SAP Server - MM module contains tables like EKPO
or EKKO which represent orders raised, deliveries received and
more material related information. The user would need to have
this commonly unavailable knowledge. e.

Once the integration is approved, the user can establish a link to
the SAP Server through the middleware — ODBC, using the Oracle
or SQL drivers for SAP.

The desktop having IDEA is linked to the server, with due access
authorizations, tables viewed and subsequently imported into
IDEA. This is the raw data being imported.

Merits of the Direct Link:
e Pure unaltered Data can be mined from the server.
Demerits of the Direct Link —

e To arrive at a logical representation of data, many
data tables may have to be joined to arrive at a
table having more or less all the logical fields
necessary for achieving audit objectives. This will
necessitate that the Audit User has a thorough
knowledge of each and every table and field for file
joins.

124



Chapter 13.1

Application of CAATSs to
General Insurance

13.1.1 INTRODUCTION

IDEA Data Analysis Software can play a very vital role in the
Insurance industry in delivering enhanced, effective and value
added results in a significantly short span of audit execution time.

With significant de-regulation in the Insurance sector, widespread
availability of information through integrated insurance application
systems and heightened awareness about Audit Software,
concerted efforts need to be made to spread the use of the tool
amongst insurance auditors, academicians and specialists like risk
underwriters.

This research publication is an attempt to create awareness about
the use and application of IDEA to realize simple, common, and
generally accepted audit objectives of the General Insurance
industry.

Some assumptions made during this project have been duly
mentioned against each research objective. The publication is an
attempt to generalize the objectives with reference to common
practices across the globe.

Objectives have been established for the main streams of activity
covering premium and claims. Analysis of objectives and financial
tests have also been explored.

In Premiums, the objectives dealt with include establishing the
accuracy of premiums collected, authorizing discounts offered,
validating manual policies prior to system integration, justifying
policies canceled shortly after inception and accuracy of penalties
levied in case of repetitive past claim history.
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In Claims, objectives dealt with include establishing the validity of
claims, validating close proximity claims, justifying operational
delays in claim settlement, accuracy of agency commission and
settlement of claims on policies underwriting risks for stolen motor
vehicles.

Certain aspects of analysis include rolling comparison of incurred
losses over three years to identify cases for premium
enhancement in case of repetitive claim history. Development
officer business solicitation practices have also been studied in
case of high loss policies over time.

Finally, certain financial tests have been undertaken to establish
the accuracy and validity of the system of balances and postings
between sub ledgers and general ledger control accounts.

13.1.2 POTENTIAL AUDIT TESTS

INSURANCE PREMIUM

The main tests are concerned with ensuring that all premiums are
raised and the correct rate is used. However, analysis of risk and
exception tests of old or forward dated items are useful.

Typical tests include:

Calculations

Recalculate premiums

Prove posting totals

Analysis

Stratify premiums by size and product type
Summarize new business by agent or area
Summarize debts by agent

Exception Tests

Extract old premiums due on policies that have not lapsed
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Identify policies that were cancelled soon after inception

Identify policies with initial discounts that have then been lapsed
and credited

Extract negative debts

Identify unallocated cash

Extract policies with blank or invalid policy numbers
Identify policy premiums that have only been part paid
Direct Debits that have not been collected
INSURANCE CLAIMS

Claims are a classic payments area. Comprehensive analysis can
be performed in claims scrutiny as seen below —

Calculations

Cast (or total) outstanding claims

Prove posting totals

Analysis

Analyze by month and type and calculate average values
Group claims by product type

Matrix analyze date of incident to date claim reported as part of
assessing claims incurred but not recorded

Exceptions Tests
High value claims

Identify claims with no movement during the last 6 months (some
claims get reported but queries on the claim are not responded to
leaving old expired claims on the system)

Identify negative balances (recoveries)
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Gaps and Duplicates

Check for duplicate claims (same policy number and either same
amount or same date of incident)

Check for multiple claims on the same policy (some policy holders
are particularly unlucky; however, others make a business out of
claiming more than once for an incident. This can be picked by
testing claims for the same amount or the same date of incident)

REASONABLENESS TESTS ACROSS FILES

Existence of a policy in the same time period as the claim
Checking details between claims and policies

New policies experience claims shortly after inception
HEALTHCARE FRAUDS

Excessive procedure billing of same diagnosis, same procedures

Identify excessive number of procedures per day or place of
service per day / per patient

Identify multiple billings for same procedures, same date of service
Analyze for mismatched services to diagnosis codes

Review diagnostic fees in excess of masters

Review procedure fees in excess of masters

Identify and report diagnosis and / or treatment that is inconsistent
with a patient’s age and / or gender

13.1.3 OBTAIN THE DATA

The following types of reports need to be obtained from the
Branch so as to perform the required interrogation and analysis -

1 Premium Report for Motor Class | Spreadsheet  Excel
(Tariff) File
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2 Premium Report for Earthquake | Spreadsheet Excel
Class (Tariff) File

3 Premium Report for Motor Class | Spreadsheet  Excel
(Non-Tariff) File

4 Premium Report for Motor Class | Text File
(Non-System)

5 Canceled Policy Report for Motor | Spreadsheet  Excel
Class File

6 Cover Note Report for Motor Class Spreadsheet  Excel

File

7 Premium Master for Motor Class Dbase File

8 Premium Master for Earthquake | Dbase File
Class

9 Discount Master for Motor Class Dbase File

10 | Policy Number Report for Rolling | Spreadsheet  Excel
Policies Motor Class File

11 | Agent Commission Report for Motor | Spreadsheet  Excel
Class File

12 | Commission Master for Motor Class | Dbase File

13 | Claim Report for Motor Class Text File

14 | Stolen Vehicles Report from the | Text File
National Crime Records Bureau
(NCRB)

15 | Surveyor Activity Report for Motor | Spreadsheet  Excel
Class File

16 | Incurred Loss Summary Report for | Spreadsheet  Excel
2005 File

17 | Incurred Loss Summary Report for | Spreadsheet  Excel
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2004 File

18 | Incurred Loss Summary Report for | Spreadsheet  Excel
2003 File

19 | Incurred Loss Detail Report for 2005 | Spreadsheet  Excel

File

20 | Business Performance Report for | Spreadsheet  Excel
2005 File

21 | Incurred Loss Report Agent wise for | Spreadsheet  Excel
2005 File

22 | Sub Ledger for Cash Deposit | Dbase File
Account

23 | General Ledger for Cash Deposit | Dbase File
Account

24 | Healthcare Report on Healthcare | Spreadsheet  Excel
Claims File

25 | Healthcare Master for Healthcare | Spreadsheet  Excel
Claims File

The reports cited above have been generated from the Insurance
Application Software - M.1.S. function and have been captured in
different data file formats for better understanding and application..
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13.1.4 AUDIT PROGRAM

Test
Ref

Auditing Procedures

Objective

Page
Ref

Premium

1.0

Re-verification of premium collected
for insurance against natural disasters
like earthquakes.

Revenue
Integrity

20

Re-verification of premium collected
for insurance against motor claims.

Revenue
Integrity

3.0

Re-verification of discretionary
discount allowed on premiums in the
non-tariff free market insurance
segment

Revenue
Integrity

4.0

Verification of rating fields for special
additional impose / penalty incase of
frequent claim history on sensitive
policies.

Revenue
Integrity

5.0

Input field checks on non-system
generated or manual policies

Validity

6.0

Identifying policies canceled soon
after inception along with justification
by endorsements.

Validity

7.0

Input field checks on cover notes
(temporary  policies) for  motor
insurance and conversion to bona fide
policies through receipts.

Validity

Claim

1.0

Identification of duplicate motor claims
in partial loss policies

Validity

20

Identification of duplicate motor claims
due to irregularities and discrepancies

Validity &

Fraud
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Test Auditing Procedures Objective | Page

Ref Ref
in survey Detection

3.0 |Isolation of policies experiencing|Fraud
claims shortly within risk | Detection
commencement — close proximity

4.0 |ldentification of claims without bona|Validity
fide policy numbers within the system
— orphan claims

5.0 |As part of operational studies and|Operational
work flows identification of irregular|Efficiency
time lags in claim settlement.

6.0 |Re -verification of agency commission|Payments
on business solicited Integrity

7.0 |ldentification of motor insurance|Fraud
business claims settled on policies|Detection
pertaining to stolen vehicles
Analysis

1.0 |Analysis by client for different class of|Business
risks insured Studies

2.0 |Analysis by development officer and /|Business
or agent of insured losses Studies

3.0 |ldentification of premium|Business
enhancement cases for loss making|Studies
and high risk policies
Finance & Accounts

1.0 |Reconciliation of Sub Ledger and|Integrity of
General Ledger for principal control|Accounts
accounts

2.0 |ldentification of un adjusted credits in|Integrity of
Cash Deposit Account Accounts
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Test Auditing Procedures Objective | Page
Ref Ref
Healthcare Frauds
1.0 Excessive procedure billing of same
diagnosis, same procedures
2.0 | Identify excessive number of
procedures per day or place of
service per day / per patient
3.0 Identify multiple billings for same
procedures, same dates of service
4.0 Analyze for mismatched services to o
diagnosis codes Validity &
Fraud
5.0 Analyze for mismatched services to | Detection
diagnosis codes
6.0 Review diagnostic fees in excess of
masters
7.0 Review procedure fees in excess of
masters
8.0 Identify and report diagnosis and /

or treatment that is inconsistent with
patient’'s age and / or gender
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PROJECT SET-UP
LOAD DATA

OBJECTIVE

To be able to load data, run IDEA 7 and set a working folder for
the audit within IDEA

EXERCISE DESCRIPTION

This exercise covers copying data into a folder, loading IDEA,
setting a working folder and entering client properties that will be
printed on all reports.

IDEA FUNCTIONALITY COVERED
e Setting a Working Folder

e Entering Client Properties

The following data files have been copied on the hard disk in the
folder c:\Program Files\IDEA\Insurance Research

Control totals have been collected from the Branch for each of the
report files so as to validate the integrity of the data imported into
IDEA.

1 | Premium_Source | Spreadsheet Sum Insured -
—  Premium - | Excel File 98,70,000
Motor. xIs Net Premium -

2,17,464.37

2 | Premium_Source | Spreadsheet Sum Insured -
—  Premium - | Excel File 5,82,95,000
Earthquake. xls Net Premium -

12,96,162.5

3 | Premium_Source | Spreadsheet Sum Insured -
- Premium - | Excel File 98,70,000
Motor Non Tariff. Additional
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xls Excess Impose —
1000
Net Premium -
2,18,464.37
4 | Non system | Text File Sum Insured -
policies. txt 98,70,000
Net Premium -
2,17,464.37
5 | Premium_Source | Spreadsheet Sum Insured -
- Canceled | Excel File 98,70,000
Policies. xIs Net Premium —
2,18,464.37
6 | Premium_Source | Spreadsheet Sum Insured -
— Cover Note. xIs Excel File 98,70,000
Net Premium -
2,18,464.37
7 | Motor Premium | Dbase File No. of Master
Master. dbf Records — 6
8 | Earthquake Dbase File No. of Master
Premium Masters. Records — 7
dbf
9 | Discount Master. | Dbase File No. of Master
dbf Records — 6
10 | Premium_Source | Spreadsheet No. of Records —
— Rolling Policies. | Excel File 4
xls
11 | Premium_Source | Spreadsheet Net Premium -
— Commission. xls | Excel File 2,17,464.37
Gross
Commission -
9,366.03
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12 | Commission Dbase File No. of Master
Master. dbf Records — 2
13 | Claim Transaction. | Text File Estimated Loss
txt Amount -
3,29,19,750
Estimated
Expense Amount
—4,40,000
Paid Loss
Amount -
2,46,89,812.50
Paid Expense
Amount -
2,42,000
14 | Stolen Vehicles.txt | Text File Number of
Records — 10
15 | Claim_Source — | Spreadsheet Number of
Surveyor Activity. | Excel File Records — 19
xls
16 | Analysis — | Spreadsheet Premium -
Incurred Loss 05. | Excel File 2,17,464.38
xls Claim — 8,59,980
Loss — 7,74,080
17 | Analysis — | Spreadsheet Premium -
Incurred Loss 04. | Excel File 2,17,464.38
xls Claim- 1,33,400
Loss —61,112.5
18 | Analysis — | Spreadsheet Premium -
Incurred Loss 03. | Excel File 2,17,464.38
xls Claim — 1,21,00
Loss — 32,925
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19 | Analysis - Incurred | Spreadsheet Premium -
Loss Detail 05. xIs | Excel File 6,17,808.75
Claim -
25,04,940
Loss — 22,49,115
20 | Analysis - | Spreadsheet Premium -
Business. xlIs Excel File 6,17,808.75
Claim -
25,04,940
Loss —22,49,115
21 | Analysis — | Spreadsheet Sum Insured -
Incurred Loss | Excel File 98,70,000
Agent. xls Net Premium -
2,17,464.37
22 | Sub Ledger CD. | Dbase File Debit — 2,57,500
dbf Credit — 8,50,000
Balance -
63,42,500
23 | General  Ledger | Dbase File Opening Balance
CD. dbf - 23,43,500
Debit — 2,57,500
Credit — 8,50,000
Closing Balance
- 29,36,000
24 | Healthcare Fraud | Spreadsheet Diagnostic Fees
Source Files — | Excel File — 14,550
Healthcare. xls Procedure Fees
-10,40,000
25 | Healthcare Fraud | Spreadsheet Diagnostic Fees
Source Files - | Excel File - 5,250

Masters. xlIs

Procedure Fees
- 3,65,000
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Throughout this Guide we refer to the files located in default audit
project folder Insurance Research.

If the SETUP.EXE file has been run earlier, then there is no
requirement to run it again.

Place the compact disk into the CD reader.
¢ Click the Start button
e Select Run

e Type D:\SETUP.EXE. (D: being the letter assigned to your CD
reader)

| the name of Helder, docurck,
= izeli bttt B ferer AR

Cpant | difsobup.eee |

[ooe [ coea |[ Bowse. |

1 i roumore Reseerch | B8] trowrarce Rosearch | @ i0Ea

The files are installed into the proper directory.
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Accessing IDEA

From the Windows START Menu select: Programs — IDEA -
IDEA

o Bemots Assistance uwriation ¥

] wea e [G] Turn ot Computer

EIC LR o onaro nmsomin | ) irnacce posearct | @) ioea

Alternatively, click the IDEA shortcut icon on the desktop, if
available. IDEA will load.

Select a Working Folder and Enter Client Information

To facilitate housekeeping, it is recommended that a separate
working folder be used for each audit / investigation.

All information relating to the audit, including data files, equations,
views / report definitions import definitions, may be stored in the
working folder.

The working folder and client information will be printed on all
reports. Once the working folder is set, it remains the active folder
until changed.

1. To set the working folder, click the Change current working
folder from.... button on the File Explorer toolbar in IDEA.
Alternatively, select the following menu options:

File — Set Working Folder. The Specify Working Folder dialog
will appear
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H Wiew  Samplng  Took  Help
e Fa Fa| |2 8 B oy i LSBT )| TR 000 H1E | o G B LWad FOLBE S

P Explirer 2
LER PR
i

E——
& Hams

B Sapheuthosesion

B S amph-Dank Transttions

P S ampe-Custoners

<

35 Pameing Tasks | 4 To-n List | [} Seareh Aleaits | & Conchssons
For Help, press FL

2. Navigate to and select the following default folder:

C:\Program Files\IDEA V 7.3\Insurance Research
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Lok i | L EAY 73

D Consuting
o bocurment aton

MyFocent  Jeanhel

Documenis | \(0C

CLargtirovser el
@ (Prentatiorn

@ SarcleS sler Nepresentatives

@ Sarele Supphers ifesource

@ Sarcle\wWeblog O Csanphes
uenrchin
i Traning
) Tutorial

My Decurterts

Folder | C\Prosram Fika\DEA Y 7.3

L] ¥|

| BEjPunning Tasks | 2 To-Da st | |3} Search Resubs | 4 Conchusions
For Help, pross F1 Working Folder: C:\Program Files\IDEA ¥ 7. 3\Sangles  Number of Records:  Disk Space: 11.55 GB

Click the Open button.

3. When the Project Properties dialog appears. Enter the

following:
Project Name: Insurance Research
Period: April 1, 2007 — March 31, 2008
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Praject Properties

Project pame: | Insusance Rewmaich
Periodt [hoed 1, 2007 -March 31,200 | [ Canenl

(e ]

< ¥ |

T T e e vants
Foe Help, pross FL Weehing Foldee: C:\Pwogram Fles\ITEA Y 7, \Samples  Nambor of fiecords; [k Spacnt 1155 GB.

Click the OK button. Insurance Research will become the working
client, as is seen from the working folder path at the right bottom
corner of the IDEA screen.
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13.1.5 IMPORT OF DATA FILES

OBJECTIVE:
To import data files for testing.
EXERCISE DESCRIPTION:

Three categories of data file types need to be imported:
Spreadsheet Excel, Dbase and Text. Spreadsheet Excel and
Dbase files can be directly imported into IDEA. Text files can be
imported through the Report Reader, where a text file in report
form is converted into a spreadsheet file in an array of rows and
columns within IDEA.

IDEA FUNCTIONALITY COVERED
This exercise will cover:

e Import of Spreadsheet Excel files
e Import of Dbase files.

e Import of text files.

IMPORT OF SPREADSHEET EXCEL FILES

Access the Import Assistant by clicking the Import Assistant
button on the Operations

Toolbar.
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<

£ Rurwing Tasks | 2 To-to st | () Search Results | (6 Conchaions
Fer Help, press Fi ‘Working Folder: C:\Program Fles\IDEA ¥ 7. W Ineurance Research  Mumber of Records:  Disk Space: 11,5560

‘4 start O CAATS Book

The Import Assistant loads to guide us through the process
of importing the data.

Select Pre-defined formats and Microsoft Excel.
Click Finish

CLIDEA [ (=%
I

e -

[P Expienr i
L e’ " 98 o
Ciesa—

.
& Harnn

[T
Pt Flepoit and Adobe FOF
SAP/AS

Al Sk N

| BE Punning Tasks | ) To-Da List 3mmam
s g 1 Ehn smbocton) ot sbaven L Pighibht & ] YIDEA ¥ 7. Mo of Rconck: Dbk Spsen: 11,85 GH
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Click the Input file name box.
This takes us to the working folder.

Select the MS-Excel file Analysis, and click Open.

[} =@ 5= da | IS
e Expierrs | 2
-.;_J@ ]

My Fiecant gjw_mﬂ
Documents | 2 Hnsitheare Fraud Source Fies

T Premian_Source

Do

L S - 0 |

My Metwork | Fie of bype. ;Himwﬂﬂ-'usalﬁﬂrﬂﬂ:'m:'s&\] oA Lanuel

o

| £ runng Tacks | A ToDalet || Severh s | (3 Conchisions

The preview of the first worksheet in the file Analysis appears in
the Excel box.

Check the box First row is field names, to enable the transaction
headers in Excel to get captured in the IDEA headers.

Click OK.
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Sebect shmets 1o g

[F] Trde vt

1 trecuavend Losss 03
L Ireummed Loas 04
[ Incumed Los Agert

FEEFFEF Mot Q.. a
FEEEEEY Mo O, 1 C&Cn 23750000 1]
#EFFFF Motor O.., D1 D& Co 1125.000 2
EEEREEE Mot Q.. F1 E&Co 13000.000 3500
#FFEFF Motor Q... Fl1 Féda 2000.000 15700
FEEERER Motor O, 25000

A [ e, [ r— (|
O b e | sy

T —
| ER Py Tasks | 2 ToDalet | 3 |
th k. Winrking Felder: C:irogram Firs|IDEA Y 7. Humber of foecordts:  Ditsk Spaces 11,54 68

The MS-Excel file once imported appears as below.

The name of the file in IDEA is Analysis — Business. IMD, Analysis
is the name of the Excel file and Business is the name of the
worksheet.

G5 IDEA - Anal 3
Fie  Edt  Meow Dato  Anohis  Samplng  Took  Window  Help

=S = Fee| [ B BA 0y S (R0 (O 000 11| o3 G (7 (] wd 0 B% S BE B
e x|l

| P Explerer Analysis- Tide Clients |
[t 1P & of

A% o
B&do
(1} o
D& Co o

& Nama E&Co FS00 9,5

@ Anabysin Tide Chorns FECo 15780 137
G o 000 29
HE& Co i
180 225000 2235
J& o FOWO 3476
LR Ca n =
1954 | ol
H 454
ore A |
o 1,487,500 - -

Qk o LETSO0)  7S000  7E1| ||
R o 12,796.87 0 @ Add comment:
S&Co 707,500 i
T&co 19,125,000 0
Coh 12500000 35700 -23,2
=1} 1,625,000 i
toc 3, n
oD z o
CoE 3500 25
ok 15780 37
(=-1] 25000 39
coH o
col 25000 2235
ol MO0 3476
ok i
ol 0
CoM €5000  -43,4
o N 15000 <143
oo SO000 45,5
Cap THO00 731
con e

8 | =

55 Runing Tasks | |2 To-Do List | | Search Resuks | (6 Conchasions |

Fer Help, press F1 ‘Wiorking Folder: CilProgram Flss\IDEA ¥ 7. J\Irdurancs Ressarch  Humber of Records: 57 Disk Space: 11,54 6D
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Invoke the Field Statistic Tab and view the Net Value of
Premium, Claim and Loss fields.

A close comparison with the Control Totals, provided with the file,
show that the totals match.

Now the file is ready for IDEA testing.

W IDEA - Analysis- Tide Clients

Pl [t Wew DOsta  Anslyss  Samplng  Tooks  Window  Help

3 Py 2 Y B A = | o P = Bea By, | 09 T
(g ma &= ga| A C B Gy Sl R T 4 ) 000 Ul o Gl L F S BRESRE 7 B @
Fils Explorir - W analysis-Tide Lhents - K| Propeties 2
3] - - —— — — - Diatabasn
..-;E’F‘ﬁwf Dées%-2E 70 4+ &8 _—
Field Type: Hurrenie Slalishs POLICY_ MO PREMILM CLAM LOSS & s
IR (| + Mot ok EECEETN e 2504340 2M81150 B ey
et — Date J Firdd Srabiics
aMame Time Abiches Vahi 5,353,061,1365... 617000750 2504,340 2380150
-
@ sty Trde Cherits 1ol Heconds st s 57 57
-
1 0l Zeco Inamz 4 4 o) o]
Fusieen Vaue S NES. B17808 TS 2504340 403500 ¥ Resuks
Mogasivn Vakin n 000 ] 22894550
W Indices
11 ol Paslive Recods 53 53 ] [
44 of Hegative Riecords [ [] ] F2] of Noinden
# of Data Enss 1 0 0 0 ey e——
4 0l Vald Volims: 7 £ 57 57
- Aad
Avetage Ve 93,913,352.271,.. 10,030.750 43,346.32 3945016 comement
Mumram Wik n omn o RO
Masirian Vahis 101,001,10050.. 4105500 15000 95000
Fecuwd 1t o Min 5 5 2 ]
Plocaed i of Max ) 12 10 5
Sarpe Sl Dev 6029 320021 1251408 943018 FHEE.95
Sampln Vatisres E7EPSEONANS | 1SERIZAMT TSWTISEA4R11 | RIGSTIAIM4AN
Fup 5 Dav 26.799.982.3%... 12.403.83 864223 666699
Pop Vaiance ERRFMMOBRS1D | SIASENN4Z2 TESTA44N0RNI 7RS7ESTRSN 4D
Pop Skawness 1350 0962654 2540071 260014
Fop Koo LRt b 01 35S0 5 47446 S EEEY
< 3|
£5 Running Tasks | 4 To-DaList | &) Seaech Results | (3 Conclsions
For Help, peess F1 o] * Ctlfrogram Fiesy ¥ h Number of feecords: 57 Dk Spaces 11,54 GA

.4 start o CaaTs ook, gk IDEA - Anatysie-Tide ... T 13 1General_insurs, ..

The process of import is the same for the other MS-Excel files
intended to be used for various Insurance Audit Tests.

While undertaking the Insurance Audit Tests, only a passing
reference will be made to the import of the MS-Excel files required
for each of the tests.

The actual step by step procedure for import will be the same as
depicted in the section on IMPORT OF SPREADSHEET FILES in
13.1.5

The process of import for all MS-Excel files will follow the common
path of logic as illustrated above.
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IMPORT OF TEXT FILES

Access the Import Assistant by clicking the Import Assistant
button on the Operations Toolbar.

The Import Assistant loads the Report Reader component to guide
us through the process of importing the data.

Click Print Import and Adobe PDF.

Select the text file to be imported from the working folder by
clicking on the select box.

The Select File dialog opens, displaying the list of text files
available in the working folder.

Select the file Claim Transactions

Click Next.

The text file opens in the Report Reader software.

|'.;a:_ 'l'hl:u'»ll :ﬁ;i.’:;.;c'ui.;. Transaciien tnt (s

o

Select the first transaction in the text file as the base layer /
standard layer.

Click Yes.

148



Application of CAATs to General Insurance

|-|'¢h...-nn..u.¢
b b

s ™ a/Piak o s v 10 vt e Sl Bve(e| {01

£

i, il P
TG s v

The first transaction is captured between two yellow lines called
the Field Editor.

[5= Tuport faadar - Clakn Transaction. = e

Fls it Layers View Traps Pkl el
= bl @ X+ | T N 5 X o | 2 | x= <8 2| (FlEs (e e, ey

o - _ oli=E 5

»101701160%02000 1 Total Loss 2 HMH 01 1 E 01 1
Claim No 81 No Veh Registration No. Engine
101701140502000 1 E 01
1017011605 1 E 01
1017011605 2 1 E 01
1017011605 1 ® 01
1017011605 1 B 01
1017011605 0s 1 E 01
101701160502006 1 E 01
101701160502007 1 E 01
101701160502008 1 E 01
101701160502009 1 E 01
101701160802010 1 E 01 2
101701160502011 1 E 01
1017011605 2 1 E 01
1017011605 1 E 01
1017011605 1 E 01
1017011640 1 E 01
1017011605 1 E 01
1017011605 17 1 E 01
1017011605 i 1 E 01
1017011605 19 1 ® 01
101701160 20 1 E 01
1017011605 i1 E 01
1017011605 1 E 01
1017011605 1 E 01 &
1017011605 1 R 01 2

Lrmamaa s 3 - e

[T

m‘ T ———

Ln 18, Col43  Pager 11
e 527 ot

Specific Traps (Numeric N, Text T, Space S or Special Character
X) can be set depending upon the data which needs to be trapped
for output into IDEA. The Trap is a mask that identifies the
common character or space vertically amongst all the records and
picks only those records that meet the criteria of the Trap.

In the file under import, we can place a Numeric N Trap over the
first digit of the Claim No. field.

The Trap is set by clicking N in the menu tool-bar of the Report
Reader.
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The Trap is set in the space above the top yellow line called the
Anchor Editor, and the Traps are anchored to a specific layer.

Upon setting the Numeric N Trap, the records which meet the Trap
criteria are highlighted in blue.

gl

|#= Wmport feader - Clakm Transaction. o™ (=
Fin Edt Layes Vew Timn fukd ek
= L@ X v T N5 X[ e | T k- AE LD =] @ o e
[ H - T reeld Detads @
»101701160802000 1 Total Loss ] MH 01 1 E 01 1f=]|S8
Claim Mo £l Mo HOL Dev OFf Code Veh Registratieon Mo. Engine
101701160502000 1 Total Loms 9 MH 01 1 E 01 1
101701160502001 1 Partial Loss a9 MH 01 = E 01 2
101701160502002 1 Total Loms EEEE] MH 01 3 E D1 3
101701160502003 1 Total Loss sag MH 01 4 E 01 4
101701160502004 1 Total Loms a9 MH 01 & E 01 5
101701160502005 1 partial Loss sag MH 01 & E 01 &
101701160502006 1 Total Loms EEL] MH 01 7 E D1 7
101701160502007 1 Total Loss sag MH 01 8 E 01 8
101701160502008 1 partial Loss a9 MH 01 9 E 01 9
101701160502009 1 Total Loss sag MH 01 10 E 01 1
101701160502010 1 Partial Loss 99 MH 01 2 E D12
101701160502011 1 Total Loss L] MH 01 12 E 01 1
101701160502012 1 partial Loss a9 MH 01 13 E 01 1
101701160502013 1 Total Loss a9 MH 01 14 E 01 1
101701160502014 1 Partial Loss EEEE] MH 01 15 E D1 1
101701160502015 1 Total Loss sas MH 01 16 E 01 1
101701160502016 1 partial Loss CELT MH 01 15 E 01 1
101701160502017 1 Tetal Less sag MH 01 18 E 01 1
101701160502018 1 Toral Loas EEEE] MH 01 13 ¥ oaia
101701160502019 1 Total Loss sag MH 01 20 E 01 2
101701160502020 1 partial Losas 9 MH 01 21 E 01 2
101701160502 1 partial Loss sag MH 01 22 E 01 =
1 Total Loms a9 MH 01 23 E D1 2
1 partial Less EEE] MH 01 & E 01 &
1 Total Loms 9 MH 01 25 E 01 2
>

EYTON DGR me o
We then start selecting the fields that need to be present in the
IDEA file.

After selection of each field, the Field Details appear on the right
hand side of the screen.

In the Field Details — the Name and Type of the field is entered.
IDEA by default sets the Type of the field based on the
characteristics of the field. The field type can be changed from the
default type to a user choice type.
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[#= Ruport Aeader - Clabm Transoction.ta®

Fia Ed1 Lmpees vew Ties Pkl ek

= bl @ X+ | T M 3 % 2w

(1]

»[foi7o1aE0s0z000 1

Claim No 81 No
101701160502000 1

101701160502001 1

101701160502002
101701160502003 1
101701160502004
101701160502008
101701160502006 1
101701160502007 1
101701160502008 1
101701160802009
101701160502010 1
101701160502011
101701160502012
101701160502013 1
101701160502014
101701160802018 1

101701160502016 1
101701160502017 1
101701160502018 1
1017011605802019 1
101701160802020 1
101701160502021 1
101701160502022 1
101701160502023 1
101701160502024 1

<]
Rasdy

M ] Imracce_Pasesech... | @ IDEA - eA

o1 1fa (82 &

Engine Laver lame | Layer-1

IEE T R RN R

FERE!
Dy 2
o1 3 ety

oL 4 Imsed Dmcimals (3
o1 8

01 & i

o1
o1

ame
Haarim o s ek,

Lnis, Cola?  Pager 171

TN RS s

All the fields in the text file are selected and defined based on the
record layout provided below —

Field Name

Field Description

Field Type

Claim No Claim Number Numeric

SL No Serial Number Numeric

NOL Nature of Loss Character

Dev Off Code Development Officer Code | Numeric

Veh Regn No Vehicle Registration | Character
Number

Engine No Engine Number Character

Accident Date

Accident Date

Date

ELA Estimated Loss Amount Numeric

EEA Estimated Expense | Numeric
Amount

PLA Paid Loss Amount Numeric

PEA Paid Expense Amount Numeric
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V No Voucher Number Numeric

V Date Voucher Date Date

Policy No Policy Number Numeric

Receiver Receiver Character

Chg No Cheque Number Numeric

Chq Date Cheque Date Date

After selecting and defining the fields, click on the Green Check
Button on the Report Reader menu bar. This saves the activities
performed on the layer.

= Gy [D S |00 &
M
5?‘.‘.’@ e | % FS G R aa T T CISH TrRRAREIGn
Claen Tianasclion | Fis  Edn  Lavers Wew Tiags Fiis Heio
= b @M T NS X M | F (el e T E D &S o
W m— - Fiekd Details
i Totel Tons 3 W o] [
Claim Mo 21 Mo vah Layee i et
1017 01160502000 1 MH O Flhil bardes et b
101701160502001 1 MM O ey Pt
101701160502002 1 MM O Decenas o
1017011605802003 1 HH O Dot Cmeiinabs
101701160502004 1 MH 0
101701160502005 1 MH O
101701160502006 1 MH O
101701160502007 1 MH 0
1017011605802000 1 HH 0O ey
1017011605802008 1 MH O
101701160502010 1 Lol
101701160502011 1 MH O o s Laves
101701160502012 1 Mu 0
101701160502013 1 MM 0O
101701160802014 1 Partial MH 0.
ES|
Sarrm the tavor
1= 3]
Foe el prnss £ =7, a0
] e arsce simsmeaty | @ w6 iwa |+ Rt pmacter - Clm ] T MRS T

Then click the Scan for Errors Button on the Report reader menu
bar. This invokes the Scan for Errors dialog, which corrects data
which has been left out of the selection in the earlier step.
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NOL Dov Off Code
101701160502000 Total Loss -]
101701160502001 Partial Loss

L Total Losm

Total Losm

101701160502004 Total Lomms
101701160802008 Partial Losa
101701160502008 Total Losas
101701180502007 Total Losa
101701160502008 Partial Loss
101701160502009 Total Losm
101701160502010 partial Loms
101701180502011 Total Lowmm
101701160502032 Partial Loss
101701160502013 Total Lomm
101701160502024 Partial Loss
101701160502015 Toral Less
101701160502016 partial Loss
‘I"l'|'?l'l“‘ﬁl1ﬁﬂﬂﬂ1'3’ Taral Tomss

D T e

Increase or decrease the Field Width to adjust the right indent.
Increase or decrease the Field Offset, to adjust the left indent of
any field.

Notice the first case — Partial Loss (Seen Below). In this case, the
letters ‘ss’ from Loss have been left out of the selection. Also
notice that the Field Width for this specific cell is 10.

T

[BE®X v T N5 e[ A5 e [T (S G G [

w
Claim No 21 No NOL v off Code Veh Registration No. Engine
101701160502000 1 Total 9 AL EIOLTL| | Emes i
101701160502001 1 = @0 nH 01 2 E 012 | i
101701160502002 1 Total so99 MH 01 3 B || i
101701160802003 1 Total Boo HH 01 4 B 01 4 Hama
101701160502004 1 Total 8o MH 01 5 B D15 Tree Charctar
101701160502008 1 Partial Loss Boe mi 01 6 E 016
A01701160502006 1 Toral Loms Bo9 MH 01 7 E D17
101701160502007 1 Total Loss 8oy MK 01 8 K 01 g ||
101701150502008 1 L e @ | ST m
ROy ] The st ol b QL dows ck i b cittmct Ll e it ; P
101701160502010 1 il kel e SRy
1160502011 1 E o L o B Ml ® e 1 i Lo Hach
1D1701150502012 1 Fikd ety [0 5] 1 | : e
:.u:.‘gnl.:.wsozau & P | foh | R
A01701150502014 1 el | || T
;:.u:.'_r_nusb_aquu 2 ™ Siop chacking ihis | [ i
1017011 & 1 PAFELAL Lowsn EEEL oL 1S B 1
101701160502017 1 Toral Loss 899 HH 01 1& B i
10170116051 8 1 Toral Losa 9999 HH 01 19 B 1
1D1701160502019 1 Toral Loas 899 MH 01 =20 E =2
101701160502020 1 E 012
101701160502021 1 E =2
Ap170l1s0802022 1 E 01 2
101701160502023 1 E 01 &
101701160802024 1 B i
101701160502025 1 E 2
A01701160802026 1 E 01 2
Fﬂ17n11sgaqzuzv a EOL 2w
< | 3]
Foady n, ol
Rl ) e o simsnorch ‘!2 k] Q, 638 P

Notice that by increasing the Field Width, we have covered the
whole cell and the whole word ‘Partial Loss’

153



Data Analysis for Auditors—Practical Case studies

Claim No Bl No HNOL Dev Off Code Veh Registration No. Engine
101701160802008 1 Total Loss ] HH 01 1 B 011
101701160802001 1 a9 MH 01 2 E 012
101701160802002 1 Total Loss EELE] MH 01 3 E 013
101701160802003 1 Total Loss EEL MH 01 4 E 01 4
101701160802004 1 Total Loss a9 MH 01 & E 015
101701160802008 1 partial Loss L MH 01 & E 01 6
101701150502006 1 Total Loss LR MH 01 7 E D17 -
101701160502007 1 Total Loss EEE) MH 01 8 E 01 B| | (= sasitien
101701150502008 1 e o =8 T
101701150502008 1 1 o
101701160502010 1 T e et o 7 o oot Llna o el Chese | |
101701160502011 1 T i Laatve Elack
101701160502012 1 Finkd et [T =] e | I
101701160502013 1 | 1
101701160502014 1 e o 1] || =
101701160502015 1 ™ Stop checking s fskd 1 TPl 12
101701160502016 1 Partial Loss 959%9 HH 01 1 B 01 1
101701160502017 1 Toral Loss 999 MH D1 18 B D11
101701160502018 1 Total Loss ELEL] MH D1 1% E D11
101701160502018 1 Total Loss 995 MH D1 20 E D12
101701160502020 1 parcial Loss ] MH D1 21 E D1 2
101701160502021 1 pParcial Loss 995 MH D1 22 E 01 2
101701160502022 1 Total Loss a9 MH D1 23 E 012
101701160502023 1 parcial Loss 999 MH 01 & E D16
101701160502024 1 Total Loss ] HH D1 25 E 01 2
101701160502025 1 Total Loss 899 HH D1 26 E D1 2
101701160502026 1 Total Loss 8959 HMH D1 27 E D12
101701160502027 1 Total Loss ] HH D1 25 E D1 2w

<] L]

A, Sol

w ] insurance_fasssch... | @ 06A - 064 E"ﬂﬂ&ﬂ@ 6:30 FM

We continue scanning the file by adjusting the width and offset as
shown above, till we get the message Validation is Complete. No
other errors were found.

CARBH TrR R I e
L - A N T R N -]

Reglmtcation Mo. Englne Ho. Accident Date Hutimated Loms

Amt

BUDLVLY ATTOITOS o
E D13 D1.04.08 so0n
® 813 @e.02.08 o
E D1 4 | RO0.02.08 o
E 01 5 Di.04.08 o
® 0l & Di1.08.08 o
E D1 7 | D7.08.08 anooo
E D1 B 158,05.08 o
m 019 D1.06.05 o
® D1 10 17,085,058 48000
E D13 | 18.05.08 5000
® 81 12 D1, 06,05 asnoo
® 01 13 F0.07.08 o
B D1 14 20.07.08 o
® 01 1% 20.07.08 o

{S———
HowLoE EucuEsus woauwo w
B 01 3% 01,07.08 P7soo0 @
E 01 28 15.10.08 235600 0
® 81 27 =e.068.08 Besoon  esooo
B D1 28 20,310,058 s79650 O
i 01 @ E 01 29 @0.10.05 475000 0 356250
)
Py
WG ) o e, | @encwen (ST

Click the button Import into IDEA
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[P 5 |
T Ha. Acoident Date Estimated Loms Amt Toe] Wil Dt site. £
B 1 lvosTos 1o0o000 O FsOon o b 18
MK 01 2 ® D12 Dp1.04.05 Zs000  so00 18750 2750 - =
MM 01 3 ® 01 3 28.02.05 asoco00 o 282500 o©
mi 01 4 E 01 4 20,02.08 is00000 O 1128000 o i
MH 01 & E 01 5 D1.04.08 io00000 O 780000 O vea
MH 01 & E D1 & D01.05.05 ioo0o000 O 75000  © P
My 01 7 B 017 D07.05,05 1250000 45000 837500 24750 e S
HH 01 8 E 01 8 15.05.08 asoooo o zézs00 o
MH 01 9 B 01 9 01,0608 asoooo O 47800 O = Pt
MH 01 10 E 01 1d 17.05.05 450000 45000 337500 =4750 et Jm
MH 01 = E 01 2 18.05.05 45000 SD00 33750 =7s0 P
Mi D1 1z E 01 12 D1.06.05 4500000 65000 3375000 35750 ST
HH 01 13 ®E 01 13 20.07.05 A7500 o ELEELS ] Mharky ol L Dierk,
MH D1 14 E 01 14 20.07.08 1180000 O 062800 O
MH D1 1% E D1 1% 20.07.08 175000 O 131280 ©
MH 01 16 E 01 16 15.07.05 1000000 35000 750000 19250 i
mi D1 15 & 01 15 20,07.05 io00000 O 750000 © D i
HM 01 18 E 01 18 23,008,085 asooooo o 1875000 O
MH 01 19 E 01 18 01,06.08 o o
MH D1 =0 E D1 20 01.09.08 E500000 100000 4875000 55000
Mt 01 =1 ® 01 21 15.09.05 @ooooo O &75000 o
HMH 01 22 ® 01 22 10.09.05 87500 a 656248 o
MH 01 23 E 01 23 15.00.08 164%000 75000 12IIT80 41280
MH D1 & E D1 6 20.09.08 s8s0n O 73878 o
MH D1 25 E D1 25 01.07.08 s7s000 O 73izs0 o
M 01 26 £ 01 26 15.10,05 zaseno O i7e700 ©
HMH 01 27 E 01 27 28.04,08 865000 @ES000 648750 35750
HMH D1 20 E 01 20 20,110,058 479650 O AHVTIT, B0
MH 01 =9 E D1 28 30.10,08 475000 O TR -
P B
At thes rert b I0EA kn, ol Vg
T L e - L T TTEABWD e

Report Reader prompts us to create and save a template for the
file in the working folder.

This template allows the user to import similar files in future, with
the use of the template without going through the Report Reader
process.

T P et Thivareh 5=
EHW X T NG KB S E o - S o
[F code Veh Regimtration Na. Ehgine No, Accident Date Emtimatod Lols| feedDetes "
MH 01 1 E 01 1 21.03.08 100000 O Fa00 Lo 1
La MH 01 2 E 01 2 01.04.08 2Zs000 5000 1078 =N
sase MH 01 3 E 01 3 =8,02.08 asoooo o aean
agg MH 01 4 E 01 & Z20.02.05 1500000 o 1125 limciire _Liverl
aa MH 01 & E 01 5 01.04.05 1000000 O 7500 ey A
aas MM 01 & ¥ 01 & 01.05.05 100000 O 7E00 e s
aam MM 01 7 ® 01 7__n7_ns_ns P asnng  aa7s gt ]
009 MH 01 8 Saw ke , . HEIEY| | Rezs Rl (1~
o MH 01 @ B T e = T w078l | i
o989 HMH 03 10 L N 2 ol ) aa7s et Az
as MH 01 = aavs actiaed weckh
a MH 01 12 3375 e
a9 MM 01 13 =812 harsh Coty Loarrw blar
as MM 01 14 8625
9999 MM 01 15 131z
P99 MM 01 16 7800 -
pona MH 01 185 = — F800 T Whats. o
ass MH 03 1n BT fo Do =" ] 107
EEEE HH 01 18 Savew aa [T =] (SR =625
EETS MM 01 =0 B e 0 4875
o MM 01 21 E sooooo O 750
aas MM 01 Z2 [ 87500 O a582
29 MM 01 23 E 1645000 7S000 1233
poe MH 01 & E PO500 o Fan?
@ MH 01 =5 E @7%000 O 731z
Bas HMH 01 28 E 23ss00 | o 1767
sssg MM 01 =7 E BES000  S5000 @ &487
o MM 01 28 B 47sEs0 O asev
aa MM 01 =8 E a7s000 O 3562
« >
[ un, ol Faum:
mﬂ ) e posnarch, | @ ota - wea T TR TD smm

We proceed to the final screen ‘Specify IDEA Filename’.

We may retain the name as reflected by the source file as default
name or give a user defined name.

The Net Value for the fields ELA, EEA, PLA and PEA are viewed
from the Field Statistics and reconciled back to the control totals
provided with the text file.
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The totals match.

We can now use this file for further testing.

[ 0EA - [Clain Teansaction] [ < |
@5 Fle Bk vew Dot Ancddyss Samphem ook widow  Hel - &
& m W i . h (N9 ) & | k= wie s [ B = ' M | 1@ . |-
x v [ = [Foa e = o corieltoal] 4 [100% =]
e T
-~ v ¥
= Fakd T, Murmsre Satistics oA | mma PLA | s |
PR — rﬁb‘" el Valan 32,919,780 440,000 24,600,013 242,000
 Geneial Ledge OO Abgolute Valus 32,919,780 140,000 24,609,013 42,000
Clan Tianaaction Mureric Fiekts__ # Rucords a0 ET a0 a0
CLAIM_NG ® of Zra Narris o o o o
SL_NG
S oFF_cop | Fasitive Valua 32,818,75 440,00 T4,669,81 242,00
- LA Megative Valuo
W EEA # of Positive Records E] 3
el # of Hogative Records
# of Data Erors

O
POLICY_ND EValiE Vales a0 an a0
HG_HO

T ;
Avaragn Vs [ ioarauson) 14660 67 [FEXLERL] 006667
Mirtimum Vaiuo 34,000 o 10,750 o
Mairnurn Vatus 00,000 \oooon|  aaracon|  &&p00

— ] i 0

Fiacord Murn of Min 2

Record Hum of Max 20 20 20 20
Sample Btd Dav 1,445,045 85 28,120.42 1,084,459.39 1547118
Sample Varlanoe 2,080,759,398,750000 | 791,264,367 82 [1,176,052,161,796 88 | 739,357,471 26
B=H-r &
|« »| A+ [\ Ostabase £ Histary b Field Stats
T e Ci\Program Fns\IDEAVnsur ance Fesaarch |30 | 27,7560
P EALIECIE T ci oo (e rococ TTQRDUS cnm

The process of import is similar for the other Text files intended to
be used for various Insurance Audit Tests.

While undertaking the Insurance Audit Tests, only a passing
reference is made to the import of the Text files required for each
of the tests.

The actual step by step procedure for import will be the same as
depicted in the section on IMPORT OF TEXT FILES above.

The process of import for all Text files will follow the common path
of logic as illustrated above.
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13.1.6 PREMIUM CASE STUDIES

1.0 RE-VERIFICATION OF PREMIUM COLLECTED FOR
INSURANCE AGAINST NATURAL DISASTERS LIKE
EARTHQUAKES

OBJECTIVE

To verify whether the correct value of Premium on Earthquake
Class of risks has been recovered from the insured as per the
Premium Masters and the correct City Code.

EXERCISE DESCRIPTION

In this exercise we will join the Premium Transaction and
Premium Master File based on the City and Location field
respectively.

Append a computed field - virtual numeric field to re-calculate
premium on sum insured by applying the master rate for the City
to the Sum Insured.

Arrive at the differences between premium recovered and
computed premium

Understand the reasons for differences if any in premium
recovered.

IDEA FUNCTIONALITY COVERED

This exercise will show us how to:

e Join two files.

e Append computed fields — virtual numeric fields.
e Use the Equation Editor.

o Extract data with a specified criterion.

Data Import
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Import the files Premium_Source — Premium — Earthquake and
Earthquake Premium Masters into IDEA as per the steps
demonstrated in the session on IMPORT OF DATA FILES.

The files are imported as two independent IDEA files as seen in
the File Explorer Section of IDEA.

JOIN TWO FILES

Designate Premium_Source — Premium — Earthquake. IMD as the
Primary Database and Earthquake Premium Masters. IMD as the
Secondary Database.

This is based on the logic that the premium masters are to be
applied to the premium transaction file.

Open Premium_Source — Premium — Earthquake. IMD, and then
click the Join Database option on the File Explorer Toolbar.

Wk IDEA - Premium_Source Premium - Earlhguake
Fle Lot Wew Data  Andlyste  Semplng  Tooks  Window  Help
) Pa B [ i L | R = . | - — el S e Heg am T |
(g ™2 3o 2= [ B BR 0y | [ O @@ E [AE B S EEEED UL @,
Pl Exphorer » @ Premium_Suurce-Pressum - Ear.. - [ [Properties &
L ,|C‘.‘|£:' PJ & of POUICY WO | INGURED NaME | CITY [ LOCATION | DEV_OFFICER_AGENT RISK_EFFECT FRof| || = Catsbme
1| 0100114050000 Aeviral Murrbai M 1 01.04.05 o ou
2| 103001140500007 Bhatt oyl Pune 3 15.04.05
— (3] 100004140500023 Tiwsrl Murba Mumba 1 27.04.05 @ Hesory
[4| 101006140500570 Joy Murha Mumba 1 30505 B Feld Statities
& Hame (5 | 10110124050005 Rob Nagour  Magour 7 U060 Conteed Tekal
@ Anaps Tk Chents B | 101 I0ATTSNOFE Thomr Nagrr R T OFDAIS — b
W Eaithausie Preum Ma 7| 101101340500125 Cancire Nogpur Mo 7 1206.08 W Citeia
@ Piomam_Souce Fremar 0| 101101140500275 Susan Negour Mo 7 18.07.05
3| 100701140500500 Pgde Law  Solspur % 200705 ¥ Renks
[10] 101205140500700 Dyren Thare  Thare 11 3L.07.05
[11] 101201140500007 Aot Thane  Thare 11 17.08.05 =
12| 1NAGIAE0S Aok Thana  Thare 11 190E0G —_—
13| 101201140500099 Surmnt Thare:  Thare: 11 25.08.08 7 Mok
[14] 101401 140500147 Kbir Goa G 9 [5.05.05
[15] 100403140500704 Manak Goa  Goa 959 10.08.05 =
[16] 103001140500444 Shah ol Pune 9 18.08.05 —
[17] 101404140500555 Sheva Goa  Goa 9o 100G o A
[1H] 101801140500452 Lekshman Goa  Goa Yo 250005 comment
10| 1070114050035 ki Lat  Pure 59 15.10.08
¢ ¥ |l< >
5 Rurwing Tasks | o) To-Do List | (3 Search Resuls | 4 Conchasions.
For Help, peoss FL \Wreking Folder: C:\Progeam Fles|IDEA ¥ 7.3 Iraurance Reseanch  Mumber of Records: 19 Disk Space: 11,54 GB

74 start O CAATS Bock. R IDEA - Previman_Sour,.. | Gl 13 1-General naura...
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The Premium_Source — Premium - Earthquake. IMD is
automatically seen as the Primary Database. Select Earthquake
Premium Masters. IMD as the Secondary Database.

DEA - Premium_Source Premium - Farlhguaks
Fle [t Wew Dsta  Anslyss  Samplng  Tooks  Window  Help
[y =S = 3. ' 3w =R " 000 Z ] oot 7 X

W Fremium_Source-Premium - Lar... - X | Proporties a

ik Explorrr *
‘@Q E a wf []_roucy w0 | INSURED_NAME | OTv | LOCATION | CEV_OFFICER_AGENT RISK_EFFECT_FROI| | ¥ Dotsbase

101001 QAN Ao M ek ok e UL

aMane
@ Ansysiv-Tids Chenis
@ E arlhuahe Frenmm Ma..

Py datsbiases Porsmiam_Sousce Premaom -Eavthe | Fiekds |

Humbes of recoeds: 19 =N

L.
B
3
4
5|
5]
7 0
eiium_5: ] Cikeria: 074 S—
WA carcePrea ] e [ ) | 807 —
10 3107,
11 Secondar dalsbase; Eathauske Premm Masters 2. e
iz Nuanibes of recnds: 7 : o8 —
FE
[14 ] ¥ Cominerts
=
[1&] - fuld
1z
[1g]
19
P Preniusm_Sowos Frenium - Eathouskes [E] 7 170005
< 3 I 1|
EE Running Tasks | | To-Do Lkt | 3 Sesech s,
Foor Help, penss F1 fr of Records: 19 Disk Spaces 11,54 GB

+4 start o CaaTs ook, gl IDEA - Previum_Sour. T 131 General_insurs, ..

In earthquake insurance, the location is the decisive factor for
premium application.

For example, Bhuj in Gujarat and Latur in Maharashra are
sensitive seismic zones and command higher premium.

The Primary database has a field ‘Location’ and a field ‘City’.

Both the ‘City’ and the ‘Location’ fields in the Policy Creation stage
are to be selected from an index list of cities within the insurance
application software.

The ‘City’ field is selected at the entry stage, based on the
documentary evidence submitted and site visits.

The ‘Location’ field on the other hand has no referential link to the
‘City’ field, and can be independently entered.
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The Premium Master Rate applied to the sum insured is
dependent on the ‘Location’ and not the ‘City’.

To consider the possibility of an incorrect selection of the ‘location’
affecting the Master Premium Rate applied by the system, we
match the two databases based on the ‘City’ field in the Primary
Database and ‘Location’ field in the Secondary Database.

Click Matches Only.

i IDEA - Premium_Source Premium - Barthquale
Pl Cdt wiew Data  Andlyste  Semplng  Tooks  Window  Help

g, =2 £ 2| | Bt b5 TR0 000 W1 |+ G LA 82° = B Ecorlil . @y
Fils Explorer . W Premium_Source-Prermiun - Lar. - X |Propertios &
i/t e P ﬂ uj |[]_Poucvmo | weuRED_Newe | citv | LOCATION | DEV_OFFICER_AGENT RIEK_EFFECT FROI | T Dstobase
AP NN An Muenh boenhs £
] oo o= 5l soro -
B Juin Databases IE3) 1500
I | i — | o -
4| 101006 3L6.05 -
JNN |2 loLol Puimasy dotobiass Premium_ Soerce Promim -Eathe | Fiekds | 02.06.05
@ Anabsir Tide Cheres [E7] 101106 ) - [ coat 07.05.05 =
W E alvpuse Freniman Ma BN 101101 | Mumbescfsecorde 13 130605 e
@ Premim_Source-Premis. [E] 11100 Cikeria [Cre | | 2200 —_—
[2 | w170 : Hp 200705 T Rendts
10| 101205 L0705
11 101201 ooy ¢ Eacthvanske Pt M 170805 —
oo ===
[14] 101401 (E05.05 - Cortrieehs
[15] 101403, = 10.09.05 —
[16] 103001 File name; | Join 16.08.05 A .
L2 101404 Malches Al aneoedds in primary il 17.09.05
o] wien| © v 2 i Z5.10.05
1

el O L ]
EE) Feunning Tasks | 4 To-Do List | | ) Search Resuts | &3 Conchrsans.

For Help, press FI \Wineking Folder: C:t{Progeam Fles|{IDEA ¥ 7. 3{Iraurance Research  Number of Recceds: 19 Disk Space: 11,54 GB

g IDEA - Previum_Sour, . T 13.1-Generdl_Insurs...

The Joined database appears as a Child database of the Parent -
Primary database - Premium_Source — Premium — Earthquake.
IMD
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@k IDEA - Jain

Fle Gt view Dats  Andlysis  Semplng  Tooks  Window  Help
[BeEdede (BB E a5 W BOm il S@EE WMEE SHEE L@,

P Explornr | prennan,_sowce-Fremim - Carthasske ) Join - ® |Properties L
;;ﬁ@mﬂo} POLICY NO | INGURED NAME | CITY | LOCATION | DEV OFFICER AGENT | RIS EFFECT Fror T Dsisbese
1| 102001 140500007 Bhatt Buj P 9 1504.08 / Deta
2 | 103001140500444 Shah ol Pune 3 18.08.05
(3] 101701140500500 Pigae Latw  Solaour &3 200705 W ety
SEEEI (| 101701 140500756 Joshi Latw  Pune 4 15.10.05 B Fied stacs
A Hame (5| 0100140500001 Arvind Murba Mumba 1 ULU4GS & Control Tetsl
@ Anabsir Tide Cheres [6 | 101004140500023 Towan Murba Mumba 1 270405 iy
@ Eailiguais Fienman Mt 7| W0100614050UZ70 oy Mutba  Mumba 1 3LUGLS & Crteria
= Premin Seuce-Premnm -, | (8| 101101 10500085 Rob Nogpur Mo 7 N20606
P 5| 101106140500078 Thomr Magper Mg 7 O7.06.05  Remsds
[10] 101101 140500125 Carcdr: Mogur Mo 7 120608
[11] 100101140500275 Susan Nagour  Nagour 7 18.07.05 T
[12] 101205140500700 Byron Thare  Thare 11 3L07.05 —_—
[13] 101201140500007 Achiit Thare  Thare 11 17.00.05 -
[14] 101205140500015 Aok Thane  Thane 11 19.08.05
[15] 101201 140500099 Surnant Thane  Thane 11 Z5.08.05 « Comments
W AN
comement

< > < ¥

EE) Feunning Tasks | 4 To-Do List | | ) Search Resuts | &3 Conchrsans.

For Help, press FI \Wineking Folder: C:{Progeam Fles|\IDEA ¥ 7. 3{Iraurance Research  Number of Recceds: 15 Disk Space: 11,54 GB

+4 start "B cARTS Bock gk IDEA - Join T 12.1-Genersl Inaurs. ..

APPEND COMPUTED FIELDS/ CALCULATED
FIELDS/DERIVED FIELDS - VIRTUAL NUMERIC FIELDS

Go to Field Manipulation in Data in the Menu Tool-Bar.
This invokes the Field Manipulation dialog box.
Append a field with the following specifics:
Name:Write ‘Audit Premium’

Type: Select ‘Virtual Numeric’ from the drop down list of Field
Types.
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B

File Edt View Data Analysis Samping  Tools  Window  Help

- [=][x]

P= 2 e = = G 2d = == Bo am =
RB=g3=3: [ & %30 [ O wE]| 2@ FE @EE° S 88 ieai7 &
i Explorer B @ premium_source-premum - Exthquake” @ Join « % Properties L
U@ el | POLICY NO | INSURED_MAME | CITY | LOCATION | DEV_OFFICER_AGENT | RISK_EFFECT_FROI| [T Darabsse
1| 103001140500007 Bnatt Bhg  Pune 5150405 o ot
2 | 103001140500444 Sheh Bhy  Pune 5180805 I
pstory
; Field Statistics
‘Ngz e Contral Tatal
@ EZ:I:':‘;QE;E:‘ Figld Marne: Type Len | Dec Parameter Tag Marne: Description # 3 Criteria
= @ Fremium_Souced| 12 |GROSS_PREMILM humneric 8 1 <No tag» Tl -
@ Join 13 | DISCOUNTS Humneric G <Na tag> Fresults
14 |NET_PREMIUM Horneric R <MNo tag>
ndices
15 |DELETED Character 1 <Motag> |Deleted flag |
16 [LOCATIONT Character 3 <No tag> Ho nclex
17 [RaTE Humerc 5 o Mo tag> ——
15 [AUDIT PREMIUM Virta] AUrenc 0 <Mo tag>» [ cancel | Jomments o
- Add
< 1 2 comment
amm B >

25 Running Tasks | | ] To-Do List | | &} Search Results | &3 Conclusions
For Help, press F1 ‘Working Folder: C:\Program Files\IDEA ¥ 7, 3hInsurance Research  Number of Records: 15 Disk Space: 11.54 GB

o P .
4 start | &8 caATS Book W T0EA - Toin

Click the Parameter cell.

USE THE EQUATION EDITOR

This opens the Equation Editor.

Logical criteria in IDEA are written through the Equation Editor.

In this specific audit test, apply the master premium rate to the
sum insured.

The result is to be deducted from the premium recovered to
identify errors in premium recovery.

The logical criteria / equation can be entered in two ways.

The first one is used if we don’t know the exact field name, but
are aware of the starting letter of the field.

Type the starting letter of the field to be entered and then select
the field from the List of fields displayed on the screen that begin
with that letter.
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Type ‘s’. IDEA displays ‘sum_insured’. Press enter.
The second way is to click ‘Insert database field'.
This option gives a list of all the fields in the database.
Scroll to the field of choice, and click the field.

In this way enter the equation (sum_insured*rate)/100-
Gross_Premium.

Constants like numbers and operators (Numbers - 10, 15, etc.
Operators - *, +, -, /) can be entered by clicking on the Equation
Editor calculator or using the keyboard.

After entering the equation in the equation box, click the Validate
Equation button.

This is done to check the syntax, logic and structure of the
equation.

Pl [t Wew Dsta  Anslyss  Samplng  Took  Window  Help

[0 Em e [ B8 B 03 3 (3R 0| O oo e B ) W ) BC S BRESEET B @,

i Expirnr 2 W Fremin_Sarce-Fremim - Larthausks (8 Join w % | Progesties *
,@ F] ﬂ 'hj POLICY_NO__ | INSURED_NEME | CITY | LOCATION | [DEV_DFFICER_AGENT | RISk _EFFECT_FRGI| | T Database
[1_| ICB00114US00007 Bhatt Bfn)  Pure 15.04.00

10B001140500444 Shah
170 5 :

Bl Pune

CEA Fies

e Field Manipulation Fiekd Stathties
| @ el Tk Che Control Tetal
@ Earthauske Frami | Fiakd Mama Typa Len | Dec Baramatar Tag Name Desrnption & e
< @ Frenmm_Soucef] 12 |GROSS PREMILM ol T
@lon 13 [IECOUNTS, B |0 <N Lag> [owe | ot
14 [NET_PREMILM 8|1 <N tag>
15 [oEETED ] <No tag> | Delated flag o ndice
16 [LOCATIONL Charscter Bl <M tag Mo index
17 |[RETE B |0 <o Lags (e |
E g i ==
sl
Wi Equation Editor E Help camment
= = - =
veaROR »RRL OHOOE A0
Enpaadion ] —»
(aam_rrazuct rate: ) 100 grerss,_prosrian ® Cronacter @Functions
e AFunct
& Dale/ Tie s oee
B Maiching avadable for pesforming
# Coritional moee compley operations.
& Financia such a5 date arthmat,
o statstcd calodabons
and text searches, I0CA
furchions begin with the
& ' symio. Ty e
very siidar in shybe and
Test Equation : uperstion L Tt
Fiecoed Number; 1% [Evauste] Toured in other soltware
I . 1 packages such &
18 Sl L J Macrersalt Fered, Lobus | |
23, and dRATE. Fach
Gt Y L)1) Meincontiotats
For Holp, pross F ‘e —( — e resul based upon the

.4 start o CaaTS ook, gk IDEA - Join T 13 1General_insurs, ..

The equation is checked by IDEA.
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The equation is valid. Click OK in Valid Equation box.

fﬂﬂd\mmmmlw&mlw

(e =2 3= (4 & ﬂﬂ‘ﬂ B0 HOmEeFNE 4O FSHEESTEO,

8 Frenium_Sowce-Fressin - Earthaushe G Juin |

Rlsk_EFFECT_FROI || Detabmse

vxm L
¥ Database
.{m
W Hsory

Fiedd Stabistics.
Control Total
| Analpas: Twde (Der) =
::mnm Fikd Narny Typa Lon | Dec Pararmestor Tag N Dwaiption & [ or, | | citeia
= @ P Souace 12 [GR0S5_PROMILM humeri ERlE Zho tage
Wion 13 [DISCOLNTS Mumeric e o <N tag> sz
14 [NET_FREHIN Mhmerkc ERE Mo tag>
e
15 |[CELETED IGu.._lu 1 <o tags  |Dodetedd Rag
o Cre )
0 Ceer )

@ Mussen:
1 Dane / Time
[ Malchrg
i Condtiond
@ Fearcaal

[l

el Equstion

Recond Huaries 1[2 [Cvaluste]

25 Rurving Tasks |
For Help, press FI

@Functions

AFunclivns are
avalsble for perfoming

huretiors. ‘Jnl»&lll.l!u
B sy, Thery are

L

rds: 15 Dtk Space: 11,54 GR

Click on the Validate and Exit button to process the equation on
the open Database.

Click OK in the Field Manipulation dialog box.

The resultant computed virtual numeric field appears in a PINK

FONT
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Pl Cdt wiew Data  Andlyste  Semplng  Tooks  Window  Help
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EXTRACT DATA WITH A SPECIFIED CRITERIA

Now perform a data extraction so as to identify all the differences
in the premium charged vis-a-vis audit premium from the
computed field.

Click Data — Extractions — Direct Extraction
This invokes the Extract to File (s) dialog box

Enter the File Name as ‘Premium Difference’ and click on the
calculator button.

This opens the Equation Editor.

Enter the equation ‘audit_premium<>0’ in the Equation Box as
below to identify differences in premium collected..

This equation will identify separately differences in premium
charged vis-a-vis the computed field.
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The extraction gives 11 cases of short premium charged, as seen
from the field “Audit_Premium”.
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Click the Set Control total button.
Set the Control Total for the computed field Audit_Premium
The Control Total appears as Rs. 362750.

This is indicative of the Net Premium Under-Recovered during the
period of review.

CAUSE FOR THE UNDER-RECOVERY
A closer review reveals the following:

In Policy Number 103001140500007 and 103001140500444 the
city being BHUJ, location was wrongly selected as PUNE while
preparing the policy. Hence the system picked the premium rate
for PUNE, which is 2.5, whereas 4 should have been applied for
BHUJ.

In Policy Number 101701140500500 and 101701140500356 the
city being LATUR, location was wrongly entered as SHOLAPUR
and PUNE respectively. Hence incorrect rates were applied by the
system based on incorrect location selected by the development
officer.

LEARNING

The development officer while selecting the Location field in the
policy generation process has inadvertently selected the wrong
location from the index in the insurance application software.

As premium applied is based on the location field, and the
location does not match with the city in certain cases, incorrect
(short) premium has been applied.

As a system suggestion the Location field should not be a stand-
alone field. The field should be linked to the city field in the
application system.
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2.0 RE-VERIFICATION OF PREMIUM COLLECTED FOR
INSURANCE AGAINST MOTOR CLASS OF RISKS

OBJECTIVE

To verify whether the correct value of Premium on Motor Class of
risks has been recovered from the insured as per the Premium
Masters and the correct City Code represented by the Vehicle
Registration Number.

EXERCISE DESCRIPTION

In this exercise we will join the Premium Transaction and
Premium Master File based on the Zones respectively.

Append a computed field - virtual numeric field to re-calculate
premium on sum insured by applying the master rate for the Zone
to the Sum Insured.

Arrive at possible differences between premiums recovered and
computed premium

Understand the reasons for differences if any in premium
recovered.

IDEA FUNCTIONALITY COVERED

This exercise will show us how to:

e Use @ Functions

e Join two files.

e Append computed fields — virtual character fields.

e Use the Equation Editor.

e Extract data with a specified criterion.
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Data Import

Import the files Premium_Source — Premium — Motor. xIs and
Motor Premium Master. Dbf into IDEA as per the steps
demonstrated in the session on IMPORT OF DATA FILES.

USE @ FUNCTIONS

The location in the Policy Creation stage is ordinarily guided by the
first 5 digits or characters or location codes of the Vehicle
registration number.

This represents the city of registration and use, with the
assumption that the vehicle is insured in the same city in which it
has been registered and used.

Since the master file also contains the location code, the location
code should be captured as a separate field in the premium file for
further comparison.

The location code should be captured as a separate field from the
Vehicle Registration field by writing an @ function - @ left in the
Equation Editor.

The @ Left function isolates the left most occurrences of a fixed
number of digits; in our case the first 5 digits of the Vehicle
Registration number.

Go to Field Manipulation in Data in the Menu Tool-Bar.
Append a field with the following specifics:
Name: Write ‘Location Code’

Type: Select ‘Virtual Character’ from the drop down list of Field
Types.

Length: 5
Click the Parameter cell.

Enter the equation ‘@left(Veh_Reg_No, 5) in the Equation Box of
the Equation Editor.
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The virtual character field ‘Location Code’ appears in PINK FONT.

Notice the contents of this field. It represents the location code
from the vehicle registration number.
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JOIN TWO FILES

Designate Premium_Source — Premium — Motor. IMD as the
Primary Database and Motor Premium Masters. IMD as the
Secondary Database.

Join the two databases on the basis of ‘Location Code’ from the
Primary Database and ‘Code’ from the Secondary Database.
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Tip — For a file join the matching fields do not need to have the
same field name. Only the field type should be the same for the
match to be effective.

USE THE EQUATION EDITOR

Append a field through Field Manipulation with the following
specifics:

Field Name: Audit Premium
Type:Virtual Numeric
Enter an equation in the Equation Box of the Equation Editor as
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(sum_insured*rate)/100-gross_premium

The resultant computed virtual numeric field appears in the screen
shot below

EXTRACT DATA WITH A SPECIFIED CRITERIA

Now extract data through Data Direct Extraction with the help of
the equation

audit_premium<>0

The Extraction gives 4 cases where motor premium has been
under —recovered. The Control total of such cases is 17013.
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CAUSE FOR THE UNDER-RECOVERY
A closer review reveals the following:

In Policy No 101101160500085 and 101403160500784 the
vehicle has been registered and is being used in Pune, but the
officer has wrongly selected the Location as Nagpur and Goa
respectively. Hence 2% and 1.75% have been applied by the
system for Nagpur and Goa respectively in place of 2.5% for
Pune.

CONCLUSION
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The development officer while selecting the Location field in the
policy generation process has inadvertently selected the wrong
location from the index in the insurance application software.

As premium is applied based on the location field, and the
location does not match with the Location code in certain cases, it
means that incorrect (short) premium has been applied.

As a system suggestion, the Location field should not be a stand-
alone field. The field should be linked to the Location Code in the
application system.

3.0 RE-VERIFICATION OF DISCRETIONARY DISCOUNT
ALLOWED ON PREMIUMS IN THE NON-TARIFF FREE
MARKET INSURANCE SEGMENT

OBJECTIVE

To verify whether the discretionary discounts have been correctly
allowed as per the Discount Masters

EXERCISE DESCRIPTION

In this exercise we will join the Premium Transaction and Discount
Master File based on the Development Officer Code.

Append a computed field, -virtual numeric field to re-calculate
discount on gross premium by applying the master rate for the
Development Officer to the Gross Premium.

Arrive at the difference between discount allowed and computed
discount

Understand the reasons for difference, if any, in the discount
allowed.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
e Join two files.

o Append computed fields, virtual numeric fields.
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e Use the Equation Editor.

o Extract data with a specified criterion.

Data Import

Import the file Premium Source-Premium Motor Non Tariff. xIs and
Discount Master. dbf into IDEA as per the steps in IMPORT OF
DATA FILES.

EXTRACT DATA WITH A SPECIFIED CRITERION
Perform a Direct Extraction from Data in the Menu Tool-Bar.

Isolate only those premium receipts where discount has been
allowed.

Do the same by writing an equation — discounts<>0

The resultant database will be a sub-database by the name
‘Discount Allowed'.

This sub-database will be used to test the correctness of discount
allowed.

JOIN TWO FILES

Designate Discount Allowed. IMD as the Primary Database and
Discount Masters. IMD as the Secondary Database.

Join the two databases on the basis of ‘Development Officer Code’
available in both the databases.

APPEND COMPUTED FIELDS - VIRTUAL NUMERIC FIELDS

To the joined file, append a field through Field Manipulation with
the following specifics:

Field Name: Audit Discount
Type: Virtual Numeric
Enter an equation in the Equation Box of the Equation Editor as

(gross_premium*discount_r)/100-Discounts
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The computed numeric field appears in PINK FONT.

Extract the differences to a separate file through Data Extraction.
Write an equation

Audit_Discount<>0

The resultant difference in discount computed vis-a-vis discount
allowed is reflected in a separate child file.
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CAUSE FOR THE EXCESS DISCOUNT ALLOWED
A closer review reveals the following:

For Vehicle registration number MH 14 CG 555, Insured Alok, and
Agent code 11, the discount allowed is 8% whereas agent 11 has
the authority to give discount only up to 4% of the Gross Premium.

The Division Office has given a special approval for Policy No.
101205160500015, Insured Alok for a higher discount rate from
the norm, for which the necessary approval documents are
available on record prior to policy release.

CONCLUSION
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The agent while exercising his discretionary right for discount has
gone beyond the limitin two cases.

The system has inbuilt controls to control the discount rate as per
the masters, and any exceptions over the masters have to be
electronically approved by the DO, which was actually done in the
first case.

It appears that the system has been bypassed in the second case
without a preventive message. This matter needs to be taken up
with the in-house IT Team for their comments and action.

4.0 VERIFICATION OF RATING FIELDS FOR SPECIAL
ADDITIONAL IMPOSES / PENALTY IN CASE OF
FREQUENT CLAIM HISTORY ON SENSITIVE POLICIES

OBJECTIVE

To verify whether special additional impose / penalty has been
correctly recovered in the rating fields, as per the instructions of
the Divisional Office for policies experiencing frequent past claims.

EXERCISE DESCRIPTION

In this exercise we will join the Premium Transaction and Rolling
Policy File based on the Old Policy Number.

Identify policies where special additional imposes have not been
charged

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
e Join two files.

e Extract data with a specified criterion.

BACKGROUND

The management audit team at the Divisional Office has identified
the following Policies in the earlier year having excessive claim
history: 101106160400045, 103001160400333,
101004160400478, & 101701160400174.
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This inference has been made from the Incurred Loss Statement
for Motor Claims for 2004.

Due to repetitive claim history the Divisional Office has ordered an
Additional Excess Impose of Rs. 500 to be charged as penalty for
every renewal in the current year.

Based on the policy numbers forwarded by the Divisional Office to
the Branch office, the management audit team at the branch has
used the conversion facility in the insurance application software
to arrive at the corresponding current policy numbers.

This is seen in the file ‘Premium Source 2 — Rolling Policies.IMD’
as imported into IDEA.

JOIN FILES

Designate Premium Source1-Premium-Motor Non Tariff. IMD as
the Primary Database and Premium Source 2- Rolling Policies.
IMD as the Secondary Database.

Join the two databases on the basis of ‘Policy No’ available in both
the databases.

The Policy No is the current file to be matched with the Policy No
2005 in the Rolling file.

EXTRACT DATA WITH A SPECIFIED CRITERIA

The resultant joined file represents policies prior to 2005, which
have experienced repetitive claims and have been subsequently
renewed with clear instructions to levy penal charges.

As a corollary, all the policies finding place in this file should have
a special additional impose / penalty of 500 added in the rating
field.

To test this file perform a direct data extraction through the
equation

Additional_Excess_Impose=0.
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CAUSE FOR THE NON-RECOVERY

A closer review reveals the following:

The development officer while renewing the existing policy in the
system has not referred to the list of policies experiencing
repetitive claim history as informed by the Divisional Office to the
branch.
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CONCLUSION

The procedure of manual comparison of current policies against
past policies is flawed, tedious and subject to error of oversight or
advertent omission.

List of policies experiencing frequent claims in the past should be
mastered within the insurance application system.

Whenever an agent renews an existing policy that comes within
the frequent claim history category, the system should
automatically prompt the agent to levy the impose, without which
the new policy cannot be created in the system.

The discretion to waive the impose should vest with the Divisional
office through electronic validation.

5.0 INPUT FIELD CHECKS ON THE(?) NON-SYSTEM
GENERATED OR MANUAL POLICIES

OBJECTIVE

To verify whether there is any missing, duplicate, fabricated policy
number in the list of non-system or manual insurance policies.

EXERCISE DESCRIPTION

In this exercise we will run tests for duplicate detection on the
Policy Number field.

Specific tests for number format verification will be undertaken on
the Policy Number field to establish conformity with the standard
numbering pattern.

Gap tests will be run to identify missing numbers.
IDEA FUNCTIONALITY COVERED

This exercise will show us how to:

e Identify Duplicates

e Perform Number format Tests
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Display Function
Identify Gaps
Extract data with a specified criterion.

Use @ Functions

Data Import

Import the file Non system policies. prn into IDEA as per the steps

in IMPORT OF DATA FILES.

IDENTIFY DUPLICATES

Select Duplicate Key Detection from Data on the Menu tool bar.

This opens the Duplicate Key Detection dialog box.

Click Key. This opens the Define Key dialog box. Let the Field be

defined as POLICY_NO.

Click OK. Check Output Duplicate Records in the Duplicate Key

Detection dialog box. Click OK.
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The test gives us two instances of policies having the same
number MOTORO04014.

These cases need to be taken up for further investigation with the
development officer and / or agent.

The Insured would need to be contacted in secret to establish his
or her identity / validity.
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PERFORM NUMBER FORMAT TESTS

Each manual non-system generated policy is in a standard format
of 10 digits and has an alpha numeric field type.

The purpose of this test is to identify policies that do not match
the standard number format.

In the first stage we write an @ Function to give us the actual
length of each policy.

Append a field through Field Manipulation with the following
specifics:

Field Name: Policy Length
Type:Virtual Numeric

Write an equation @len(@trim(policy_no)) in the Equation Editor.
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Tip — If @ Len is to be used on a character field as in the case
above then always use the function in conjunction with @trim so
as to trim the field of spaces before calculating the length. Blank
spaces are also interpreted as digits for the purpose of length, and
hence the need to trim the field prior to applying the length
function.

Now perform a direct data extraction on the computed virtual
numeric field.

Write a logical expression
Policy_Length<>10

This expression will extract all records where the policy number
does not match the standard numbering convention of 10 digits.
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The extraction gives two cases where the numbering convention
has not been met.

In the case of G & Co and Perl the policies do not follow the
standard convention of 10 digits and actually show 12 digits.

These cases need to be taken up for further investigation with the
development officer and / or agent.

The insured would need to be contacted in secret to establish his
or her identity / validity.
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IDENTIFY GAPS

Let us now identify missing policies.

Tip — The Gap test has to be run on the file containing only those
policies that meet the 10 digit numbering convention so that only
real gaps are identified, and not gaps on account of differences
between the 10 digit and 12 digit policies.

Extract a file containing only the 10 digit policy numbers.

Scroll to the virtual field ‘Policy_Length’ as created in the last
exercise.

Locate the first record containing 10.

Place your cursor over the cell, right click, and scroll to the option
“Display all records containing “10”.

Click OK.
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Proceed to run a gap test on this view to locate the missing policy
numbers.

As the Policy No is an alpha-numeric field type, navigate to
Character Gap Detection under Data in the menu tool bar.

The MASK is automatically generated by IDEA in the Character
Gap Detection dialog box.
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Click OK.

After running the gap test, the result appears as a TAB along with
Database, History and Field Statistics.

The test reveals three gaps / missing policy numbers from the list
of manual policies.

The cases need to be further investigated as to whether the
policies were really not created or created but not entered into the
system by the agent.
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6.0 IDENTIFYING POLICIES CANCELED SOON AFTER
INCEPTION ALONG WITH JUSTIFICATION BY
ENDORSEMENTS

OBJECTIVE

To verify whether any policies were canceled soon after risk
inception, and if so, whether they are supported by endorsement
notes.

EXERCISE DESCRIPTION

In this exercise we will write an @ Function to arrive at the time
lag between policy cancellation and policy issue.

Extract policies canceled shortly after issue for close scrutiny.

Extract policies canceled, not backed by endorsement notes.
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IDEA FUNCTIONALITY COVERED

This exercise will show us how to:

e Append a Field

e Extract data with a specified criterion.

e Use @ Functions

Data Import

Import the file Premium Source for Canceled Policies into IDEA as
per the steps in IMPORT OF DATA FILES.

BACKGROUND

The insurance company management audit guidelines have a
norm that policies canceled within 7 days of risk commencement
should be identified and taken up for close scrutiny along with the
endorsement records and documentary proof.

APPEND A FIELD

Append a field through Field Manipulation with the following
specifics:

Field Name:— Time Lag
Type: Virtual Numeric
Write an @ Function in the Equation Editor.

@age gives the difference between two dates. In this specific test
we arrive at the difference between the Risk Effect from Date and
the Endorsement Date (Canceled Date)
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EXTRACT DATA

Based on the virtual numeric field, Time Lag isolates all the
policies canceled within 7 days of risk commencement.

Perform a data extraction using the equation
Time Lag <7

The extraction gives 9 cases of policies canceled within 7 days of
risk commencement.
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As per the Management Audit guidelines, all policies canceled
within 7 days of risk commencement, should be supported by an
Endorsement note reference.

Perform a data extraction using the equation

Endorsement_No=

The extraction gives 4 cancellations without Endorsement
references.
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CONCLUSION

It seems that the insurance application system does not
compulsorily insist on electronic validation of canceled policies
through endorsement note references. This is a major shortcoming
of the software.

The development officer should not be able to proceed with policy
cancellation unless the event is authorized by an endorsement
reference with valid reasons.

Moreover. policy cancellation should not be the prerogative of just
one officer. At least, two officers should handle this sensitive high
exposure area.

All canceled policies should get reflected in the exception
statement, which should be duly checked and authorized by the
Branch Manager on a daily basis, filed and kept on record.
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7.0 INPUT FIELD CHECKS ON COVER NOTES (TEMPORARY
POLICIES) FOR MOTOR INSURANCE AND CONVERSION
TO BONA FIDE POLICIES THROUGH RECEIPTS

OBJECTIVE

To verify if there is any missing, duplicate, fabricated cover note
and whether receipts support all cover notes.

EXERCISE DESCRIPTION

In this exercise we will run tests for duplicate detection on the
Cover Note field.

Specific tests for number format verification will be undertaken on
the Cover Note field to establish conformity with the standard
numbering pattern.

Gap tests will be run to identify missing cover note numbers.
Tests to identify cover notes not supported by receipts
IDEA FUNCTIONALITY COVERED

This exercise will show us how to:

¢ Identify Duplicates

e Perform Number format Tests

e Display Function

e Identify Gaps

e Extract data with a specified criterion.

e Use @ Functions

Data Import

Import the file Premium Source 4 — Cover Note. xIs into IDEA as
per the steps demonstrated in the session on IMPORT OF DATA
FILES.
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IDENTIFY DUPLICATES
Select Duplicate Key Detection from Data on the Menu tool bar.
This opens the Duplicate Key Detection dialog box.

Click Key. This opens the Define Key dialog box. Let the Field be
defined as COVER_NOTE.

Click OK. Check Output Duplicate Records in the Duplicate Key
Detection dialog box. Click OK.
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The test gives us two instances of cover notes having the same
number MOTOR04014.

These cases need to be taken up for further investigation with the
development officer and / or agent.

The Insured would need to be contacted in secret to establish his
or her identity / validity.
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PERFORM NUMBER FORMAT TESTS

Each cover note is in a standard format of 10 digits and has an
alpha numeric field type.

The purpose of this test is to identify cover notes which do not
match the standard number format.

In the first stage we write an @ Function to give us the actual
length of each cover note.

Append a field through Field Manipulation with the following
specifics:

Field Name: Cover Note Length
Type:Virtual Numeric

Write an equation @len(@trim(cover_note)) in the Equation
Editor.
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Tip — If @ Len is to be used on a character field as in the case
above then we always use the function in conjunction with @trim
so as to trim the field of spaces before calculating the length.
Blank spaces are also interpreted as digits for the purpose of
length, and hence the need to trim the field prior to applying the
length function.

Now perform a direct data extraction on the computed virtual
numeric field.

Write a logical expression
Cover_Note<>10

This expression will extract all records where the cover note does
not match the standard numbering convention of 10 digits.

The extraction gives two cases where the numbering convention
has not been met.

In the case of G & Co and Perl the cover notes do not follow the
standard convention of 10 digits..

These cases need to be taken up for further investigation with the
development officer and / or agent.

The insured would need to be contacted in secret to establish his
or her identity / validity.

IDENTIFY GAPS

Let us now identify missing cover notes.

Tip — The Gap test has to be run on the file containing only those
cover notes that meet the 10 digit numbering convention so that
only real gaps are identified, and not gaps on account of
differences between the 10 digit and 12 digit cover notes. .

Extract a file containing only the 10 digit Cover Notes.

Scroll to the virtual field ‘Cover_Note_length’ as created in the last
exercise.
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Locate the first record containing 10.

Place the cursor over the cell, right click, and scroll to the option
“Display all records containing “10”.

Click OK.

The view generated contains all the cover notes having 10 digits
only.

Proceed to run a gap test on this view to locate missing cover note
numbers.

As the Cover Note is an alpha-numeric field type, navigate to
Character Gap Detection under Data in the menu tool bar.

The MASK is automatically generated by IDEA in the Character
Gap Detection dialog box.

Click OK.

After running the gap test, the result appears as a TAB along with
Database, History and Field Statistics.

The test reveals three gaps / missing cover note numbers.

The cases need to be further investigated to confirm if the cover
notes were really created or created but not entered into the
system by the agent.
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EXTRACT DATA WITH A SPECIFIED CRITERION

Every cover note should be supported by a receipt generated by
the system.

Proceed to identify cover notes not supported by receipts.
Perform a data extraction using the equation

Receipt_No=

The extraction reveals 5 cover notes not backed by receipt
numbers.

G IDEA - Premium_Sourced Cover Mote

Fle [t Wew Dsta  Anslyss  Samplng  Tooks  Window  Help

By B 2| [ b b A A = = = =2¢ = @@ 8«a .| B T
o P N R F 000 | ea el WD B 5 BEECE TR @,
ke Faploer 2 @ Premium_sourced-Cover Note % | [Propestics 2
{ ,:3’ P-' ﬂ bj' RECEIPT_NO | RECEIPT_DATE | CESCRIPTION | SUM_INSURED GROSS_PREMILM | DisCOounT:| | ™ Datebase
] ] O DaEmanes 45000 L1550 O oms
Bl 0 O DiEmages 100000 2,000.0 0.
e 3 | o i Damages G500 1,300.0 0. & Hetory
] ] Thed Party 1785000 440 BT00| @ Feld Stk
& Hame: 5 ] O Damagas 5000 1,487.5 u.
— : . Coritrod Tetal
@ sy T e Chemits e
@ Erthauake Pramium Matters - ;gﬁ["‘h o
0 Moo Prstraum Macte -y -
@ Promium_Scorcel Promim - Mok
+ W Prermium_SourcaZNoeripiten o - Resuks
@ Promium_Seurce3 Canceind Poic EEEE
= @ Prermium Souced-Cover Note
- Indies
W Dupbostel e
v @ Premim_Scurce Premim - Eath o Mondex
i COMLR_NOTES,
- Commerts
@ add
comment
< 3 |« »
£5 Running Tasks | 4 To-DaList | &) Seaech Results | (3 Conclsions
For Help, peess F1 CtiPrageam Flies)IDEA V 7. Mumber of Recoeds: 5/19  Disk Space: 11,55 GR

74 start

[ caars ook, gl 10EA - Premiun_Scur... | 3 13.1-Gensral insurs...

CONCLUSION

It seems that the insurance application system does not
compulsorily insist on electronic validation of cover notes while
converting them into bona fide policies through the receipt and
cover note conversion process. This is a major shortcoming of the
software.
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The development officer and / or agent should not be able to
proceed with policy booking unless the cover note is coupled with
the receipt.

13.1.7 CLAIM CASE STUDIES

1.0 IDENTIFICATION OF DUPLICATE MOTOR CLAIMS IN
PARTIAL LOSS POLICIES

OBJECTIVE
To identify duplicate motor claims in partial loss policies.
EXERCISE DESCRIPTION

In this exercise we will run tests for duplicate detection on the
policy number and vehicle registration number field.

Prior to running the duplicate detection, we will isolate partial loss
claims from the file of total and partial loss claims.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
¢ |dentify Duplicates

e Extract data with a specified criterion.

Data Import

Import the file for Claims Accepted_ into IDEA as per the steps in
IMPORT OF DATA FILES.

EXTRACT DATA WITH A SPECIFIED CRITERION

A close examination of the file imported will reveal that the claim
file is an assortment of total and partial loss claims.

The first step in this test is to isolate the partial loss claims, and
convey these claims into a separate file.

Run a direct data extraction on the file imported through the
equation
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Nol = “Partial Loss”
IDENTIFY DUPLICATES

Now proceed with running a duplicate key detection test on the file
Partial Loss. IMD generated through the data extraction.

The objective of the test is to identify claims having the same
policy number and vehicle registration number.

So select POLICY_NO and VEH_REGISTRATION_NO as the Key
fields in the Define Key dialog box.

IDEA will run the duplicate check on these specific fields only.
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The test gives 3 Policies i.e. Policy Nos 11050180000075,
11050180000235 and 11050180000666 that have two claims
made against each policy during the audit period.
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CONCLUSION

Since these claims are towards settlement of partial losses, the list
of duplicates may not reveal inconsistencies or irregularities.

Some policyholders may have genuinely suffered  accidents
repeatedly on the same vehicle as seen above. However, one
cannot deny the need for an inquiry into these duplicates.

The internal audit team should take up these cases for further
scrutiny with the claim file, surveyor reports, and picture evidence.

These cases serve to provide empirical evidence to the audit team
of negligent policyholders or policyholders who continuously run
into bad luck, and validate future premium rate enhancements on
such policies.
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2.0 IDENTIFICATION OF DUPLICATE MOTOR CLAIMS DUE
TO IRREGULARITIES AND DISCREPANCIES IN SURVEY

OBJECTIVE

To identify repetitive motor claims due to irregularities and / or
discrepancies in the surveyor’s report.

EXERCISE DESCRIPTION

In this exercise we will run tests for duplicate detection on the
policy number and accident date field.

Prior to running the duplicate detection, we will isolate partial loss
claims from the file of total and partial loss claims.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
¢ Identify Duplicates

o Extract data with a specified criterion.

Use the child file for Partial Losses generated in the earlier
exercise.

IDENTIFY DUPLICATES
Run a duplicate key detection test on the file Partial Losses

The objective of the test is to identify claims having the same
policy number and accident date.

The reason for selecting the ACCIDENT_DATE as a critical key
field is to give weightage to oversight, and / or deliberate
manipulation in the survey results by the surveyor. It is not far
fetched to visualize a situation in which the surveyor in connivance
with the insured tries to fabricate an accident along with the
required documents. To trap such cases we also select
ACCIDENT_DATE as a critical field.
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So select POLICY_NO and ACCIDENT_DATE as the Key fields in
the Define Key dialog box.

IDEA will run the duplicate check on these specific fields only.
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The test gives 1 case i.e. Policy No 11050180000666,. Where
claims have been admitted twice in the same audit period.
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CONCLUSION

The internal audit team should take up this case for further
scrutiny with the claim file, surveyor reports, and picture evidence.

If the internal audit head suspects long standing association
between particular surveyors, insured and even development
officers of the insurance company, then an attempt should be
made to gather vital information on past dealings for such
surveyors, insured and development officer to examine the length
and depth of their involvement.

As a mode of building on a case for systematic well informed fraud
allegation, the internal audit head should interview close
associates of such surveyors, and development officers in strict
confidence to attempt identifying rampant, extravagant changes in
life style patterns, social habits and other references.

3.0 ISOLATION OF POLICIES EXPERIENCING CLAIMS
SHORTLY WITHIN RISK COMMENCEMENT

OBJECTIVE

To identify policies experiencing claims within a short span of risk
commencement — These policies are popularly called Close
Proximity Claims.

EXERCISE DESCRIPTION

In this exercise, we will join the claim transaction file to the policy
transaction file, so as to capture the risk commencement date and
the accident date in a joined file.

We will then append a computed - virtual numeric field containing
an @ Function to arrive at the difference between the risk
commencement date and claim date.

Subsequently, we will extract those cases where claims have
been submitted within 5 days of risk commencement, as per the
difference in dates field computed above.
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IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
e Join Files

e Append a Field

e Write an @ Function

e Extract data as per Logical Criterion

BACKGROUND

As per the internal guidelines, close proximity claims are claims,
which appear within 5 days of risk inception against the relevant
policy.

DATA IMPORT

Import the file for Motor Premiums collected into IDEA as per the
chapter on IMPORT OF DATA FILES.

JOIN FILES

Designate Premium_Source 5 — Motor Premium Close Proximity.
IMD as the Primary Database and Claim Transaction. IMD as the
Secondary Database.

Select the Policy No field from both the Databases as the
matching field.
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CONCLUSION

Close proximity claims should be viewed very carefully by the
internal audit team for its occurrence, nature and frequency. The
auditors should try to establish whether these claims have
genuinely arisen due to the bad luck of the insured or whether
they have resorted to any malpractice with the intent to deceive or
defraud the insurance company. The role of the development
officer and / or surveyor should also be investigated in such cases
through discussions and inquiry. The auditor should apply the
principles of Arms Length dealing and fair practices in such cases.

4.0 IDENTIFICATION OF CLAIMS WITHOUT BONAFIDE
POLICY NUMBERS WITHIN THE SYSTEM - ORPHAN
CLAIMS

OBJECTIVE

To identify claims processed and settled without bona fide policy
numbers within the system.

EXERCISE DESCRIPTION

In this exercise, we will run an extraction to identify claims
processed without matching policy numbers within the system.

The exceptions will be independently validated with the Premium
Non-System Policies file to prove the existence and validity of
claims.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
e Extract data as per Logical Criterion

e Use the Search Function

BACKGROUND

Orphan claims are claims admitted, processed and paid, for which
there are no matching policy numbers within the insurance
application system.
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These cases pertain to claims admitted for policies accepted
before claim booking system implementation viz manual policies.

These claims need to be dealt with separately by the auditors, as
there is no internal control mechanism for cross-reference within
the system.

DATA IMPORT

Import the file for Orphan Claims into IDEA as per the steps used
in IMPORT OF DATA FILES.

EXTRACT DATA AS PER LOGICAL CRITERION
Perform a data extraction through the equation
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The extraction will give us an independent file of 8 claims paid
where the policy number field is blank.
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USE THE SEARCH FUNCTION

To prove the validity of the 8 claims, compare the claim details
with the available list of non-system policies.

A direct join with the Insured Name as the matching field may not
yield the right results as consistency in the name entry may not be
maintained by the development officers and the claim officers.

We now introduce the concept of DATA SEARCH where variants
of names as entered by the claim officer can be located and
reviewed.

Open the file Non system policies. prn. IMD in IDEA
The first claim paid is pertaining to Arjun S.
Now navigate to Search within Data

In the box ‘Look for the following text’ enter *arjun®.

208



Application of CAATs to General Insurance

The logic of using the string *arjun* is to include every possible
variant and juxtaposition of the name and intial. * denotes a wild
card character that can take any form.

The search needs to be made in the field INSURED. Check the
field box for INSURED.

The search should be character case independent, so we do not
check the box MATCH CASE SENSITIVITY

The output should be captured in an independent file, so check
‘Create an extraction database’
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The SEARCH gives us a single policy record with the name Arjun.
This proves the claim validity.

If an attempt had been made to match the claim file and the policy
file on the Insured field, no matches would have resulted, because
the policy file has Arjun and the claim file has Arjun S.
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CONCLUSION

Orphan cases need to be specially audited by the internal audit
team.

Details should be sought from the claims officer and after running
our own search tests as seen above, identifying the corresponding
manual policy numbers.

The policies should be carefully studied and examined by the
auditors to check on the insured, asset, period of coverage, sum
insured and type of policy, to prove the validity of the claim.

5.0 AS PART OF OPERATIONAL STUDIES AND WORK
FLOWS IDENTIFICATION OF IRREGULAR TIME LAGS IN
CLAIM SETTLEMENT

OBJECTIVE

To identify irregular time lags in claim settlement due to process
delays in survey.

EXERCISE DESCRIPTION

In this exercise, we will append computed — virtual numeric fields
to arrive at differences between the accident date, surveyor
intimation date, surveyor report receipt date and cheque paid date.
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The day differences in each of the survey related activities will
then be summarized surveyor-wise.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:

e Append Fields

o Use the Equation Editor

e Apply Quick Field Summarization

DATA IMPORT

Import the file for Surveyor Claim Assessments into IDEA as per
the section IMPORT OF DATA FILES

APPEND FIELDS, USE THE EQUATION EDITOR

Append 4 computed virtual numeric fields with the following
specifics:

Field Name: Gross Time Lag
Type:Virtual Numeric
Parameter: @age (Cheque_Date, Accident_Date)
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Field Name: Pre — Internal Time Lag

Type:Virtual Numeric

Parameter: @age (Intimation_Date, Accident_Date)
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Field Name: Surveyor Lag

Type: Virtual Numeric

Parameter: @age (Report_Receipt_Date, Intimation_Date)
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Field Name: Post — Internal Lag

Type: Virtual Numeric
Parameter - @age (Cheque Date, Report_Receipt_Date)
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APPLY QUICK FIELD SUMMARIZATION

The Claim Source-Surveyor Activity file appears, as can be seen
below, after appending the virtual fields.

Navigate to Quick Field Summarization in the menu tool bar.
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This opens the Quick (Unindexed) Field Summarization dialog
box.

Select the SURVEYOR_CODE as the Summarization Field.

Select the Gross Time Lag, Pre Internal Time Lag, Surveyor Lag
and Post Internal Time Lag as Fields to Summarize.

Click OK

This step will result in a ready summary of the internal stage wise
time lags in the claim settlement process.

This summary will be available Surveyor wise.

215



Data Analysis for Auditors—Practical Case studies

Frebds | sunmasce: MNurmess; Irekds ho hotal

8y |SURVEYOR_CODE raam_ND :
z [CJESTIMATED LOSS_AMT
& Hame :rmw_ (Mo : iRUSS_TIME_LAG @
@ Fusobyse-Trde Cherts hen b IPRF_INTFHANI _TIME_LAR o
4 @ Cleim Sourcel Ouhen Claimg | Thenbs -
Gl Sonrcel Suveyon hgend  Than by —

@ Cloim_Sewren Tranaaction
W Esthauake Frevium Maers | THNEE
I - Therbie v Indes

Pretium, Scercel-Preman - M EEEE—
- Q) Pl Sonrsec Nl LT

Premiem_Scorced Canceled Pol (e —@ Stafiatics In inchade ¥ Commarks
- @ Pieniman_Soaced Coves Hole - — - Co [ Avenange
¥ i@ Promim,_ Parmid (] Uz Quick DO)gan Ov.
+ @ Prerium_SourcePremim - € Create datahasn e
o i o [ M [ Stanndene deston
] st
L= Il om sl occusencs [ Conste pecuid
e — N o —
o 1 1] U
0 i 0 0
0 0 0 u
] 0 0 u
< 3| IS8 )i
5 Reunning Tasks | | To-Da List | Seorch Resus | 4 Conchusions
For Help, perss £l : FinskIDEA ¥ 7,34 ch Humber of Reecneds: 301 Disk Space: 11,54 68

Fle Ld: Wew Dats  Anshess  Semplog  Tock  Windw  Help

[(Fo@8eds 2B M ias @ @ HOwE-T@e@l L6 SEieitl e,

| Fxploenr [ G soweez o ] | E 3
e P e SURVEYOR_CODE | 0 OF ECS | G55 TIME LAG AVERAGE | FRE INTERANL TME LAG AVERAGE | SURvE: | LT Datebese
= u o [1]

=] S 1 1 23 5 of Data
52 2 141 10 W Hatory
53 2 13 20 e st
=3 1 ) = i Control Total
5 1 1% 5
# -  Clam_Sonacel Orpihan Classss: 5 & 2 o 12 @ Criterls
= I Claim_Searca2Sutvepcr Ageing
P Surmanzaion ¥ Resde
0 Claim_Source Transaction
W E arthguake Frevmm Masbers 1| Indices
P Mokor Premium Maste [ —
Fierium_Souce]-Pramn - Mot of N e
¥ i Promim,_Seures? Non spstem p

Preeium_Seurce 3 anceled Polc Il = Comments.

#) @ Premim,_Scorced Coves Hole.
+ - Premmim,_ScurceS-Motor Premit, L
v Firmmm_Sewscn Premn - Ealh

mE 2020 @« >
EE; Running Tasks | ] To-Da Lt | ) Senech Resubs | & Conchusons
For Help, press F1 el = C Fles|IDEA ¥ 7. 341 ch  Humber of Reenrds: 7 Dk Spaces 11,54 G

216



Application of CAATs to General Insurance

The screen shows that Surveyor ‘S2’ has the highest absolute
Surveyor Lag Average of 120 days for only 2 surveys.

CONCLUSION

Monitoring the Surveyor Lag can help in streamlining and
disciplining the Surveyor's attempt to achieve efficient survey
turnaround and throughput.

LEARNING

The same exercise can be carried out on the Pre-Internal and
Post-internal Lag to isolate cases where claim officers have not
issued intimation letters to surveyors and not acted upon survey
reports within 7 days per claim case.

The @age function can help to identify delays, bottlenecks in
specific functions, handled by specific individuals.

This can help in removing bottlenecks and improving claim
throughput.

6.0 RE -VERIFICATION OF AGENCY COMMISSION ON
BUSINESS SOLICITED

OBJECTIVE

To re-verify commission paid to agents on policy business
solicited.

EXERCISE DESCRIPTION

In this exercise, we will run a data search on the agency
commission transaction file to identify business solicited (from)
Corporate Clients.

Then we will perform a data extraction to identify incorrect
‘Individual’ category Codes placed for corporate business.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:

e Use the Search Function

e Extract data as per Logical Criterion

e Join Files
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BACKGROUND

Agency commission varies based on the category of the insured,
viz., corporate or individual.

DATA IMPORT

Import the file for Agent Commissions, along with the Commission
Masters into IDEA as per the steps in IMPORT OF DATA FILES.

USE THE SEARCH FUNCTION

The file Premium Source-Agency Commission. IMD has a field
CATEGORY. This field could either reflect Individual or Corporate,
based on the status of the client.

The first test is to identify incorrect CATEGORY. That is, Individual
category given to corporate clients.

Locate all transactions where business has been solicited from
Corporate Clients.

Do the same by writing a search command in the ‘Look for the
following text box’ in the Search dialog box.

The search command is * Co
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The resultant file is a file containing business solicited from
corporate clients, as is evident from the ‘& Co’ notation in the
Insured Name field.
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EXTRACT DATA AS PER LOGICAL CRITERIA
Extract data to a separate file through an equation
Category = ‘Individual’

This is to identify incorrect Individual category given to Corporate
Clients.

220



Application of CAATs to General Insurance

. IDEA - Premium_Sources-Agency Commission

S P Lak ew Dta Anshess  Sempleg  Took  Window el

=8 E= 3 o LRI 00 | T ) ooofHE + 3 G 7K

| Fxploenr 0 @ Premium_Sourcet-Agency Lom...

LT P 6]
L A
- 8
N Kl Slailrg recod 8| |
5 o it [
@ Anshysin Tide Cherts | g: F
% @ Clam_Sionrcal Orgian Class | |7 ] G
) IClsin SourceSuvepsr Ageing | (B8] A
1 Clam_Sonace-Tianssclon 14 ritera
@ Commizsion Haster bl
B Earlhuuake Frevman Masms | (11] Lig
@ Metor Premim Masies [ ﬁ
B Preman,_Sourcel-Prenan- et (121 o
% @ Premium,_Seorce? Non aystemp | |[22 il
@ Premium,_Source HCanceled Polg B
4 @ Premium,_Seerced Cove Mol s &
o @ Prettn_SourceSMotor Pessss | N
= @ Pronimen_Seurceb dgeny Comn i to
W Cormerse CategeyPramam, - -
- Dot B O R @R EHOO 2 AD
Equaion A =
= “Trcdrical” = Chaiscter @runctions
@ Mumen:
i Diste / Tire: @Functions ae
B Matching arvalalibe for perfeitinng
& Condi e roemgier operatiorn
& Frarnaal
. IDEA
=l
Test Equaton
- - s
Secech Results |
| NATARASE
& running Tasks | |9 Te-Da Lex | T 504

One case is shown where an Individual appears in the
CATEGORY for corporate clients.
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In this particular case, represented by Policy No MOTOR04012,
3% commission (Individual) has been paid to the agent in place of
5% (Corporate). (Source Commission Master. IMD)

The Net Premium collected against this policy is Rs.1625.(Source
Commission. IMD)

Hence commission has been short paid by 2% i.e. by Rs. 32.50
JOIN FILES

Designate Premium_Source — Agency Commission. IMD as the
Primary Database and Corporate Business-Premium Source. IMD
as the Secondary Database.

Select the Policy_No field from both the Databases as the
matching field.

Check the option Records with no secondary match to identify and
isolate all business solicited other than corporate from the
combined file of corporate and individual.

The resultant file should contain only INDIVIDUAL category
transactions.
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EXTRACT DATA AS PER LOGICAL CRITERIA
Extract data to a separate file through an equation
Category = ‘Corporate’

This is to identify incorrect Corporate category given to individual
clients.

The extraction gives 2 resultant exceptions to the logical
expression.
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In the specific cases represented by Policy No MOTOR04021 and
MOTORO0402222, 5% commission (Corporate) has been paid to
the agent in place of 3% (Individual).

The Net Premium collected against Policy No MOTORO04021 is
30000 and hence commission has been excess paid by Rs. 600.
(Source Commission. IMD)

CONCLUSION
The Category field determines the agency commission.

The Category field can be altered to reflect a category not in line
with the insured status as can be seen above.

Hence the tests for agency commission have to be run on the
Insured field to gather the true status of the insured.
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7.0 IDENTIFICATION OF MOTOR INSURANCE BUSINESS
CLAIMS SETTLED ON POLICIES PERTAINING TO
STOLEN VEHICLES

OBJECTIVE

To identify if claims have been settled on policies, insuring stolen
vehicles as per the National Crime Records Bureau (NCRB) alert
file of stolen vehicles

EXERCISE DESCRIPTION

In this exercise, we will join the claim transaction file with the
NCRB list of stolen vehicles on the basis of the vehicle engine
number.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:

e Join Files

DATA IMPORT

Import the file for Stolen Vehicles into IDEA as per the steps
demonstrated in the session on IMPORT OF DATA FILES.

JOIN FILES

The file for Claims Admiited (Primary File) is joined to the file of
Stolen Vehicles as per the National Crime Bureau Database
(Secondary File) through File > Join Databases. When a vehicle is
stolen the vehicle registration number undergoes a change but the
Engine_no does not change, hence the matching key is
Engine_No. The process is seen below.

After joining the two files we get a list of 12 policies, pertaining to
12 stolen vehicles against which claims have been admitted,
processed and settled. Details about these can be seen below.
The value of such claims (Paid Loss Amount) from the control
totals amounts to Rs. 87,29,812.50
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CONCLUSION

The development officer and agents should be provided with the
current and dynamic list of stolen vehicles every fortnight from the
NCRB.

Preventive checks should be run by way of Vehicle Engine No. to
ensure that no stolen vehicles are being insured by the branch.

13.1.8 BUSINESS ANALYSIS CASE
STUDIES

1.0 ANALYSIS BY CLIENT FOR DIFFERENT CLASSES OF
RISKS INSURED

OBJECTIVE

To analyze the premiums collected, claims paid and losses
sustained per insured for different classes of risk insured.

EXERCISE DESCRIPTION

In this exercise, we will create a Pivot Table for two variables:
Class of Risk and Customer ID.
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These variables will be analyzed for the main heads premium,
claims and losses incurred.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:

e Create a Pivot Table

DATA IMPORT

Import the file for Insurance Business into IDEA as per the steps in
IMPORT OF DATA FILES.

CREATE A PIVOT TABLE

In this exercise, capture two key variables Cust ID and
Class_of Risk.

Proceed on the basis of the Insured_Name because there may not
be consistency in the naming convention for the Insured_Name
across Class_of Risk.

The variables need to be analyzed across numeric fields Premium,
Claim and Loss. Normally multi-key analysis is done through the
Pivot Table feature in IDEA 7.

The Pivot Table is invoked through the Analysis option on the
menu tool-bar. Once invoked, it appears like what is seen below
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The Cust_ID from the Pivot Table Field List is picked and dropped
in the Row section. The Class_of_Risk from the Pivot Table Field
List is picked and dropped in the Column section. Finally the
numeric fields — Claim, Premium and Loss are picked one by one
and dropped in the Data Grid section of the Pivot Table. The result
is seen below as a tab in the file Analysis-Tide
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By placing the cursor of the mouse over the Row Header ‘Data’
and right clicking it, it invokes the drop down list of Numeric fields,
which can be checked or unchecked, as is seen below, to change
the view. We uncheck Premium and Claim to just reflect the Loss
position.
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By placing the cursor of the mouse over the actual Data Grid and
right clicking on any data cell, it invokes the drop down list of Pivot
Table field list containing significant arithmetical functions like
sum, min, max, count and average. A single function can be
selected, as is seen below, to change the view. We select Average
to reflect the average loss sustained per Cust ID per
Class_of_Risk.
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In the Fire risk category, Cust_ID Q1 seems to have caused the
highest damage to the branch of Rs. 73,125.

The branch has taken a significant hit on Cust_ID K1 for three
categories of risks Marine, Miscellaneous and Owned Motor of Rs.
347625, 347625 and 347625 respectively. The Owned Motor risk
category seems exceptionally high in comparison with the other
Cust_ID’s.
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Upon re-viewing the Pivot Table for summary of Premiums across
Cust_ID and Class_of_Risk, we get the position seen below.
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M1, N1, L1, G1, and C1 seem to be the Tide Clients drawing in
cumulative premium business in excess of Rs. 15000 per annum
per class_of risk

Of the above Tide Clients a careful examination reveals that N1,
seems to be causing heavy losses to the branch despite
contributing handsome premiums to the Tide Client kitty.

CONCLUSION

The branch should inform this case to the Region and take a
concerted decision to raise the risk rating on N1, thereby hiking
up the premium rates substantially on future business accepted
from N1.

A careful examination of J1 and K1 reveals that these customers
are contributing insignificant premium to the branch (average of
Rs. 1500 and 2375 respectively per class), but are invoking heavy
back breaking losses on the branch (average of Rs. 223500, and
347625 per class).

This dis-proportionate premium to loss result is placing an
enormous burden on the branch. The Branch Office overseeing
client J1 and K1 should stop accepting further business from these
clients.

2.0 ANALYSIS BY DEVELOPMENT OFFICER AND / OR AGENT
OF INSURED LOSSES

OBJECTIVE

To analyze the losses sustained in motor class risk for policies
underwritten by different development officers and / or agents.

EXERCISE DESCRIPTION

In this exercise, we will join the agent-wise incurred loss file with
the file for tide clients to capture the policy number, agent code
and incurred loss together.

This file will then be analyzed through a Pivot Table for the
business soliciting patterns of agents that burden the branch with
heavy claims and losses.
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IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
e Join Files

e Create a Pivot Table

DATA IMPORT

Import the file for Agent Business Handled into IDEA as in
IMPORT OF DATA FILES.

JOIN FILES

Join the files Analysis Incurred Loss Agent. (primary file) with the
file Analysis Business (secondary file) on the key field POLICY
NO, with ‘Matches only’ as the joining option.
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CREATE A PIVOT TABLE
Run a Pivot Table on the joined file generated.

The Development Officer / Agent Code is captured in the rows
section and the numeric fields premium, claim and loss incurred
are captured in the data grid.
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From the above it can be seen that Dev Officer 99 and Dev
Officer 11 have brought in policies that have saddled the branch
with enormous losses.

Dev Officer 99 has brought in a motor policy of Rs. 1500 premium
for which the loss incurred in the year is Rs. 223500.

Dev Officer 11 has brought in a motor policy of Rs. 2375 premium
for which the loss incurred in the year is Rs. 347625.

CONCLUSION

These cases should be specifically reported and taken up for close
scrutiny.

The past trend for these policies should also be viewed carefully to
examine history of repetitive losses. It is quite possible that the
current losses were one-time abrupt losses due to bad luck. .

Based on the findings, the development officer should be informed
and asked to defend his decision to solicit policies experiencing
repetitive claims.

In dire circumstances the development officer may have to be
asked to step down from his post because his activities are
blatantly hard hitting on the finances of the branch.
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3.0 IDENTIFICATION OF PREMIUM ENHANCEMENT CASES
FOR LOSS MAKING AND HIGH-RISK POLICIES

OBJECTIVE

To identify trends in policies experiencing repetitive losses for over
3 years.

The evaluation of such cases for premium enhancement.
EXERCISE DESCRIPTION

In this exercise, we will learn to use Visual Connect to join more
than two files at the same time.

The files will be joined based on the key ‘Insured Name’.
Trends in incurred losses will be identified and acted upon.
IDEA FUNCTIONALITY COVERED

This exercise will show us how to

e Use Visual Connect

DATA IMPORT

Import the file for Losses incurred in 2005, 2004 and 2003 as per
the section on IMPORT OF DATA FILES.

USE VISUAL CONNECT

Use the Visual Connect feature in IDEA 7 to join the files on the
basis of the Key ‘Insured_Name’.

The files reflect renewal policies from 2003 to 2005, so it can be
taken as given that the Insured_Name field will stay the same over
the three years.

Invoke the Visual Connect feature from File > Visual Connect.

Open the three files consecutively in the Visual Connect dialog
box.
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Join the three files together based on the Insured_Name field by
linking the output node from the Analysis-Incurred Loss 03 file to
the input node from the Analysis-Incurred Loss 04 file, and the
output node from the Analysis-Incurred Loss 04 file to the input
node from the Analysis-Incurred Loss 05 file.

The three files can be linked together as seen below and
compared on the Policy Number.
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After Visual Connect the joined file appears as below —
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By re-formatting the above file to position the Loss fields and the
premium fields together, we get a clear linear view of the regular
loss making cases, as can be seen below
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Take the first case, for example, of Insured A & Co. There has
been a steady increase in the Losses Incurred from Rs. 2500 in
2003 to Rs. 13,200 in 2004 and Rs. 23,200 in 2005.

Despite this steady increase in losses due to higher and repetitive
claims over the years, the premium has not been appropriately
enhanced to reflect the high-risk profile of the Insured.

The same premium of Rs. 12,500 has been maintained from 2003
to 2005.

The same is true of N & Co, P & Co and Q & Co. These cases
falling under the non-tariff segment of motor insurance can be
treated appropriately as sensitive risk profiles and the premiums
on such cases can be suitably hiked up to justify the high risk
nature of the Insured.

CONCLUSION

By making a running comparison of Insured Losses for 3-5 years,
the audit department can arrive at a well-based intelligence on
specific policies, loss assets and claim patterns.

Given these factual findings, the audit department can strongly
recommend such cases for premium enhancement in the best
interest of the branch
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13.1.9 FINANCE & ACCOUNTS CASE
STUDIES

1.0 RECONCILIATION OF SUB LEDGER AND GENERAL
LEDGER FOR PRINCIPAL CONTROL ACCOUNTS

OBJECTIVE

To reconcile the Cash Deposit Control Account in the General
ledger with the Cash Deposit Sub Ledger to establish the
accuracy of transactions recorded and posted.

EXERCISE DESCRIPTION

In this exercise, we will learn to add a computed virtual numeric
field in the sub-ledger file to arrive at the month for each
transaction undertaken.

This computed field giving monthly results would be based on the
transaction date field.

Then we will summarize the sub-ledger on the basis of the month
field to arrive at gross transaction details-debit and credit per
month.

This summarization will finally be compared with the General
Ledger monthly summary.

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
e Tile Files

e Append a Field

e Use Equation Editor

e Write @ Functions

e Perform a Quick Field Summarization
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DATA IMPORT

Import the General Ledger and Sub Ledger files into IDEA as per
the section on IMPORT OF DATA FILES

TILE FILES
Import the files as specified.

Navigate to window and select TILE from the windows menu

Tiling allows the files to be viewed concurrently on the screen.
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We are required to reconcile the two files on the monthly totals.

APPEND A VIRTUAL FIELD, USE THE EQUATION EDITOR
AND WRITE AN @ FUCNTION

Add a virtual numeric field called ‘MONTH’ to the file Sub Ledger
File.

In this field write the equation @month (date) to convert all the
transaction dates into month details.
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This is with the objective of summarization of balances, debit and
credit fields month- wise.
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After applying the virtual numeric field we get the following file with
month-wise details in the virtual numeric field, as can be seen
below.
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QUICK FIELD SUMMARIZATION

Perform a quick field summarization on the above file through
Analysis > Field Summarization > Quick.

In the Quick Field Summarization dialog box select ‘MONTH’ as
the Summarization Field and ‘DEBIT’, ‘CREDIT as the Fields to
summarize. The process can be seen below
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After the quick field summarization, we get the result Quick Field
Summarization. IMD as can be seen below.

Simultaneously open the file General Ledger CD. IMD, and tile the
two files together through Windows in the menu tool bar.

The comparison of the DEBIT and CREDIT fields from the two
files shows that the values match uniformly.

241



Data Analysis for Auditors—Practical Case studies

W IDEA - General Ledger CO
Fle [t Wew Dsta  Anslyss  Samplng  Tooks  Window  Help

» B R e A = =1 o® &4 =6 = mE B Sy 09 T
=8 5o Fe [ B B A a5 O wfEl «3 e @ [ E 5 5 8 nkil @,
Fike Explorr * W b Ledaer O W Summaraaint - 2 | Proporties a2
[ .,:3’ L Y] MCHTH | NO_OF_RECS | DERIT__SUM | CREDIT _SUM | v Datebase
1 4 = 45000 F0000 J oas
2 5 u 110000 S00000
e 3 A ] E7SO0 1] & Hetory
4 7 7 15000 o @ Field Statiscs
Nama
B by rroared Loss U3 B ControlTotat
B &bt THreumed Lots 04 & criteria
B sty v Liss 05
P s et Lsa Agert ¥ Resks
) Anabsit]-Tide Cheres
P ki Tice Chesis - indus
&1 @ Cleim Senrcel-Orshan Clsims
- Clesm_Senscel-Suvayes frgeng of Noinden
¥ @ Chim_Srerce Transaction
W Conmmsson Masle T Commerks.
P F authauinkn Bremaum Masters e
J Genessl Ledge: (O ek
P Motcr Prean Master @ General Ledger 00 -
ium_Sourcel-Preim - = —=
::‘""" e DELETED | AL_NO | DATE | DESCRIPTIO | CPENING BA | DEHIT_ | CREDIT | CLOSING BA
T 'P"'?‘“‘-q epiiartila| 1 @© W05 Apel 104000 45000 550000 305000
it H @ L0505 May 405000 110000 S00000 475000
- A Provrn_ScurceCoves oo | J1S] ] W05 e 075000 07500 o 791500
B Pronium, SourceS Hotor Paomi | 4 @ L0705 Ry FOS00 15000 0 776500
+1 @ Premium_ Sercebagency Conm |
* @ Frenmm_SoacePreman - Eath
J Sueh Ledges T
[ pr——
@Vicon
& el
£5 Running Tasks | 4 To-DaList | &) Seaech Results | (3 Conclsions
For Help, press F1 ) = C:iPeooram Fles|DEA ¥ 7.3 h Number of Reecords: 4 Dtsk Spaces 11,55 G8

74 start

| o caars posk Gl 10EA - Gevreral Lodge... | 3 13.1eneral insurs...

CONCLUSION

This is representative of the arithmetical accuracy of the sub-
ledger postings into the Control accounts.

2.0 IDENTIFICATION OF UN ADJUSTED CREDITS IN CASH
DEPOSIT ACCOUNT

OBJECTIVE

To identify unadjusted credits in the Cash Deposit Account from
the Sub Ledger.

EXERCISE DESCRIPTION

In this exercise, we will create a pivot table by capturing the
Customer ID in the row section, month in the column and balance
field in the data grid.

Thereafter we will be in a position to identify unadjusted credits
based on the pivot table result.
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IDEA FUNCTIONALITY COVERED
This exercise will show us how to

e Create a Pivot Table

Use the Sub Ledger file from the last exercise.
BACKGROUND

Cash deposits are advance sums of money placed by corporate
insured with insurance companies, wherefrom regular policy
premiums are appropriated towards running policies.

CREATE A PIVOT TABLE
Create a Pivot table on this file.

Capture the CUST_ID in the row section, the MONTH in the
column section and the field BALANCE in the data grid.
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A closer examination of CUST_ID 1003 and 1004 reveals that the
balance of Rs. 5000 and Rs. 14000 respectively has been lying
dormant and in credit since May 2005 (Ageing over 3 Months).

CONCLUSION

These cases reflect old outstanding advance receipts, which have
not been appropriated towards any specific policy.

Reminders should be sent out to the Insured, informing them of
the same and seeking their confirmation on the balances held.

13.1.10 HEALTHCARE FRAUDS

1.0 EXCESSIVE PROCEDURE BILLING OF SAME
DIAGNOSIS, SAME PROCEDURES

OBJECTIVE

To identify instances of excessive medical procedure billing for the
same diagnosis and same medical procedure.

EXERCISE DESCRIPTION

In this exercise, we will learn to join the Healthcare Claims
transaction file with the master file on the basis of the Diagnosis
Code. Append a computed virtual numeric field to arrive at
instances where excessive procedural charges have been claimed
by the insured, in comparison to the current master charge list.

Extract cases where the difference exceeds 15% (Acceptable
variance norm across hospitals)

IDEA FUNCTIONALITY COVERED
This exercise will show us how to:
e Join Files

e Append a Virtual Field

o Use the Equation Editor

e Apply A Direct Data Extraction
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DATA IMPORT

Import the file for Mediclaims/ Health Claims as per the section on
IMPORT OF DATA FILES.

JOIN FILES

Designate Mediclaims file as the Primary Database and -
Medicalim Masters file as the Secondary Database.

Join the two databases on the basis of ‘Code’ from the Primary
Database and ‘Code’ from the Secondary Database. The ‘Code’
represents the Diagnostic Code.

Use the option ‘Matches Only’
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APPEND A VIRTUAL FIELD

Append a virtual numeric field by the name ‘Diff in Proc Fees’.
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USE THE EQUATION EDITOR
After adding the Virtual Numeric field, click parameter.
This invokes the Equation Editor.

Enter the equation procedure fees-procedure fees1 where
procedure_ fees represents the fees claimed and procedure
fees1 represents the master fees.

Validate and exit the Equation Editor.
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The List of exceptions is seen below in the Screen Shot.
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APPLYING A DIRECT DATA EXTRACTION

The normal acceptable variance between procedure fees across
hospitals is pegged at 15%.

Hence proceed to identify exceptions beyond 15% of
procedure_fees claimed.

This is done by writing an equation in Direct Data Extraction. The
result of the extraction is seen in the screen shot below.

247



Data Analysis for Auditors—Practical Case studies

ullh oo MEE
uhl Data  Anslysis  Samping  Teoks  Window  Help

(=2 2= 3| [ B B i (R B O mEl s EFE €66 B s B inail L @

355 =3 1) 41 & EL S :

[P iehens B reasthenrn Frod Sanca Flas-tisth... @ Join2

= = — .
L[] P il
: M o Doa
_— c o Hetory
Marim a3 Pl statities
al e )
@ Andpeie! drcaaeed Loss 03 ce - Conkrol Toral
8 Analysis} Ancuned Loss 4 cF o & Crkera
@ Analysinl dncuned Loss 05 cF 3 0
@ Ansdpeis dresaed Lss Ageet CTS - o - Rests
1@ Andbyair? Tide Cherts TS Hndup 750 25000 0
Andhysa Tude Chorks LICTS  Hedu 750 Z5000 o ==
- @ Clsim_Scusca] Diphan Clsima 20 Dhata 500 100000 0
i = Fhatiy =00 100000 100000 .
Clam_Scucel Surveper Ageng : . : o Moo
o i Claim_ScusesTransaction '] Lskok: w50 e 0
@ Commasicn M. = =
P £ sk Fremam M st -
H Add
@ Grmsl Liiges CD T g Comamrant
= @ Heakhcare Fead Source FlesH. |7
e T
W resthcans Frod 5

0 13.1-Gerers_Fresa...

The extraction gives a child listing of 5 cases, as can be seen
below.

These cases should be identified, flagged off and taken up for
special scrutiny along with supporting documents, inquiries and
investigations.
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Application of CAATs to General Insurance

Other IDEA Tests which can be Run to Identify Healthcare
Frauds

o Identify excessive number of procedures per day or place of
service per day / per patient

e |dentify multiple billings for same procedures, same date of
service

e Analyze for mismatched services to diagnosis codes
e Review diagnostic fees in excess of masters
e Review procedure fees in excess of masters

e Identify and report diagnosis and / or treatment that is
inconsistent with a patient’s age and / or gender
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Chapter 13.2

Application of CAATSs to
Banks

Banks:Application of CAATs
Introduction

IDEA is useful in most areas of banking, including current
accounts, personal and corporate lending, treasury functions and
investment accounts. The usual guidelines on volume and depth
apply. However, in some banking systems the volume of
transactions may be too heavy to download to a PC. It may be
appropriate to download a segment of the data or a selected
number of fields. Alternatively, a data link may be setup with the
Application Server to access raw data in Back-end Tables directly.

IDEA is time-tested, robust and stable. It has been proven globally
as an efficient Audit Tool with all the Banking Application
Systems:Core Banking Systems, Total Branch Automation
Applications, and specialized Banking Domain applications like
Applications for Treasury Management and Control.

The following tests cover a variety of account types:

Calculation
o Cast (ortotal) ledgers.
e Cast (or total) account balances.
e Cast (or total) accrued interest.
e Perform interest calculations.
e Check calculation of bank charges.
e Reprove arrear calculations and reporting (loans).

e Prove interest capitalization



Application of CAATs to Banks

Analysis

Cast (or total) ledgers.

Cast (or total) account balances.

Cast (or total) accrued interest.

Perform interest calculations.

Check calculation of bank charges.

Reprove arrear calculations and reporting (loans).

Prove interest capitalization

Exception tests

Identify accounts with missing standing data.
Identify invalid or unusual standing data.

Identify dormant accounts and transactions
Identify accounts with statement suppression
Check charges are being raised where appropriate
Identify staff loans

Identify large loans

Test for unusual interest rates

Identify loan balances greater than original advance
Identify negative balances

Identify forward dated transactions

Provide totals of forward dated transactions
Identify overdue maturities

Identify customers over their overdraft limit or customers
with expired limits

Perform currency conversions
Provide details of currency exposure
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Other useful tests include stratifying interest rates against each
risk rating. Generally higher risk loans should bear a higher rate of
interest. The analysis followed by exception testing can identify
anomalies or branches/individuals that are either risky or
particularly prudent in their lending.

Matches and Compares

e Multiple loans to the same address by setting up a key
based on the address and using duplicates test

e Match addresses of loans to employee addresses

e Compare balances at different periods to identify
movements.

Revenue Assurance for the Bank using IDEA
CASE

Verification of accuracy of Demand Draft charges applied by the
Branch Software

OBJECTIVE
To verify the accuracy of Demand Draft charges.
EXERCISE DESCRIPTION

In this exercise, an equation is written that expresses logical
criteria of DD charges applicable to DD amount as per the DD
charges handbook issued by the Head Office of the Bank to the
Branch for Retail Banking.

IDEA FUNCTIONALITY COVERED
This exercise includes the following steps within IDEA-
e Append a computed Virtual Numeric Field

e Use the Equation Editor

METHOD
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The Equation is composed as follows and can also be saved for
future use

@compif((@between(dd_amount, 0,5000),25,
@between(dd_amount, 5001, 25000), 40, @between(dd_amount,
25001, 50000), 75, @between(dd_amount, 50001,150000), 150,
dd_amount>150001, 250+2.5*(dd_amount-150001)/100))

Multiple Approaches to Data Collation and Interrogation
within IDEA for Banks

Approach 1
1. Requesting IT for Data
Case Study 1.1: Electronic KYC Audit

The team selected an objective to test KYC norms on
Current account customer master data.

To test this objective the team issued a Data Request to IT
in the following format:

e Data required: Current account customer master
information.

e Period: Period of Audit Coverage.

e Fields of reference: Branch ID, Customer ID, Account
ID, First Holder & Joint Holder/s Name, Address, PAN
No., Mobile No., Residence No., Office No., Mode of
Operation and Clear Balance.

e Format of Data: Text form.

IT in turn ran a SQL query on the production database and
generated a text file dump, which was saved by IT in a secure
folder with special access to the Audit team only.

The Audit team imported the text file, using the Text Report import
option within the GAS.

Post import, the team used the Duplicate Key test within the GAS
to identify fictitious accounts opened with similar PAN No., or
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Mobile No., or Address, or Office No., or Residence No., but
different Customer ID.

50 cases out of 65,000 were identified where account opening
details like PAN No., Mobile No., etc. were similar for different
Customer ID’s. These cases have been taken up for further
checking with the account opening forms from the respective
Branch to ascertain the validity of the accounts opened.

Additionally, the Team employed a SOUNDEX test on the
Customer Name field. The SOUNDEX test generates a unique
alpha-numeric code in a new computed field. This code depends
on the mnemonic of the Name rather than the spelling. For
example, Two Customer Accounts with names Prasanna lyer and
P A lyer will have the same SOUNDEX code. After arriving at this
code, duplicate tests can be run on the code rather than the
Name. The advantage here is that the Duplicate on Code will
generate similar sounding names (Essence of De-Dup Tests
Globally), whereas a pure Duplicate will perform an exact match.

The Team also performed De-Dup Tests to identify Customer’s
having multiple Savings Accounts within the same Branch of the
Bank, which is a potential red flag.

Case Study 1.2: Data Migration Audit

The team then decided to check the integrity of loan data
migrated from the Legacy TBA application to the CBS.

To test this objective the team issued a Data Request to IT
in the following format:

e Data required: Cash Credit master information for large
scale branch X.

e Period: Data immediately post-migration.

e Fields of reference: Customer ID, Sanction Limit,
Drawing Power, and Rate of Interest.

e Format of Data: Text form.

IT in turn ran a SQL query on the production database and
generated a text file dump which was saved by IT in a
secure folder with special access to the Audit team only.
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The corresponding data from the TBA legacy system prior
to data migration to the Core Banking System immediately
pre-migration was available with the Migration Team. IT
sourced the Text data from the Migration Team through a
formal email request and placed the data in the secure
folder.

The Audit team imported both the text files using the Text
Report import option within the GAS.

Post import, the Team linked the pre-migration and post-
migration data through the JOIN function in the GAS. The
two data files were linked based on the Customer ID
available in both the files. Post join, three new fields were
created by the Team containing the differences in the
Sanction Limit, Drawing Power and Rate of Interest in each
field. The Team finally queried each of the fields for non-
zero data.

Accounts that showed a difference in the masters
migrated (non-zero data) were identified through the above
approach. These accounts were taken up for further
testing with the legacy system data and the loan appraisal
forms to ascertain their accuracy.

Approach 2

2. Using existing End of the Day (EOD) reports or
existing Business Warehouse (BW) solution reports.

Case Study 2.1: Audit of movement on in-operative
accounts

In the second data retrieval approach, the Team decided to audit
the movement on inoperative accounts over a period of one
financial year.

To test this objective, the Team identified the Report on
Inoperative accounts as on 1% April 2007 and 31%' March 2008
respectively. These reports were a part of the EOD suite of
reports. These reports were generated as a part of the end of the
day routine at Branch X and by default saved in a compressed
print report format.
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The Team uncompressed the reports using WIN-ZIP. Then both
the print report files were imported using the Text Report import
option within the GAS.

Post import, the Team linked the Report on Inoperative accounts
as on 1% April 2007 and 31% March 2008 using the COMPARE
function within the GAS. The two data files were linked based on
the Customer ID available in both the files. Post compare, a new
file was created with differences in the Clear Inoperative balances.
The Team finally queried the difference field for non-zero data.

Accounts in which  there was a reduction in the inoperative
account balances (non-zero data) were identified through the
above approach. These accounts were taken up for further testing
with EOD Exception reports to ensure that the movement on the
inoperative account was authorized by the Branch Manager.

Case Study 2.2: Audit of Loans and Advances MIS from
Business Warehouse (BW) for approval verification

In this case, the Team decided to audit the MIS report on
Loans and Advances generated from the Business Warehouse
(BW) for approval verification. The MIS report is a
comprehensive listing of Account ID, Type of Loan, Type of
Security, Type of Industry, Sanction Limit, Drawing Power,
Rate of Interest, Due Date of Loan, and Approval Officer.

To complete this test, the Team sought assistance from the
Merchant Banking wing of the Bank. The Loans officer for
Branch X generated the MIS report for the period 1% April 2007
to 315 March 2008. This report was saved as a Microsoft Excel
file and provided to the Team on a CD.

The Team imported the Microsoft Excel file using the MS-
Excel option for import within the GAS.

Post import, the Team entered a conditional criteria/query on
the file, identifying non-compliances with the Sanction Limit-
Approval Officer table. The CM, DGM, AGM-HO and AGM-ZO
of the Bank were all vested with specific approval Sanction
limits. The Team tested the file for cases where loans
sanctioned by officerss were not in accordance with their
financial Sanction Limit powers.
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Some cases were identified in which the loans approved did
not fall within the Approval Officer's sanctioning limit. These
cases were noted and taken up for review with the respective
officer and the Branch Manager.

Approach 3

3. Access to Disaster Recovery (DR) site databases or
mirror databases

The Team, with the help of the IT wing, set up connectivity
between the GAS and the DR site server. This connectivity
was the third and final mode of data retrieval, which gave the
Team direct access to raw data tables residing on the DR site
server.

Audit Tools like IDEA can work optimally on very large
databases. For example, the Team connected to the DR Site
Server during peak business hours imported 6 Tables from
the Core Banking System Server. The Tables had a
cumulative record size of 5 crore records, and the imports
were completed within 45-50 minutes cumulatively (Key
Performance Metrics). The Teams having specialized skill-
sets in SQL Query Building, performed consecutive ODBC
links on the 6 Tables. For each link, simple SQL queries with
written, to slice and dice the data down to exact requirement..
for example, Data for Branch A and Branch B from 2050
Branches. In the Transaction Tables, the Team performed
additional SQL Queries for transactions with value dates
between 1 April 2007 and 31%' August 2007.

The Teams also automated the import links to run as
scheduled tasks during non-peak hours. This was done by
converting the import tasks into MACROS and MACROS into
Executable files. These executable files were programmed to
run through IDEA by Windows Tasks Scheduler. The import
tasks for the 6 Tables ran automatically at 7 PM in the
evening, gave results similar to the peak hour imports with a
throughput of 38 minutes vis-a-vis 50 minutes during business
hours.

The successful Automation and Scheduling of tasks gave the
Team the confidence to deploy Continuous Control Monitoring
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on a regular basis in the Bank. The Team graduated to running
complex imports and queries on weekends, holidays and
night-time slots to arrive at real time results at the start of work
on the business working day.

Case Study 3.1: Identifying Term Deposit accounts where
the deposit was accepted for a period greater than 120
months.

As per the bank-rules for acceptance of Term Deposits and
guidelines of the regulator, the Bank cannot solicit Term
Deposits in excess of a period of 120 months. This test was
undertaken to identify non-compliances with the rule.

The Team connected to the DR site server using the GAS and
identified the data table containing the Term Deposit account
masters. At the import stage, the Team selected three fields —
Account ID, Account Name and Deposit Period in Months from
the table containing 15 different fields. The Team also entered
an SQL query in the GAS, filtering the data for Branch X. The
import of data of 1 Lac rows/lines was initiated and duly
completed within 1 minute. This was faster in comparison to
writing an SQL query, which would take 3-4 hours to run in the
past.

Post import, the Team queried the data to identify accounts
where the Deposit Period in Months was greater than 120.

The result was exported from the GAS back to MS-Excel,
printed and taken up for discussion with the Branch Manager
and the Head of Term Deposits.

Case Study 3.2: Isolating loan accounts where the
Drawing Power was greater than the Sanction Limit.

The Team connected to the DR site server by using the GAS,
and identified the data table containing the account masters.
At the import stage, the Team selected four fields — Account
ID, Account Name, Sanction Limit, and Drawing Power from
the table containing 35 different fields. The Team also entered
an SQL query in the GAS, filtering the data for Branch X.
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Post import, the Team applied criteria to the file identifying
instances where the Drawing Power was greater than the
Sanction Limit.

The result was exported from the GAS back to MS-Excel,
printed and taken up for discussion with the Branch Manager
and the Head of Loans & Advances.
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Chapter 13.3

Application of CAATSs to Retail
Sector

Retail Malls — Application of CAATs

Introduction

In the current business environment, the burgeoning growth of
Retail Malls/Chains across India and their internal controls need to
be controlled and monitored by Auditors for their continued
adequacy and effectiveness.

Retail Malls are highly tech-centric with online point of sale billing
applications, automatic inventory updation and Electronic Data
Interchange re-ordering. There is widespread use of bar coding
and bar scanning for billing.

Given the high proliferation of technology, it is best to deploy
technology in the form of CAATSs to control Retail Technology.

Our case-study looks at Point of Sale Billing Systems, the import
of data from such systems and the interrogation of data generated
through such systems.

Point of Sale Systems from the Retail
Industry — Malls

The Point of Sale Applications deployed in Malls generate
comprehensive Sales Reports. These can be conveniently saved
in MS-Excel Data formats. This is an alternative to File Print
options.

These Sales Reports contain fields like
e Date of Sale

e Time of Sale



Import into IDEA

Transaction Number
Cashier Name
Cashier ID

Product Sold
Quantity

Rate

Gross Value

Taxes

Scheme Discounts
Net Value

Scheme ID
Scheme Details
Collections in Cash
Collections by Card

Dues

Application of CAATs to Retail Sector

These MS-Excel Data Files once saved on the workstation
containing IDEA or on the Local Area Network in a shared audit
data folder can be accessed through IDEA’s Import Assistant,
Excel component. The process of import is simple and easy to
apply, since Excel file Record Definitions are readily recognized by
IDEA.

Interrogation within IDEA

Case Study 1: Reconciliation of Net Sales with Cash Takings,
and Card Receipts

The fields of reference relevant to the objective being tested are
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Net Sales
Cash Collected
Card Receipts

The process of interrogation followed in IDEA is:

Import the Sales Report for a given period through IDEA’s
Import Assistant — MS Excel.

Navigate to the Field Statistics in the Database Toolbar.

View the numeric control totals for the Net Sales, Cash
Collected and Card Receipts fields respectively.

Normally the Net Sales should be arithmetically balanced
by Cash Collections and Card receipts.

In the case under review we notice a high percentage of
Unpaid Bills, almost 25% of the period’s Net Sales.

An overview of the Unpaid Bill cases through Field
Summarization reveals that the due amounts are
significantly concentrated on Cashier A and Cashier D.

These cases may be specially looked into by interrogating the
concerned Cashier’s, to ascertain their motive.

Case Study 2: Inconsistent scheme discount rates offered by
Cashier’s to different customers against the same Scheme ID

The fields of reference relevant to the objective being tested are

Cashier ID
Scheme ID
Scheme Discounts

Gross Value

The process of interrogation followed in IDEA is:

Navigating to Data in the Menu Tool Bar and selecting
Field Manipulation
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In Field Manipulation, appending a computed Virtual
Numeric Field Discount % with the Criteria (Scheme
Discounts*100 / Gross Value), rounded off to the nearest
integer.

Navigating to Analysis in the Menu Tool Bar and selecting
Duplicate Key Exclusion

In Duplicate Key Exclusion, we identify different Discount
% values for the same Scheme ID.

We get a list of cases where varying Discount % have
been applied for the same Scheme ID.

Some cases are extremely glaring, with the Discountbeing
as high as 45% though the Scheme ID warrants a
Discount of 15% only.

These cases may be specially looked into by interrogating the
concerned Cashier, to ascertain his motive.

Case Study 3: Identifying the most efficient Cashier across all
the Malls — Operational Throughput

The fields of reference relevant to the objective being tested are

Cashier ID
Cashier Name
Start Time
End Time
Quantity

The process of interrogation followed in IDEA is:

Create a new computed numeric field in the imported Sales
File with the difference between the Start Time and the
End Time using the criteria ‘@agetime(End Time, Start
Time)’. This new field will give us the time taken by each
cashier in seconds to scan, bag and bill all the items
against that transaction.
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Create another computed numeric field with the criteria
‘Difference in Time/ Quantity’ to arrive at the Time taken
to scan each item.

Now perform Field Summarization on the Cashier ID and
Cashier Name with regard to the numeric field containing
the Time taken to scan each unit.

In the Field Summarization also include additional statistics
like Count and Average along with Min and Max. These
statistics will give us the number of scans by a single
Cashier in a given period, the minimum time for scan, the
maximum time for scan and the average time for scan.

In the Summarization result, sort the Time to Scan
(Average) on a Descending basis.

The Cashier with the best scan rate appears right on top.

The Management of the Mall Chain can select the Top 10
Cashiers from the above exercise and place them at front desks
on crucial days like weekends or public holidays. This test is a
concrete measure of customer service.

Case Study 4: Detecting transactions Out of Office hours

The fields of reference relevant to the objective being tested are

Start Time
End Time
Cashier ID
Cashier Name

Net Sales

The process of interrogation followed in IDEA f is:

Perform a Data Extraction on the imported Sales File.

Build a criterion using the function .NOT.
@betweenagetime(Start Time, “10:00:00”, “22:00:007)
.OR.. .NOT. @betweenagetime(End Time, “10:00:00%
“22:00:007)
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e This criterion will isolate all transactions out of the normal
Mall working hours of 10 AM to 10 PM. Here we trap both
Start Time and End Time.

e The Direct Extraction function within IDEA is workable on
large databases, say upwards of 1 Crore Transactions.
The function first sorts the entire database and then runs
the equation through the sorted database. Hence the
results arrive faster than running an ordinary command on
an unsorted database.

The case reveals around 50 out of 1 Lac transactions where the
Start Time and End Time is after office Hours at 10:30 PM. An
explanation from the Mall Incharge reveals that all these
transactions pertained to Public Holidays, when schemes were
launched and working hours were extended by two hours with
permission from the local administration.

Case Study 5: Demand Study of New Products introduced
into Pilot Mall Outlets across India

Malls introduce new products into Pilot outlets to study the
Customer Behavioral patterns, spending patterns, loyalty to
existing products rather than new substitutes. .

In this Business Case Study the following fields are considered
e Transaction Number
e Product Number
e Quantity
e Net Sales
The process of interrogation followed in IDEA is:

e The Transaction Number contains a combination of the
Mall Outlet ID, the financial year and the transaction ticket
number. The first 3 digits of the Transaction number
represent the Mall Outlet ID.

e We append a new computed character field with the aim of
getting the Mall Outlet ID into this field. This is performed
through a criterion /equation @left(Transaction ID, 3). This
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function removes the first 3 digits from the Transaction
Number and places it in a separate computed field.

e Field Summarization is performed on the imported Sales
file on Mall Outlet ID and Product Number/Code with
respect to Quantity and Net Sales.

e In the Summarization result, a direct extraction is
performed on the Pilot Product Malls through the Equation
@ list(Mall Qutlet ID, “003”, “005”...)

e A Top Records Extraction is performed with the Key field
being the Mall Outlet ID, and the top 5 products in each of
the 10 pilot malls are identified.

A detailed review of the final result broadly confirms the
Management’s expectation. All the new products have fared well
in the 10 pilot malls, save one product, which has not been
preferred over its existing competitor. This exercise has armed the
Management with factual historical data from a truly representative
sample of Mall Outlets. Now the Management is in a position to
slowly roll out the most liked products to the remaining Mall
outlets over the next month.
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Chapter 13.4

Application of CAATs to Utility
Services

Electricity Utilities — Application of CAATs

Introduction

Revenue Audits take on a pivotal role in the audit of Electricity
Companies. These companies have specialized Billing
applications to record the distribution of power to households and
industry. These sophisticated Billing systems are able to generate
Billing Sheets and Customer Personal Ledgers under normal and
exceptional circumstances liketemporary meter disconnection,
new consumers not yet metered and the like

These application systems are designed to generate exceptional
reports like Zero Value Billing, Customer Overdue, Security
Deposit Recoverable, and Ageing of Faulty Meters. .

Majority of these applications run on Oracle as the back-end
database due to its stability, performance and security. All the
billing related information is stored in a single billing data table.

As an IT audit objective for testing of controls in the revenue cycle
a, the user can integrate IDEA with the Oracle database through
an ODBC link, and replicate the billing data onto his system.
Alternatively, the user can request the IT Cell of the Electricity
Company to provide the Billing Data Table in a flat file data format
like (Delimited for instance). These file formats can also be
conveniently imported into IDEA.
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Bird’s Eye View of Functions which can be
tested wusing |IDEA for Electricity
Companies

1.

Recalculation of Revenue Heads

Electricity Companies levy a host of charges to both household
and industry customers. These vary from fixed processing
cycle charges like Meter Rent to variable charges like Energy
Charges. The Company also buys power from state private
players to meet the power deficit. Charges levied by the
private player to the electricity company are passed on to the
final consumer. These Additional Supply Charges or Fuel
Escalation Charges vary on an average from month to month.

The objective, description, rationale and authority to raise
these charges are stated in a Power Tariff Manual, which is
issued in the common interest of operators and customers for
transparency. The manual contains the formulae for the
calculation of each charge very clearly.

The user can get the manual and identify the charges to be
recalculated along with the formulae. Nowadays, because of
the Right to Information Act, the Tariff Manuals are also
available on the website of the Energy Major.

The user can then create a new computed numeric field
(Virtual Numeric Field) within IDEA and replicate the tariff
manual formulae in IDEA’s Equation Editor.

lllustration — (Units_Consumed * 0.45) - ASC

ASC — Additional Supply Charges stands for purchase of
power from private players. The rate of 0.45 per unit as seen in
the formulae above is announced by the State Electricity
Regulatory Commission on a month-on-month basis.

In this equation we recalculate the ASC and arrive at possible
differences between the recalculated ASC and the ASC levied by
the billing system.
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2. Verification of Subsidies provided by the State

Government to defray the levy of Full Energy Charges to
the Final Customer

In many States in India, the energy charges to be recovered by
the Electricity Company are distributed between the final
customer and the State itself. Here the State steps in and
contributes to the Energy charges by providing Subsidy.

The State Subsidy is invariably a percentage of the Net Billed
Amount.

The objective of the test is to ensure that the right amount is
being recovered from the State as Subsidy.

The IDEA user can accomplish this task easily by creating a
new computed numeric field with the formulae

(Net_Amt * 0.40) — Subsidy

Here we assume that the State supports the Energy Bill up to
40%.

Subsidies are normally provided to households and critical
industry units. Hence the IDEA user has to obtain a listing of
Customer Code Categories, to know who are entitled to
Subsidy and who have to bear the entire Energy Bill.

With this information n the User can make use of the Display
or Extraction function in IDEA to identify eligible and ineligible
Customer Categories.

Monitoring of Faulty Meters

Next to power theft, which ranges between 10%-30% in India,
faulty meters are the high-risk area for an Energy Major.

Billing Data Files invariably contain a field for Faulty Meters. If
the meter is Faulty a flag ‘Y’ appears against the concerned
Customer. If the meter is running, the flag ‘N’ appears in the
respective field and cell. There is also an additional field
available which states the date when the meter became faulty
and the average units consumed. The average units
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consumed is updated on the basis of past usage and history
of each user. This field is invariably updated by the Billing clerk
manually. In the absence of automatic system generation of
average units consumed, this is a ripe area for
mismanagement of revenues.

With the help of IDEA, the user can link the faulty meters, the
average units consumed and the last consumption prior to the
meter going faulty through the Visual Connector.

The user can then create a new computed numeric field where
the average units being billed fall short of the last active
consumption reading by say 20% (norms can be decided on a
case-to-case basis depending on the Customer Class,
Geographical Region and the like ). These cases can be taken
up for review, discussion and scrutiny with the respective
Regional Chief Electricity Engineers.

4. Duplicate Tests on Billing Information

The Billing file contains the Customer Number, Meter Number,
Bill Number and Receipt Number where the Bill has been duly
paid.

As a part of the standard financial and revenue integrity
testing, the user can employ the Duplicate Key test within
IDEA to look for possible duplicates in the combination of the
following fields

Customer Number
Meter Number

Bill Number and
Receipt Number

This test for duplicates will provide an assurance on the
completeness and accuracy of metering.

The existence of duplicates could indicate an irregularity which
needs to be investigated further or a Billing System application
error.
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Chapter 14.1
Accounts Payable and IDEA

IDEA and the Accounts Payables Process

14.1.0 Introduction

It is vital to establish that controls in Accounts Payable processes
are in place and working. For example, to make sure that the
client is procuring the right products, at the right price, at the right
time and from the right vendor.

CAATs — IDEA helps us to identify areas where the controls are
failing because of actual data errors. These factual cases serve
well in building up a strong defense and back-up for the Auditor to
express opinions on the processes.

IDEA can be applied to Accounts Payable processes from an
Internal Audit, Statutory Audit and Forensic Review perspective. In
this chapter, we deal with IDEA applied to Accounts Payable from
a Sarbanes Oxley perspective.

Most of the tests within IDEA can be automated and scheduled,
which is the heart of Continuous Control Monitoring and Pre-Audit
of Accounts Payable.

14.1.1 Potential Risks

The following table identifies the key risks, explains the business
and audit implications of each risk and the audit objectives that
can be (addressed change, maybe realized?) by audit tests.

S Risk Implications Audit
No Objectives

1 Payments are | Unauthorized suppliers | Existence,
made to | could represent former | Validity
unauthorized | suppliers that supplied
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Risk

Implications

Audit
Objectives

suppliers.

goods or services of
unacceptable  quality
and should have been
removed from the list of
suppliers; or they could
be fictitious suppliers
set up by dishonest
personnel to receive
automated payments.
Payments made to
unauthorized suppliers
could therefore
represent either error
or fraud.

Payments are
made to
individuals or
employees.

Payments made to
individuals or
employees could
represent a diversion of
company payments,
indicating fraud.

Existence,
Validity

Unauthorized
premiums are
given to
suppliers.

Unauthorized
premiums
represent
overpayments to
suppliers in return for
kickbacks.

may

Existence,
Validity

Invoices
paid late.

are

Delays in processing
Accounts Payable
approvals can result in
a loss of available

discounts for timely
remittances and
understatement of

liabilities in a particular
period.

Cut-off,
Completeness
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until there is a three-
way match of purchase

order, receiving
document and supplier
invoice, missing

documents could result
in Accounts Payable
being understated.

S Risk Implications Audit
No Objectives
5 Invoices are | Irregular payments may | Existence,
paid on dates. | reflect processing | Validity
errors or fraud.

6 Invoices are | Duplicate payments | Existence,
processed can result from the | Validity
twice. failure to cancel

documents to prevent
re-use or processing
errors in  Accounts
Payable such as
restoring a backup file
twice.

7 | Payments are | Perpetrators of fraud | Existence,
made in a way | may arrange payments | Validity
that these are | to avoid detection. For
not detected | example, large
by audits. amounts may be split

into several smaller
payments to coincide
with a perpetrator’s
transaction  approval
limits or to avoid limit
checks on large
payments.

8 ltems (e.g., | Since Accounts | Completeness
P.O.s, Payable are often not
checks) authorized for payment
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14.1.2 Potential Tests

The following audit tests are suggested for auditing an Accounts
Payable system. However, the exact tests to be carried out for a
particular client will depend upon the system used and the data
available. Common tests include:

Mechanical Accuracy and Valuation

1.

Analysis

1.

Total the file. It often pays to separate debits and
credits.

Revalue foreign payables, if applicable.

Check transaction totals to the balance on each
account.

Stratify the size of payments and extract any
exceptionally high payments.

Analyze payment days and identify suppliers with
favorable payment terms.

If the computer system captures the approving
authority for a transaction, examine the value
distribution for each manager.

Exception Tests: Existence and Validity

1.

Identify payments made to unauthorized suppliers by
matching the payments and authorized suppliers list.

Search payments file for payees without “Inc”, "Ltd”, or
"Co" in their name to identify payments to individuals.

Test for large discounts.

Test for duplicated invoices using value and supplier
code as the key fields for one test and purchase order
number for another. The second processing of invoices
can be used to establish a value on the P/L to make a
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fraudulent payment. (This will also pick up accidental
duplication).

5. Identify payments made on Sundays or other
days/dates that are not valid.

6. To find if amounts are being approved at or just below
break points in authority level by a value distribution
across the whole ledger. If approval authority is not
directly available, perform subsidiary analysis by types
of supplier or approving department (i.e. marketing).

7. Look for split invoices to enable approval to be kept by
an individual. Extract all invoices within 90% of an
approved limit (preferably for a suspected manager or
department) and search for all invoices from that
supplier. Sort by approving manager, department and
date to identify possible split invoices or summarize
payments by invoice number to determine how many
partial payments have been made for each invoice.

8. Test for total payments in the current year exceeding
previous years payments by more than 25% supplier
wise.

9. Test for large one-off payments to suppliers.

10. Using the first five or six characters of the name, match
supplier names against a list of employee surnames
from a payroll or personnel file.

11. Test for suspected duplicate supplier names.
12. Test for incomplete or unusual supplier details.
Gaps and Duplicates

Test for missing items or gaps in the check number sequence.
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14.1.3 Accounts Payable Fraud Tests

Employees as Vendors

An employee sets up his or her own company and then funnels
purchases to that company. Variations include a “ghost” approach
where invoices are sent from the employee’s company but no
actual goods or services are provided. In other instances, actual
goods may be shipped.

To detect this type of fraud, ask operational managers to review
new vendors as they come aboard. A quick phone call to them
vendor may reveal suspicious activity. Make sure, however, that
the person doing the review is not the perpetrator. With IDEA, we
can use sampling techniques to generate a list of vendors to
verify.

Favorable Treatment of Vendors

Look closely at vendors who have a relationship with an employee
— a spouse, friend, social partner/ buddy, etc.

Pivot tables in IDEA are effective in detecting this type of fraud.

Once created, the table shows the percentage of purchases by
each vendor. Always work with an operational expert to interpret
the results. It may be normal, that 60% of purchases are from a
single vendor, if there are only two or three vendors who can
provide the item.

Transactions at or Near Spending Authorities

Spending limits are often referred to as the “trigger price”. As soon
as a pre-set limit is reached, the system automatically triggers
some form of action or examination.

The perpetrator's goal is simply to avoid the trigger price.
Generally trigger prices are so well known that they actually are a
commonly available policy amount. For example, it may be known
to almost everybody that the spending authority limit is INR
50,000. The fraud is designed to stay under the trigger price.
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This can be detected by employing Benford’'s Law of Digital
Analysis, which detects instances where prices are just below the
trigger price. The Benford Curve will reveal sharp, striking
indications of actual frequency occurrences in excess of expected
and upper tolerance frequency occurrences.

Another common scenario involves paying for large purchases
over several invoices. To close a sale, the vendor may
accommodate this request. Look for transactions with the same
vendor that are close to the trigger price. Comparing inventory
records is also an effective way to detect this. If three invoices are
used to ccount for the full amount, an inventory check will reveal
only one set of goods.

This can be accomplished by joining databases within IDEA to
establish relational veracity.

14.1.4 Accounts Payable — Sarbanes Oxley
Testing

Sarbanes-Oxley Requirement IDEA Test
Section
Section 302: | Review of | Use IDEA to
Corporate Financial summarize all detailed
Responsibility for | Transactions of | financial transactions
Financial Reports | Significant for Accounts Payable
Accounts and agree to General
Ledger
Financial Use IDEA to re-age
Transaction Accounts Payable,
Analysis use the “Field

Statistics” feature to
identify and drill-down
to unusual financial
transactions.

Section 404: | Matching Controls | Use IDEA in Accounts
Management Payable to verify the
Assessment  of matching of Purchase
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Sarbanes-Oxley
Section

Requirement

IDEA Test

Internal Controls

Orders, Invoices and
Receivers.

Cutoff Controls

Use IDEA to test
Expense booking by
extracting all Creditors
for Expenses
transactions before
and after cutoff dates
to verify inclusions
and  exclusion in
General Ledger for
the accounting period.

Limit Controls

Use IDEA to extract
all checks (vendor
payments, paychecks,
commission checks,
bonuses, employee
reimbursements)

above threshold limits
for dual approval
authorizations.

Whistleblower
Protection

Section 806:

Protection of
Employees  who
provide evidence
of fraud.

Use IDEA to select a
sample of phone calls
and incidents from
Hotline database and
test the effectiveness
of the Anti-Fraud
Hotline program.
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Chapter 14.2

Accounts Receivable and
IDEA

IDEA and the Accounts Receivable Process

14.2.0 Introduction

It is vital to establish that controls in Accounts Receivable
processes are in place and working. For example, to find out
whether the client is monitoring the overdue Receivables over 180
Days, whether sales are being affected in excess of the
Customer’s Credit Limit, (aanalysis of customer base over years
and more. Change to create a parallel structure?)

CAATs —IDEA provide us instances to identify where controls are
failing because of actual data errors. These factual cases serve
well in building up a strong defense and back-up for the Auditor to
expressopinions on the processes.

IDEA can be applied to Accounts Receivable processes from an
Internal Audit, Statutory Audit and Forensic Review perspective.
This chapter shows how [IDEA can be applied to Accounts
Receivable from a Sarbanes Oxley perspective.

Most of the tests within IDEA can be automated and scheduled,
which is the heart of Continuous Control Monitoring and Pre-Audit
of Accounts Receivables and Collections Monitoring.

14.2.1 Potential Risks

The following table identifies the key risks, explains the business
and audit implication of each risk and the audit objectives that
could be addressed by audit tests.
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S Risk Implications Audit

No Objectives

1 The file is|ltems could be omitted, | Completenes
incorrectly or the listed items may | s, Accuracy
consolidated not be included in the
or summed. totals reported in the

financial statements. The
Accounts Receivable
could be overstated or
understated depending
on the direction of error.

2 Foreign Management may not be | Accuracy
currency aware of the impact of
transactions transactions in foreign
are not | currency and may fail to
translated take steps to manage
correctly. currency risks. The

Accounts Receivable
could be overstated or
understated depending
on the direction of error.

3 Credit is | The business will sell | Valuation
granted to | goods to parties from
customers which they will not be
that are likely | able to collect cash. This
to default. has potential implications

for liquidity and bad debt
expenses.

4 Customers Double billing can | Existence,
are double | negatively affect | Validity,
billed. customer satisfaction. | Valuation

Also, revenues and
receivables would be
overstated.
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S Risk Implications Audit
No Objectives
5 Accounts Accounts could be | Existence,
Receivable entirely or partly invalid. | Validity,
are invalid or | Partially invalid accounts | Accuracy
incorrectly may be the result of
stated. delays in processing
transactions or errors in
applying credits and
payments to accounts.
Fictitious accounts could
be due to fraud.
6 Improper As mentioned earlier, | Existence,
allocation  of | improper allocation of | Validity,
credits and | payments to accounts | Accuracy

payments

could affect the aging of
the Accounts Receivable
and this would affect
management’s ability to
determine an effective
course of action for
handling the customer’s
account. For example,
sales to customers could
be blocked or the
customer may be sent to

a collection agency;
even though the
customer is not

outstanding on their
accounts.

Improper allocation of
payments to accounts
could also be an
indicator of fraud.
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could distort the current
ratio which could be part
of a debt covenant.

S Risk Implications Audit
No Objectives
7 Accounts If the aging of the | Valuation
Receivable is | Accounts Receivable is
not properly | not correct, then
aged. management may fail to
take action on overdue
accounts in a timely
manner and permit sales
to poor credit risks. Also,
the calculation of the
allowance for doubtful
accounts and bad debts
expense would be
affected.
8 A significant | The business could be | Presentation
percentage of | exposed to a
the combination of credit and
receivables is | liquidity risks if these
concentrated | large customers do not
in a few | pay their debts in time.
customers. Also, the company may
be deemed to be
economically dependent
on the identified
customers, and this may
need to be noted in the
financial statements.
9 Improper If a credit balance is | Presentation
classification classified as an AR
of amounts. instead of an AP, then it
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14.2.2 Potential Tests

The following audit tests are suggested for auditing an Accounts
Receivable system. However, the exact tests to be carried out for
a particular client will depend upon the system used and the data
available. Common tests include:

Mechanical Accuracy and Valuation

1.

Analysis

1.

Total the file. It often pays to separate debits and
credits.

Revalue foreign debts, if applicable.

Check transaction totals to the balance on each
account.

Profile debtors using Stratification to see the number
of large debts and what proportion of value is in the
larger items.

Produce an aged debt analysis. Consider how to deal
with unallocated cash and credit notes. IDEA, by
default, ages these on their date rather than allocating
against the oldest item or any other treatment. It is
often worthwhile to split the file into invoices,
unallocated cash, and so on using multiple extractions,
and then to age the individual files.

Exception Tests:- Existence and Valuation

1.
2.

Identify old items (i.e., more than three months old).

Identify large balances either in their own right or
compared to turnover.

Select accounts for which no movements have been
recorded in a set time.

Report credit balances.
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10.

Identify unmatched cash or credits.

Compare balances with credit limits and report
exceptions (i.e., accounts with balances in excess of
their credit limits or accounts with no credit limits etc.).

Test for items with invoice dates or numbers outside
the expected range.

Identify partial payments of debts.
Identify invalid transaction types.

Identify customer addresses that are “care of’ or
flagged not to be sent out.

Gaps and Duplicates

1.

Test for duplicate invoices (both invoice number and
customer/value).

Use duplicate exception testing for less obvious input
errors, such as the same vendor ID assigned to two
different vendor names, the same vendor name
assigned to two different vendor IDs, payment of the
same invoice number and amount to two different
vendors, and so on.

Matching and Comparison Tests

1.
2.

Sampling

Compare the balance on an account with its turnover.

Match the sales transactions to the customer master
information to identify sales to new or unauthorized
customers and those with exceeded credit limits.

Compare vendor ledger data to Accounts Payable for
possible contra accounts.

Select samples (random or specific) for functional testing and
confirmation (and produce confirmation letters).
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14.2.3 Accounts Receivable Fraud Tests

Teeming and Lading

In Teeming and Lading, (especially in Cash Collection centric
Business), the first lot of collections are defalcated by the
perpetrator. To avoid clear obvious notice of overdue, cash
collections from the subsequent customer are applied to the first
customer. In this systematic scheme of events, old invoices are
always shown/made up as clear/settled/paid and new invoices for
latest customers are always shown as overdue, even though they
have been paid.

In such cases, IDEA can be used to extract current bills for current
sales and current customers based on Stratified Random
Sampling (Materiality of the Sale). These customers can be called
by the Auditor (telephonically) to ascertain the balance in his
books for Debtor Confirmation. Any foul-play can be identified at
once through such a scheme of events unless there is a
systematic collusion between the Vendor and Customer.

Forced Fictitious Sales to meet Sales Targets

We all have encountered enormous flurry of activity in the Sales
Cell of an Entity towards each month end, quarter end, and year
end. It is a known fact that Sales are pushed over phone to secure
orders. These book orders are eventually accompanied by stock
movements within a few days, hence the order is accrued at the
period end and the targets are met.

However, we need to take care to to identify unusual sales
patterns at period ends which are counter-balanced by reversals in
ensuing period beginnings. These unusual trends can be identified
through the Field Statistics — Date Statistics in India. High number
of sales transactions / records which almost resemble one another
between say March 2007 and April 2007 need to be investigated,
especially when the transactions in April 2007 pertain to reversals
of March 2007 sales.
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Transactions at or Near Selling Limits

Selling limits are often referred to as the “trigger price”. As soon as
a pre-set limit is reached, the system automatically triggers some
form of action or examination.

The perpetrator's goal is simply to avoid the trigger price.
Generally trigger prices are so well known that they actually are
available as a ready reference policy for the sales team. It may be
common knowledge for the sales team that the sales limit is INR
50,000 for Customer A by Sales Agent B for Sector C. The fraud is
designed to stay under the trigger price.

This can be detected by employing Benford’'s Law of Digital
Analysis, which detects instances where the sale price is just
below the trigger price. The Benford Curve will reveal sharp,
striking indications of actual frequency occurrences in excess of
expected and upper tolerance frequency occurrences.

Another common scenario involves receipts for large sales over
several invoices. To close a sale, the customer may accommodate
this request. Look for transactions with the same customer that are
close to the trigger price. Comparing inventory records is also an
effective way to detect this. If three invoices are used to account
for the full amount, an inventory check will reveal only one set of
goods.

This can be accomplished by joining databases within IDEA to
establish in relational veracity.

14.2.4 Accounts Receivable: Sarbanes

Oxley Testing
Sarbanes- Requirement IDEA Test
Oxley Section
Section 302: | Review of | Use IDEA to
Corporate Financial summarize all detailed
Responsibility Transactions  of | financial transactions
for Financial | Significant for Accounts
Reports Accounts Receivable and agree
to General Ledger
Financial Use IDEA to re-age
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Transaction
Analysis

Accounts Receivable,
use the “Field
Statistics” feature to
identify and drill-down
to unusual financial
transactions.

Section 404:
Management

Assessment of
Internal Controls

Matching Controls

Use IDEA in Accounts
Receivable to verify the
matching of Sales
Invoices / Orders and
Stock Movements.

Cutoff Controls

Use IDEA to test Sales
Booking by extracting
all  Debtors created
before and after cutoff
dates to verify
inclusions and
exclusion in General
Ledger for the
accounting period.

Limit Controls

Use IDEA to extract all

receipts (sales,
customer payments,
incentives, Selling
Agent commission
checks, Annual Target
Bonuses) above

threshold limits for dual
approval authorizations.

Section 806:
Whistleblower
Protection

Protection of
Employees  who
provide evidence
of fraud.

Use IDEA to select a
sample of phone calls
and incidents from
Hotline database and
test the effectiveness of
the Anti-Fraud Hotline
program.
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Chapter 14.3
Inventory and IDEA

IDEA and the Inventory Process

14.3.0 Introduction

It is vital to establish that controls in Inventory processes are in
place and working. To see, for example, whether the client is
stocking material in excess of the maximum stocking limit, whether
obsolete inventory is being monitored and provisioned, and
whether inventory is being valued at the correct price. e.

CAATSs IDEA identify instances where controls are failing because
of actual data errors. . These factual cases serve well to build a
strong defense and back-up for the auditor to express opinions on
the processes.

IDEA can be applied to Inventory processes from an Internal
Audit, Statutory Audit and Forensic Review perspective. In this
chapter we show how IDEA can be applied to Accounts Payable
from a Sarbanes Oxley perspective.

Most of the tests within IDEA can be automated and scheduled,
which is the heart of Continuous Control Monitoring and Pre-Audit
of Inventory.

14.3.1 Potential Risks

The following table identifies the key risks, explains the business
and audit implication of each risk and the audit objectives that
could be addressed by audit tests.

S | Risk Implications Audit
No Objectives

1 Inventory is | Management will not | Accuracy,
not correctly | have accurate | Existence,
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S | Risk Implications Audit
No Objectives
recorded. information to manage | Validity
inventory (e.g.,
ordering) effectively.
Inventory could be
materially misstated on
the financial statements
2 Inventory Management may | Existence,
management | identify issues, but may | Validity,
reports have | not be able to “drill | Valuation
inadequate down” and identify the
supporting root cause of issues.
information. This, in turn, hampers
management’s ability to
make effective
decisions.
3 | Quantity  of | If too much inventory is | Valuation
inventory is | maintained, then there
not is an increased risk of
maintained obsolescence and
within the | additional storage costs
specified (i.e., for keeping the
range. inventory). If too little
inventory is maintained,
then the company will
not be able to meet the
customer demand.
4 Obsolete Management will not be | Valuation
inventory able to make proper
items are not | decisions on getting rid
identified. of obsolete items.
From an audit point of
view, obsolete items
may need to be re-
valued if the market
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S | Risk Implications Audit

No Objectives
price is less than their
cost.

5 | Differences Management will not | Existence,
between the | have reliable | Validity
physical information to make
inventory and | inventory management
the inventory | decisions. Also, it may
on the system | have a problem
are not | identifying shrinkages.
identified.

From an audit
perspective, the
inventory could be
materially misstated on
the financial
statements.

6 ltems are not | Financial statements, | Cut-off
recorded in | i.e., inventory and cost
the correct | of goods sold, could be
period. materially misstated.

7 | Gaps in | Inventory tags, | Completeness
sequentially transaction numbers
numbered and other information
documents may be missing and not
are not | accounted for. This
accounted would undermine the
for. control that is provided

by inventory tags.
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14.3.2 Potential Tests

The following tests are suggested for analyzing an inventory
system. However, the exact tests carried out for a particular client
will depend upon the system used and the data available.

Common tests include:

Mechanical Accuracy and Valuation

1.

Analysis
1.
2.

4.
5,

Total the file, providing sub-totals of the categories of
inventory.

Re-perform any calculations involved in arriving at the
final stock quantities and values.

Re-perform material and labor cost calculations on
assembled items.

Age inventory by date of receipt.

Compute the number of months each inventory item is
held, based on either sales or purchases. Produce a
summary of this information.

Stratify balances by value bands.
Analyze gross profit.

Analyze price adjustment transactions.

Exception Tests: Existence and Valuation

1.

Identify total inventory held in excess of maximum and
minimum inventory levels.

Identify total obsolete or damaged inventory (identified
as such in the database).

Identify balances in excess of a reasonable usage
period that are probably obsolete.
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4.

Identify items past their shelf life (if a sell by date or
bought date is present on the system).

Identify any items with excessive or negligible selling or
cost prices.

Identify differences arising from physical stock counts.

Test for movements with dates or reference numbers
not in the correct period (cut-off).

Identify balances that include unusual items (i.e.,
adjustments).

Identify work in progress that has been open for an
unreasonable period.

10. Identify inventory acquired from group companies.

Gaps and Duplicates

1.
2.
3.

Test for missing inventory ticket numbers.
Test for missing transaction numbers.

Identify duplicate inventory items.

Matching and Comparison Tests

1.

Compare files at two dates to identify new or deleted
inventory lines or  significant fluctuations in cost or
selling price.

Compare cost and selling price and identify items
where cost exceeds net realizable value.

Compare holdings and inventory turnover per product
between stores.

14.3.3 Inventory Fraud Tests

Fraudulent inventory valuations

In certain industries, Finished Goods inventory can be divided into
two main classes: For Sale and For Samples / Gifts / Testing.
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The inventory held for sale is correctly valued at net realizable
value. Fraudsters often inflate inventory valuations for inventory
held for Samples / Gifts / Testing.

Now as a common practice inventory held for Samples / Gifts /
Testing, are valued at minimum system recognizable value like
INR 1.00.

The antithesis of the Benford Law may be applied here to test
unexpected frequency counts at Digits other than 1 for inventory
held for Samples / Gifts / Testing. If the entity is deliberately
overstating, such inventory will show up on the Benford Curve for
further examination and interrogation.

14.3.4 Inventory: Sarbanes Oxley Testing

Sarbanes-Oxley | Requirement IDEA Test

Section

Section 302: | Review of Financial | Use IDEA to
Corporate Transactions of | summarize all
Responsibility for | Significant detailed financial
Financial Reports | Accounts transactions for

Inventory and agree
to General Ledger

Financial Use IDEA to re-age
Transaction Inventory, use the
Analysis “Field Statistics”

feature to identify
and drill-down to
unusual financial
transactions.

Section 404: | Matching Controls | Use IDEA in

Management Inventory to verify the

Assessment  of matching of

Internal Controls Purchase Orders,
Invoices and
Receivers.
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Cut off Controls

Use IDEA to test
inventory booking by
extracting all receipt
transactions  before
and after cut off
dates to verify
inclusions and
exclusion in General
Ledger for the
accounting period.

Limit Controls

Use IDEA to extract
all inventory holdings
above inventory
control limits for dual
approval
authorizations.

Whistleblower
Protection

Section 806:

Protection of
Employees who
provide evidence of
Fraud.

Use IDEA to select a
sample of phone
calls and incidents
from Hotline
database to ascertain
the effectiveness of
the Anti-Fraud
Hotline program.
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Chapter 14.4
Payroll and IDEA

IDEA and the Payroll Process
14.4.0 Introduction

It is vital to establish that controls in Payroll processes are in place
and working.. For example, to find whether an employee is entitled
to a specific location allowance, whether the head-count analysis
for a month-on-month basis matches, and whether different
employees have the same bank account number for salary credit. .

CAATs —IDEA help us identify instances where controls are failing
because of data errors. These factual cases serve well in building
a strong defense and back-up for the auditor to express opinions
on the processes.

IDEA can be applied to Payroll processes from an Internal Audit,
and Forensic Review perspective. In this chapter we show how
IDEA can be applied to Accounts Receivable from a Sarbanes
Oxley perspective.

Most of the tests within IDEA can be automated and scheduled,
which is the heart of Continuous Control Monitoring and Pre-Audit
of Payroll. Cyclical audits for the same division payroll or for the
same company across multiple locations can be automated.

Payroll tests essentially focus on ELIGIBILITY, ACCURACY
and CONSISTENCY of payment of allowances and credit of
deductions.

14.4.1 Payroll — Control Risk Perspective

Payroll auditing is an excellent application of IDEA. The main
objective is validity and accuracy by testing the existence of
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employees and their correct pay. There are many regulations and
taxes associated with payroll and compliance with these can be
checked. Privacy concerns may limit our testing.

Analysis

Summarize and stratify salaries by department/grade, etc

Profile employee ages/years of service to assist in forward
planning

Analyze costs for special pay, overtime, premiums, etc

Summarize payroll distribution for reconciliation to general
ledger

Summarize and compare costs for special pay, overtime,
premium, etc

Calculations

Total gross pay, net pay, deductions and any other value
fields

Check calculation of gross pay

Check calculation of net pay

Exception Tests

Extract all payroll checks where the gross amount exceeds
the set amount

Reasonableness of:

Tax rates

Pay/grade comparison
Hours worked
Overtime claimed

Sick leave taken
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Holiday taken

Date of birth (under 18, over 60 years of age)

Identify bonuses and other allowances

Report activity on records for new or terminated employees

Find changes in key payroll data, such as gross pay, hourly
rates, salary amounts, exemptions, etc

Identify records with missing information (National
Insurance number/Social Security number, tax code,
employee number etc)

Gaps and Duplicates

Duplicate employees (Social Insurance, National
Insurance, Social Security numbers, Employee numbers,
addresses) on payroll file

Duplicate bank account details

Duplicate names and dates of birth

Matching and Comparing

Comparison of payroll file at two dates to determine
recorded starters and leavers, (hires and terminations) and
changes in pay, etc, are as expected

Join payroll transactions file, to payroll master to determine
if there are "ghost" employees on the payroll

Compare time-card entries and pay to payroll and indicate
variances

Compare vendor addresses/phone numbers and employee
addresses/phone numbers to identify conflict of interests
(e.g. postcodes, phone numbers)

Sampling

Most sampling options apply
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14.4.2 Payroll Fraud Tests

A representation of typical fraud tests with regard to Payroll is as
follows:

e Employees having the same First Name and Last Name

e Employees having the same First Name, Last Name and
Bank Account Number.

e Employees having a different First Name, Last Name but
having the same Bank Account for Salary Credit

e Employees having similar sounding Names (De-Dup Tests
using Soundex Functions)

e Payments to Employees after they have left the Entity

e Payments to Employees who are not on the Employees
Master List

¢ Overtime payments to Employees when normal hours have
been worked.

e Payments of Location Allowances to Employees who are
not entitled to them.

e Payment of Grade Allowances to Employees whose
Grade does not permit it .

e Payment of both Asset Maintenance Expenses and Asset
Maintenance Fixed Allowance like Vehicle Allowances
when the Entity Policy allows only one.

14.4.3 Payroll : Sarbanes Oxley Testing

Sarbanes- | Requirement IDEA Test
Oxley
Section

Section 302: | Review of Financial | Use IDEA to summarize
Corporate Transactions of | all detailed financial
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Responsibility
for Financial
Reports

Significant
Accounts

transactions for Payroll
Heads of Allowances and
Deductions from the Pay
Ledgers and agree to
General Ledger

Financial
Transaction
Analysis

Use IDEA to analyse Pay
Ledgers by Age, Salary,
and Demographics for
cases of attrition. Use the
“Field Statistics” feature
to identify and drill-down
to unusual payroll
indicators.

Section 404:
Management
Assessment
of Internal
Controls

Matching Controls

Use IDEA in Payroll to
match Pay Ledger with
Payroll masters to test
for unauthorised
payments.

Cutoff Controls

Use IDEA to test for
unentitled arrear
payments or leave
without pay returns to
employees out of due
periods for payment.

Limit Controls

Use IDEA to test for Net
Pay out of Salary
Ranges in line with
Employee Grades.

Section 806:
Whistleblower
Protection

Protection of
Employees who
provide evidence of
Fraud.

Use IDEA to select a
sample of phone calls
and incidents from
Hotline  database to
ascertain the
effectiveness of the Anti-

Fraud Hotline program.
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Chapter 14.5

Computer IT Security and
IDEA

IDEA and the Computer IT Security Process
14.5.0 Introduction

It is vital to establish that controls in the IT/IS processes are in
place and working. For example, to find out whether out of office
hour internet access is possible, prohibited web-site internet
access is possible, data back-ups are taken as per the scheduled
frequency, virus updates are received regularly, and scans are
conducted periodically. .

CAATs —IDEA identifies instances where controls are failing
because of data errors. . These factual cases serve well in building
a strong defense and back-up for the auditor to express opinions
on the processes.

IDEA can be applied to the Computer IT Security process from a
Systems Audit perspective of testing, operating,( and
environmental controls?) at any location.

Most of the tests within IDEA can be automated and scheduled,
which is the heart of Continuous Control Monitoring and Pre-Audit
of IT Security.

The main tenet of tests within IDEA for IT Security is
availability, confidentiality, compliance and integrity of IT
processes. IDEA can be used as a vital facilitator for
detecting non-compliance with the Information Technology
Act in India.
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14.5.1 Potential Tests
System Logs

When auditing system logs, we may wish to:
e List:

o Accesses outside standard office hours or during
holiday/sick leave

o All users with their normal computers
o All computers with their normal users
o Users on unusual computers

e Identify users, particularly those with supervisory rights,
who are logged in for a long period of time.

e Analyze by user identify those with higher use than might
reasonably be expected.

e Summarize by network address to identify.

e Summarize charges by user to determine resource
utilization.

e Analyze utilization by period, such as daily, weekly, and
monthly, to show historical trends.

File Lists

When performing auditing tests in regards to computer security,
we may :

e List duplicate names (both software for multiple copies and
data where there is a risk of accidental deletion).

e Identify old files.
e Analyze by directory.
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e Analyze file size by owner.

o Identify last access dates for old files.

e Analyze file type (by file name extension).

e Identify all files without an owner, such as where user
accounts have been removed from the system.

e Test for .com, .exe or .bat files in areas where there should
not be programs. DOS/Windows systems.

Access Rights

In regards to access rights, we might audit:

e Lists of:

(0]

(0]

Accounts with passwords not set or not required for
access

Group memberships

e Accounts with:

(0]

Short access passwords (less than the
recommended six characters)

No activity in the last six months
Access to key directories
Supervisor status

Equivalence to users with high level access, such
as supervisory equivalence

e Aging of password changes

E-mail Logs

E-mail logs generally contain information such as the sender and
recipient address, subject title, date and time of transmission, size
of file, service provider etc. Ensure the organization has a
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published policy related to employee use of e-mail before
undertaking any of these tests.

Common tests include:

Total length of time spent on e-mails (receiving and
responding) by organization as a whole, by individuals, by
month

Analysis of internal and external e-mails

Summarizing by service providers

Summarizing number of e-mails by an employee
Isolating, summarizing and examinining personal e-mails

Stratifying time and examining any unusual activity e.g.
lunchtime, weekends, bank holidays

Stratifying by size of files
Analyzing file attachments, by size, by type

Analyzing incoming e-mails, identify common domain
addresses

Calculating length of time individuals spent on e-mail in a
given time period, sort in order

Matching with the list of employees and extract any e-mails
that are sent by invalid employees

Analyzing any dormant accounts

Identifying non-work related e-mails by searching for
specific words in the subject title e.g. weekend Auditing E-
mail Logs

Firewalls

Many organizations implement a range of controls, including
installing sophisticated firewalls to eliminate the risk of
unauthorized access to their networks, especially via the Internet.
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Firewall logs record all incoming and outgoing transmissions on a
network and it is not unusual to record hundreds of thousands of
activities in a single day. IDEA can be used to analyze the logs,
identifying trends and exceptional items to follow up.

Firewalls generally contain information like the source and
destination |IP address, date and time of admission, action by the
firewall on receipt of transmission, the service type and the service
port accessed.

Common tests include:

e Summarizing the type of service being requested or being
used

e Identifying the most common IP addresses attempting
access to the network

e Summarizing actions upon connection, i.e. control, accept
or drop

e Analyzing trends to determine the most common access
times and identifying requests at unusual times

e Extracting all dropped transmissions

o |dentifying potential attacks by looking for a pre-defined
sequence of port scans e.g. SATAN, ISS attacks or
searches for ports which can be used
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Chapter 15

Tally Accounting System and
IDEA

IDEA and the Accounts Payables Process

15.0 Introduction

IDEA, like every other CAAT, can easily connect to an open data
source. In fact, the precondition for the use of CAATSs like IDEA is
that there is an open unencrypted data source available for
interaction.

In Tally Accounting System the data source is housed in the Tally
Vault and hence protected. Direct interaction between IDEA and
Tally Data Tables has not been established yet. In the given
situation, IDEA interacts with reports from Tally. This is an
established and well-recognized approach.

HereAccount Ledger views (Display) are generated through the
Balance Sheet and / or Profit and Loss Account option in Tally.
These views are converted into a columnar representation, similar
to an analytical Day Book view. Instead of printing out these
columnar views, the view is exported to a File Format through the
F12 command (for instance). The view can be saved as an ASCII,
TXT, CSV, PRN, XML data format based on the need of the user.
These formats can then in turn be imported through the relevant
option in IDEA’s import assistant.

In the case study to follow, we have imported an ASCII data file
format.

15.1 Import of a Tally 9 Data File

“The auditor entered the Expense Group of the Profit and
Loss Account within Tally 9 for his client. He set the
account period using the FZ2 option within Tally and



Data Analysis for Auditors—Practical Case studies

generated a display of direct and indirect expenses. He
then entered into direct expenses and generated a display
of payments made towards manufacturing for the period
01.04.07 to 31.03.08. The expenses were displayed in a
columnar ledger view with specific flags enabled for
narrations and daily balances. Subsequently, the “Print to
File” command was employed to capture the ledger display
as an ASCII/ SDF file.

Steps used to import the Tally Data are

15.1.1 Click the Import Assistant button to display the Import
Assistant dialog box.

15.1.2 Select the ASCII or EBCDIC (Text) option from the Import
Assistant.

@ Sk ek Tiansachirs
B S amphe-Cutonmets
5 b el Sabee ey
S ample Emlopees
5 aimpedrmveriony » tndiees
@ Somple Payments Pint Repott and Adsbe PFOF
@ SanpeSakes Repreverd... SAPAAS
@ Sanpls Supplees L (O
sl Weblog
Erber nr benwsn b B inpus deta Tin
Computra jocatiorr |
File e | Coiprogram Fes\IDER ¥ 7. Hsamplest B
Tipliorsl defindion i | &
[ ] [Ccaneat ] [ e ]
oo |
FE Feunning Tasks | 4 To-Da List | ) Seorch Rosks | 4 Canchasions
For Help, peess F1 ‘Wintldng Frdder: ©<Prngram Fles|IDEA ¥ 7.3 Sampins. itk Spaces 11,56 GR

+4 start CAATS tok, gl e 15 - s and Taly &

15.1.3 Click the browse button by the side of File name and
select the file from the designated location on the
computer.

306



Tally Accounting System and IDEA

B saiedank liansactors
B S ample-Cuthomess il
@ SipheOslain Sais Select File Thms
Samele Emplopees. .
@ Sanpledrmveriory Lovk i1 | 23 Sonuce Fies v oF e m-
@ Sarple Pogments 5
W S anpie S sles Repevend. 3 e trarmactions Password Protected (2] Accpay
@ Sample Supples _& 5] 58 transaibons Password Protected 1 [£] Copy of Travel
W sarciewebisg MyHecent 5] Suppler ] Curstomes
Diecumerts Ik_{ﬂammm [af=">
réﬂmmﬁu [Z] Jarnsery 2002 Purchemes
Ca Tabbe OF Contes, 2] 3arusary 2003 Purchases
Drskiop ] revel Case Study Equations [2] sales
[Shimvrst pen
(7 print o, pen
| | Blrepurt.pm
My 1 Travvnl, Repcet.orn
Dot e
RN
o
My Compurer B) i
i Ed
File name: 1 i o1 I Dpen ]
My Nelwork, Fies of hpet | P ) - [ concal
< | >
| BB unring Tasks | i To-DaList | ) Seaech Resuks | (& Conchssons

For Help, press F1 ‘Winrkng Folder: Ce|Prngram Fles|IDEA ¥ 7.3\ Samplns Ditsk Space: 11,86 GB

15.1.4 Click Open and then Next.

15.1.5 IDEA scans the tally file and recognizes it to be a Fixed
Length ASCII file.

(SDF files are “Fixed length ASCII” files)

11 this is 10l Conect, Gnate selact e comect e [ipe.

3 Debimind
(&) Fiued Lorgrhy
3 EREDIC Fowd Lavigthy

P TP PP PR P PPV [ P PP YT PR PR YR =

T ERFORTS
S arple wWetiog 2 20050301 FTALLEOM

3 05030 LEHEE AMBAL

4

3

[

7

n

3

n

il

iF]

) | . |

| B g Tasks | |3 Fo-Da Lk | [ Search Rnsults | @l Conchasions.
For Haln, prass ek Pokders C:\Prooram Plss|IDEA ¥ 7. T Samsies Dk Snacns 11,56 GI
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15.1.6 IDEA scans the record length of the source file and, by
default, determines the filerecord length. In the case under
demonstration it is 108.

L IDEA - [ >
Pe View Sareing Tools Mep
PRE- R IR O

e
ili}la g o

Speciy Record Length

Import Assistant

=L R

Py
&
»

< |

| 55 Punreng Taska | | ) To-Do Let | 5] Ssarch Resukts | 4 Conchaions
Por Haly, pross £ \Wonking Pokder: C:1Program PlsslIDEA ¥ 7.3\ Samgins Dk Space: 11,86 GO

15.1.7 Click Next

15.1.8IDEA automatically places Field Separator Lines at the
points where each logical field ends and the next begins. This at
times requires to be changed to ensure that all logical units of data
(Fields) get correctly selected/ imported and properly formatted.

o IDER 1= [ >
Pe e Sarghng  Tods  Helo
[p i Ber Roc || E 50 e g LR T 2D

L o -

Import Assistant - Specify Fleld Dalinoators

e
‘_'I_‘[E_"Jj‘?" -

& Hame
Sangle fdbicson
T
e o Ty o Ter EREATE a finkd e - bk th mosase o the dessed posison
2 arrple D indedd S abes Toa FEEMOVE  fiokd e+ douite: Ghck. the om0 he fekd be Cokmn
SampleE Tes MOVE a likd e - ssbosct e che o fikd e anl s e st
8 Sample irerion
@ Sarmpie.
[y a—— 1 E
Sample Suppben i1 GE0I0L[FRACHT EXFORTS dend —3697, 80
S arple wWetiog 2 05030 ETALLION INTERNIcn -42820, 00
3 02030LSHEE AMBAL KNITIen -343.00
i 0%030LSREE AWBAL ENITIznil ~zasa, 00
3 030I0LEREE ARBAL ENITIcnd -114,00
[ 05030 USHEE AMBAL KNITIen ~3786, 00
7 Ehosoaoisnee amBAL kNITIEnR) -s07.00
() FEOSDI0LSREE AMBAL KNITdznl 5509, 00
3 Foosoaofeasn Pym -680, 00
n Ehosoaoeans [ -386.00
1 EXPORTS 3zn]]
12 SPOS0I0SUDNADEL FABRICIEn ] =
= .
[_cBock J[_Hems | [ cancet | [ _Heb ]
8 i i
5, g Tasks | |3 To-Da Lt | ) Samch Rnsults | 43 Conchaons
For Heln, prass F1 ‘wiorbing Polder s C:1PYooram PisslIDER ¥ 7. T\ Ssrmgies Dusk Space: 11,56 GO
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15.1.9Insert field separators at the end of each field by clicking the
cursor in the data content screen once at the required point.

To remove an unwanted field, click the mouse point twice over the
unwanted line.

To move a field line place the mouse point on the select line,
keeping the left button of the mouse pressed, and drag the line to
the point of choice.

Sarmple Ao aton
Sample-fl sk Transacions
£ drvpia Cisoment T CREATE o faskd b ol th mosave o e dessmd possorn.
S arrile Do 5 sl T2 FHEMOVE  fmkd e - it chck the mouss on the feid bne
b ot o T MOVEE  liokd b - ssbect e cesind finld b anl sy the mous.
Samele irrverin
Samgle Fament
@ S arn S ales Plopimsard [ 1 a0 i
Sairple Supphen i [~ Eo0s0a01[FRACHT EXFORTS fxnl  -3&87,80
Sample Wbl F Loosoaoll
3 Looseao
4 koosoaol
[ Laosoao
6 Loososoy
¥ Loosoaoy
[ lsREe AmBAL kwripe
i) e
n e ¥
] oosoa0fPRACHT ExFORTS
12 FABRICP R
€
£ | ﬁ
05 Punneng Tasks | ) To-Da Lst | (5 Seach Results | i Conchusons.

Pow ek, pross B i Fokdars Ci\Program Fles|IDEA V 7. T Samles sk Space: 11,56 GO

15.1.10 After giving the field line breaks, click Next.

15.1.11 Now enter the Field Names.

15.1.12 We have an option of not importing any field. Click Do
not import this field in the check box.
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=] D ot et this skl - s

@ S ample S ales Hapiesert
ool « > comaris
Sample W pblory DAIT.

|||||||

xxxxxxx
;;;;;;;;;

----------

P PR

|

< »
S35 Running Tadks | ) To-Do Lt | (5, Sawch Ragults | i Conchuione
For Halp, prass P ‘inrking Pokders CoIProgram Fles|IDEA ¥ 7.7\ Sampies. Dbek Space: 13,58 GBI

15.1.13 Then click each field heading, enter the field name, type
and description.

15.1.14 For example, for the first field the name is Date, type is
Date and Date Mask is YYYYMMDD, in line with the actual view of
the date data in the data content section.

15.1.15 Define all the fields as per the following File Layout

Field Name Field Type Remarks

Date Date Mask YYYYMMDD
Vendor Character

TXN TYPE Character

DEBIT Numeric

CREDIT Numeric

AC HEAD Character

BALANCE Character

15.1.16 We may create additional fields over and above the
existing fields at this stage.
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But in this presentation we will not create any additional fields.
Just Click Next.

[ cpock || Wews | [ Cancel | [ Hep |

£ | ¥

| Eifumng Tasks | 2 To Dot | [ Search Resuks | @ Conchons
Foor Help, penss F1 ‘Wintking Fodder: CelPrnoram FleslDEA ¥ 7.3 Sampins. Dot Space: 11.56 GR

15.1.17 In the final screen enter the file name SDF Import and
click Finish

452,000 41| > qet [0 7] | gl O]

ot - Spocily EA File Hame

Working desthory  C\Piogram FlestIDEA V 7. 58 amplas’,
How waoniid yous s o wise this caka in IDEAT

0 Lk, - S ek, space and use this clata e,
53 st « IEXEA s Faher v a e i vgoested.

(] Gomnennte ekt statistics
[Z] Ermate & incoid mumbe: fmid
Sarve socoed defirstion a3 | C1Program FisslIDEA ¥ 7.3 Semplesscffioadeth 1=

Daatabsaa name | sllimsduicth

L
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15.1.18 Once imported, the file looks like what is shown below:
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15.2 Analysis of Tally 9 Data in IDEA
15.2.1 Extract Cash Payments

Go to Data — Extractions — Direct Extraction
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This will open the Extract to File (s) dialog box.

Enter the File Name Cash Payments

312



Tally Accounting System and IDEA

Click the CRITERIA button to the right of the File Name
This will open the Equation Editor.

In the Equation Editor, write the Equation
VENDOR="CASH”. AND. TXN_TYPE="Pymt”

Enter the words VENDOR and TXN_TYPE by entering the first
letters of the words in the Equation Box. The Field names appear
before us, , then select the same and press enter. Enter CASH
and Pymt in “ “ since they are Character fields. Enter these words
by hand. Enter AND by clicking the button AND in the Equation
keypad in the Equation Editor.

CoDEA-sdifbemdwidih |- ® ™
Flo Edt Wow Dota Anshsis  Sampbig  Took Wik  Help

»
L

Click the Green Check button for Validate and Exit the Equation.

Then Click OK in the Extract to file (s) dialog box.

We will get a list of 28 Cash Payments, as can be seen below,
which will serve as the basis for further tests to follow.
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Gk IDEA - Cash Payments
Fle Bt View Data  Anabss  Samplog  Took  Window  Help

[ =8 E= Fre| A B 64 fds S (D w0 (RO 000 ] oF G 7 L] ed ] B¢ S BREEST 7 @,

ke Dplorar " @ sk foncuick- i Cosh Payments - % | Froperties e
Li[EE| e P e DATE | FAYED [Tvel | oomr | chioir | oxemnsa | i babus
[ [amjao0s — cag Tyt 00,00 TRISEL T I L] 7 o
[Efaryeoos  casH Pymt 36600 PROCUCTION EXPE
_— 3 la/m/eo0s  casH Pymt 585,00 PROCUCTION EXPE - oy
4 Jajo/a005  catH Pymt 70,00 PROCUCTIEN D3P0 ek Statsries
AMame [5|3/10/2005 cas PROCUCTION THPE )
@ Sanple Autbizaon 6_|a/10/z005 CasH BLEACHING & DVE
G Sanrgle Bk Tuwnsactioes T/12i7005 Cag FROCUCTION EXPE - R
. . i |arssoos cas ORI WINDING &
[8_|are/zoos casH PROCUCTION EXPE  Rosuks
1013/20/2005 CASH CONE WINDI
[ arzzioos cam FROCLICTION CXP1 =
[z (1262005 casi PROCUCTION THPE LT ko
1313/31/2005 CasH PROCUCTION EXPE & o index
18 13/31/Z005  CagH FROCUCTION EXPE
[Earnzoos case FROCUCTION DXPA e
[ela/azo0s casH PROCUCTION EXPE T
1713/31/2005 CasH PROCUCTION EXPE & Add comment
[ir|aranzoos cas FROCUCTION EXP0
[oaa1/2005 casi PROCUCTION T¥PE
20(3/31/2005 CasH WASES
21 ]ynmoms casn CONE WINDING i
Salaangaoos cam APERINTICE -
23 (3/31/2005 CasH Wa
24]a/31/z005 cash Pymt  -2418.00 PRODCUCTION EXPE
Z=larangaoos came Pymt 00,00 LEACHING & Ve
26[1/31/2005 CAmH Pymt  -1505.00 SCREEN PRINTING
27]a/31/z005 CasH Pymt  -730.00 ELEACHING & DVE
|y s casn Fymt 200,00 FROCUCTION EXPE
< >
53 Running Tasks | |31 To-Da Lit | i) Seaech Rasuks | 4 Conchasions
For Halp, prass £3 \orking Folder: C:\Program Fees\IDEA v 7_TiSamples  Humber of Records: 28 Dik Space: 11,56 G

<4 start B CAATS Book. nts T 15 - BEA and Taly A L

15.2.2 Identify Cash Payments made on
Sunday(S?) which is the Company
Weekly Off

Go to Data — Extractions — Direct Extraction

Enter the File Name Sunday Payments in the Extract to File (s)
dialog box.

Click the Criteria button to open the Equation Editor.
In the Equation Editor write the function
@dow(date)=1

Enter the @ function - @dow by pressing shift @ in the Equation
box. This will bring up a list of all @ functions. Now enter dow, and
we will get to view the function @ dow.

Press enter, open bracket enter d, select date as the field on the
basis of which we have to run the @ dow function, close bracket
and enter = 1.

This function will extract all cash payments made on Sunday,
since Sunday is 1 within IDEA.
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i IBEA - Cash Payments
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Click the Green Check sign in the Equation Editor to Validate and
Exit the Equation Editor.

The function gives one instance of cash payment made on a
Sunday.

This case needs to be taken up for investigation with the Accounts
section.

Gk IDEA - Sunday Payments
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Close the file Sunday Payments and open Cash Payments from
the File Explorer.

15.2.3 Identify the most expensive Cash
Payment Expense Head

Go to Analysis — Field Summarization — Quick
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This will open the Summarization dialog box.

Select the Summarization Field as EXPENSE from the drop down
list of active fields

Select the Fields to Summarize as Debit from the drop down list of
active fields.
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- IDEA - Cash Paymants
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Click OK

The summarization gives a tab result in the file Cash Payments
listing the Account Head, number of records for each payment and
the sum total value.
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Double click the field-heading DEBIT. The field gets sorted on
ascending basis and reveals the most expensive cash payment
head: Wages Rs. 500500.

U IDEA - Expense Summary
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If we click the number of records field cell in NO_OF_ RECS for
Wages i.e. 2, it will give us a detailed listing of cash payments to
workers.

A closer scrutiny reveals that these cash payments exceed Rs.
20000 under the Tax Audit rules. However, these entries are
single combined entries.

Ask the Accountant for detailed listing of wage payments in cash
to identify inadmissible payments under the Tax Audit Code for
single transaction cash payments.
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Chapter 16

Fraud Investigation using IDEA
Or

Using IDEA for Investigating
Frauds

16.0 Introduction

The degree of automation in the typical business environment has
led to an increase in the complexity of internal control systems.
Technological advances in distributed processing, worldwide
networking, and remote access to corporate systems, for example,
increase organizations’ vulnerability to control breaches and
present new challenges for the internal auditor. The impact of such
technology on forensic audit practices is especially significant.

A recent study by the Association of Certified Fraud Examiners
indicates that financial losses due to fraud in the United States
amounted to a staggering $400 billion in recent years. As more
business operations use computerized information, more fraud is
committed via computer assisted means. The technology that
enables this type of fraud, however, also provides auditors with
more sophisticated weapons to fight it. In fact, fraud detection is
an ideal application for computer assisted audit techniques
(CAATSs). In recent years, analytical techniques have become not
only more powerful but also more widely used by auditors for
forensic investigation.

CAATSs enable investigators to obtain a quick overview of business
operations, develop an understanding of the relationships among
various data elements, and drill down into the details of specific
areas of interest. A systematic approach to fraud investigation that
involves the identification of unusual activity with the aid of CAATS,
including the use of digital analysis techniques such as Benford's
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Law, can help to ensure that corrupt activity within an organization
does not go undetected.

IDENTIFYING FRAUD WITH CAATS

While it does not "take one to know one" with regard to fraud
investigation, auditors seeking to detect fraud would certainly want
to know what it looks like. This requires auditors to recognize the
tell-tale evidence of fraud and to understand how the data they
obtain can be used to verify whether or not a fraudulent act has
been committed. Data analysis software can assist by highlighting
transactions that contain the characteristics often associated with
fraudulent activity. Internal auditors can review millions of
transactions, including data from previous years or multiple
locations, and probe anomalies by analyzing information across
databases. Auditors should begin their analysis by pinpointing hot
spots and then searching for patterns among the data.

LOOKING FOR SYMPTOMS Data analysis programs feature
many commands that review records for fraud symptoms, such as
the existence of duplicate transactions, missing transactions, and
other anomalies. Examples of applications for these types of
functions include:

e Comparing employee addresses with vendor addresses to
identify employees who are also vendors.

e Searching for duplicate check numbers to find photocopies
of company checks.

e Scanning the list of vendors to identify those with post
office boxes for addresses. These records can be easily
extracted from the vendor file for further follow-up to
ensure they represent legitimate vendors.

e Analyzing the sequence of all transactions to identify
missing checks or invoices.

e Identifying all vendor companies that have more than one
vendor code or more than one mailing address. Such
listings may represent "phantom" vendors, which exist for
the sole purpose of stealing payments from companies.
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e Finding several vendors with the same mailing address.
These records may also signal phantom vendors.

Investigators can narrow their search for symptoms by forming
hypotheses about the data and then testing them with CAATSs. For
example, an auditor could reasonably assume that each employee
in the organization receives only one paycheck per pay period.
Using CAATSs to search for duplicate records in a single pay period
would quickly test the validity of the assumption by highlighting all
instances where employees received more than one paycheck. If
the assumption is correct, the existence of employees receiving
two or more paychecks may indicate fraud. If the assumption is
invalid, some employees may receive a separate check for
overtime in addition to their regular salary. For instance, the
auditor can then form a revised hypothesis that each employee
should receive only one paycheck for regular hours per pay
period. The database search would then be revised on the basis
of this new assumption.

CAATs can also help to reveal fraud symptoms that may be
elusive because the evidence is spread across separate
databases. For example, reviewing data from the accounts
payable file may identify a trend in the expenditures to a particular
vendor that seems unusual, but not necessarily indicative of fraud.
Combining the accounts payable data with information from the
contracting database, however, may reveal that all contracts with
the vendor in question were raised by one contracting officer. This
type of relationship among the data would indicate the possibility
of a fraudulent activity, such as kickbacks received by the officer
from the vendor. Conducting a search of this type would be
impractical, even impossible with either sampling techniques or
other manual methods of investigation.

PATTERNS OF FRAUD Experience and training in electronic
fraud investigation enables auditors to recognize and identify data
patterns that may be associated with fraud. Patterns such as
negative entries in an inventory-received field, voided transactions
followed by a "no sale," or a high percentage of returned items
may indicate of fraudulent activity.

As investigators become more familiar with the characteristics of
suspicious patterns, they can develop sets of predefined criteria,
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and transactions meeting these criteria can trigger automatic
investigations. In other words, auditors can use CAATSs to create a
"fraud profile," which functions as a template for future audits. The
template may also be used to monitor transactions on an ongoing
basis, thereby functioning as a continuous tracking device to flag
any suspicious activity, as soon as it appears in the database. This
technique can serve as an instrumental means of reducing the
number of losses attributed to fraudulent acts. For instance, a
timely review of credit card transactions can identify unusual
spending patterns that might represent the symptom of a stolen
credit card. Continuous monitoring for suspicious patterns allows
auditors to catch fraud early, before serious damage can occur.

16.1 Benford’s Law of Digital Analysis
16.1.1 Evolution of the Law & its Concept

Frank Benford was a physicist at GE Research Laboratories in
the 1920s. He noted that the first parts of the log table books
were more worn than the back parts. The first pages contain
logs of numbers with low first digits. The first digit is the left-
most digit in a number.

Benford collected data from 20 lists of numbers totaling 20,229
observations. He found that the first digit of 1 occurred 31
percent of the time. Using integral calculus, he calculated the
expected digit frequencies that are now known as “Benford’s
Law”. It took him six years to perform his analysis and develop
his law of expected digit frequencies.

The Benford’s Law task in IDEA can provide a valuable
reasonableness test for large data sets. IDEA only tests items
with numbers over 10.00. Number sets with less than four digits
tend to have more skewed distributions and do not conform to
Benford’s Law. Positive and negative numbers are analyzed
separately. This is because abnormal behavior patterns for
positive numbers are very different from those for negative
numbers.
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16.1.2 Application to Data Mining

The application of Digital Analysis and the Benford Module is also
permissible in the framework of Data Mining where certain
distinctive facts in a data supply are measured against the
personal expectations of the user and interpreted according to
them. In this case it is not necessary that the data to be analyzed
create a Benford Set. In fact, it is permissible under these
circumstances to analyze the numerical distribution of the leading
digits of each data quantity and to interpret it independent of
Benford’s Law.

16.1.3 Assumptions of Benford’s Law
Geometrical Series

The mathematical pre-condition for the examination of a
data supply based on Benford’s Law is that the data supply
is based on a geometrical series (thus, it is presented as a
Benford Set). In reality this condition is rarely met.
Experience, however, confirms that data must only
partially meet this condition, i.e., the constant increase,
percentage-wise of an element compared to the
predecessor must only be met partially. Otherwise, this
would mean that no number may occur twice, which is
quite improbable in the case of business data supplies.
However, the pre-condition is that there is at least a
“‘geometrical tendency”.

Description of the same object

The data must describe the same phenomenon. Examples
are:

= The population of cities
= The surface of lakes
= The height of mountains

= The market value of companies quoted on the
NYSE
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= The daily sales volume of companies quoted on
the Stock Exchange

= The sales figures of companies

Unlimited data space (non-existence of minima and
maxima)

The data must not be limited by artificial minima or
maxima. A limitation to exclusively positive numbers
(excluding 0) is permissible as long as the figures to be
analyzed do not move within a certain limited range. This
applies, for example, to price data (e.g., the price of a case
of beer will generally always range between 15 and 20
dollars) or fluctuations in temperature between night and
day.

No systematic data structure

The data must not consist of numbers following a pre-
defined system, such as account numbers, telephone
numbers, and social security numbers. Such numbers
show numerical patterns that refer to the intentions of the
producer of the number system rather than to the actual
object size, represented by the number (e.g., a telephone
number starting with 9 does not mean that this person
possesses a bigger telephone).

16.1.4 Statistical Explanations for the Law

Basically, data complies best with Benford’s Law if it meets
the rules mentioned above, namely that the data consists
of large numbers with up to 4 digits and the analysis is
based on a sufficiently large data supply. A large data
supply is necessary to come as close to the expected
numerical frequencies as possible. For example, the
expected frequency of the digit 9 in any data supply is
0.0457. If the data supply consists of only 100 numbers,
the numbers which have a 9 as their first digit may be 5%
of the data supply. Thus in the case of a small data supply,
there may be an over-proportional deviation from Benford’s
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Law. In large data supplies, the numerical distribution is
increasingly closer to the expected frequencies.

If the data supply has, or just roughly has, the
characteristics mentioned above, it can be analyzed based
on Benford’s Law. However, the results of the Benford
analyses are not interpretable on the basis of Benford’'s
Law. As stated before, the expected frequencies according
to Benford’s Law often represent, in the practical use,
nothing more than a type of benchmark for the observed
frequencies. Since the observed frequencies will only be
compared with the legality discovered by Benford, not
interpreted accordingly, it is not necessary that all
conditions mentioned above be met. In fact, the analysis
results will help the auditor to interpret the personal
expectation of the user, without including the reference
value according to Benford in the result. If, for example, the
personal expectation of the user is that the starting digit 4
must occur twice as often in the analyzed data than the
starting digit 2, the results of the analyzed values must not
be compared with the expected frequencies according to
Benford’s Law, but with the individual expectation of the
user.

16.1.5 Case Study on Benford’s Law within IDEA

To run a Benford’s Law analysis on the Accounts
Payable database
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1. From the Analysis menu, select Benford’s Law.

Analysis |

Summarization...
Pivot Table...
Stratification. ..

% T Y

Duplicate Key 3
Gap Detection...

i

Aging...
||E Benford's Law...

Process Stacker

2. In the Benford’s Law dialog box, select AMOUNT as the
field to be analyzed. Accept all other default options as
displayed in the image below.

Benford's Law

3

Field to analyze: |,-’.'-,MEILINT

v [ ok |

Inelude Walues
(%) Positive
() Megative

Fiesult
Create result

Analyziz Type

Firzt digit:

First two digits:
First three digits:
Second digit:

Show boundaries

|Benf0rd |

|Bentord First Digi

| Benford First Twa Digits

|
|
|Benh:urd First Three Digitz |
|Benf0rd Second Digit |

Click OK to perform the analyses.

The Benford First Digit database becomes the active database.
Other databases should be opened from the File Explorer.
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3. To graph the data, select Chart Data from the Data menu.

Chart &l

3DIGITS v|  Type:|Bar v o]

Y field(s): |[] DIGITS ] AcTU Legend: | Do hat show = | [ Cameal ]

[] ExPECTED  [] DIFFE
| 3D chart

] LOWBOUND char

] HIGHBOUND [ &haw arid lines

£ | 3 Make a snapshat of the data

3 awis itle: | | Chart title: | |

' amiz bitle: | | Critenia; |

Result name: |Chart Data |

In the Y field(s) box, select ACTUAL.
In the X axis title box, enter Digit Sequence.
In the Y axis title box, enter Count.

In the Chart title box, enter AMOUNT - First Digit —
Positive Value.

Click OK.
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The Chart Data Results output becomes active.

W Accounts Payable.IM/D/G Benford First Digit.IMD } X

& 55
23 E-E-[Eecs dmaEmEe |2

AOUMT - First Digit - Positive Y alue(Snapshot)

200.00
190.00
180.00
170.00
160.00
160.00
140.00
130.00
120,00
110.00

100.00

Count

50.00

80.00

70.00

E0.00

50.00

40.00

30.00

20.00

10.00

0.0

1.00 200 300 4.00 5.00 E.00 700 200 5.00
Digit Sequence

The first digit graph shows a spike in the digit 7 results.

Technical Notes

The First Digit test is the test of first digit proportions. The first
digit of a number is the leftmost digit in the number. Zero can
never be the first digit. This is a high level test. Analysts will
not usually spot anything unusual unless it is blatant. This is a
test of goodness-of-fit to see if the first digit actual proportions
conform to Benford’s Law. The First Digit test is an overall test
of reasonableness. The upper and lower bounds are merely
guidelines for the auditor. The First Digit graph could show a
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high level of conformity but the data set could still contain errors
or biases.

4.

Click the Data link in the Properties Window to return to the
Benford First Digit database that was created as part of
this analysis. The DIFFERENCE field shows the difference
between the expected and actual occurrences of the digits.
When the DIFFERENCE field is indexed in ascending
order, the digit 7 results show the largest negative
difference (positive spike).

DIGITS | EXPECTED | LOWBOUND | HIGHBOUMD | ACTUAL |DIFFERENCE 4 |

I e s —

7 aT.82 53.26 62.38 13 -85.18
5 78.94 73.61 84.27 106 -27.06
B GB.T5 £1.84 71.65 a0 -23.25
e 45.62 41.87 49.67 G1 -15.38
g8 51.00 46.71 55.28 63 -12.00
4 96.62 80.72 102.52 108 -11.38
= 124.56 11787 131.26 14 10.586
2 175.56 167.61 183.51 164 21.56
1 20013 289.73 310.52 184 11213

This result warrants further investigation, as the CFO has
indicated that any items in excess of Rs.80,000.00 require
additional approval. This spike could be indicative of an
abnormal level of items being processed just below the
additional approval level.

Close the Benford First Digit database.

To view the Benford’s Law analysis result again, ensure
that Accounts Payable is the active database and click
the Benford link in the Results area of the Properties
Window. To view the First Two Digit graph, click on the

2% putton on the Results toolbar. The 79, 76, and 75 two-
digit combination spikes are clearly visible in this graph.
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w Accounts Payable.IMD X

FIEE =

AMOLNT

First Two Digits - Positive Yalues

46.00
44.00
42.00
40.00
38.00
36.00
34.00
32.00
30.00
28.00
26.00
24.00
22.00
20,00
18.00
16.00
14.00
12.00
10.00

a.00

E.00

4.00

200

0.0o

Count

Digit Sequence

= Upper Bound = Lower Bound — Expected Count [l Actual Count

Technical Notes

The First Two Digit test is a more focused test. The first two
digit numbers are the leftmost two digits. There are 90 possible
two-digit combinations ranging from 10 to 99. This test is
performed to find anomalies in the data that are not readily
apparent from either the First Digit test or the Second Digit
test when viewed on their own. A spike occurs where the actual
proportion exceeds the expected proportion as predicted by
Benford’s Law. Positive spikes (above the Benford’s curve)
represent excessive duplication. One of the objectives of this
test is to look for spikes that conform to internal thresholds like
authorization limits.
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6. We look at the transactions that comprise the 79 two-digit
combination by clicking on the graph and selecting Display
Records to drill down to the transactions. We notice the
number of transactions just under the Rs. 80,000 approval
limit.

¥ Preview Database

SUPPNO | PAYEE INVOICE INY_DATE | AMOUNT | CHECK | PAY_DATE | AUTH |A

1 (o202 Cary S Matic CS5-589-97 2200372006 7921747 701241 16042006  HMY.
2 |mozs Luke Hair 51505 24/01J2006 | 79,500.00. 701073 17022006  HMY.
3 |F128 Ern Payed 82951 150202006 | 79,826.53 701148 13003/2006 WJT
4 |PoO7 Mellie Dunn 000511 Cy  26/02/2006 798872 TOU179 26/03/2006  WJT
& (TO04 Richrond IMM15497 07003720068 © 7983954 701207 01042006 WJT
& (Moot Mike Atsil AZ362 22004/2006 ¢ 79910895 701346 17052006 HY
¥ _|Roo7 Philip Upp Garage 1421721 01/07/2006 | 7936872 TO1558 28/0712006 HMY
& |mozo Linda Hand GR223 487 04/07/2006 | 7900268 701572 30/07I2006 HMY
4 |Rooa Philip Upp Garage 1464/21 16M10/2006 TH7399 701910:1211/2006 BC
A0 [HO24 lwan Aker WWNZ280C 02/01/2006 | 79471.88 701002 310102006 BC
A1 |TO06 Round Tahle BUR1385-G 270372006 79,839.65 701260 250042006  HMY.
A2 (koo Jackie Tupp 917356 220302006 | 7999086 701262 1970472006 HMY.
A3 |mMoos Miles Lang FR-1026 82 30V0E/2006 © 79,306.51 701547 280072006  HMY
A4 |mM014 Kurt N Upp 123513 1B/07/2006 | 7990290 701628 13/08/2006  HMY
A5|mM014 Kurt N Upp 123522 19082006 | 7976518 701732 16/092006 WJIT
16 |BO08 ARaid 3501101 07/08/2006 794857 701586 05/08/2006  WJT
A7|R020 Polly Gunn L-1347i73 02/09/2006 | 7945830 701765 30009/2006 WJT
A8 |Pooa P Green 566EIST 04/01/2006 | 7923749 701012 03/022006 BC
A9 (Z0m Miles Long FR-969 39 17/01/2006 79559 701064 150202006  HMY
207005 Ri Pent PPME8831 07/04/2006 | 79,086.25 701300 06/05/2006 BC
21 |ROO7 Peter Rabhitt KGO385 16/09/2006 | 79.901.01. 701820 15102006 BC
22 |M005 Miles Long FR-1073140 25/10/2006 TA6264. 701943 251102006 HMY hd
[ Save ] [ Pririt ] [ Done ]

Of the 22 transactions that make up the 79 two-digit combination,
17 are between 79,000 and 80,000. Each of the payables clerks
authorized some of the 17 transactions, but HMV was responsible
for the bulk of these transactions, having authorized 9 out of 17.
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Preview Database

SUPFNO | PAYEE INVOICE | INV_DATE |AMOUNTw | CHECK | Pa&Y_DATE | AUTH | -
1_|Koo1 Jackie Tupp 917356 220032006 | 79,990.86] 701262 190H2006 H.MY.
2 |nom Mike Atsil AZ362 22042006 = 7991085 701346 17/05/2006 Hv
2 [mo14 Kurt N Upp 123513 16072006 79,002.80 701628 13082006  HMY
4 |Roo7 Peter Rabhitt KG0385 16092006 79,901.01 701820 15M0/2006 BC
& |Toos Round Table BUR1355-G  27/03(2006  79,8309.65 701260 250420068 HMY.
B _|To04 Richrnond INMAE1/87  O7/02006  79,830.54 701207 01/04/2006  ‘WUT
7 _|F1z28 Em Paved 82951 15022006 79,826.53 701148 13032006 wiJT
B [mo14 KurtN Upp 123522 19/08/2006 7976518 701732 16/09/2006 wiJT
8 |Ho2s Ivan Aker WNZ28C 02001/2006  79,571.88 701002 31/01/2006 BC
10| m0zs Luke Hair 51505 2401/2006 79500000 701073 17/022006  H.MY.
11 |R020 Pally Gunn L-1247/73 02092006 7945830 701765 30M9/2006  ‘WIT
1z |Roo7 Philip Upp Garage 1421/21 01/07/2006 7936572 TO1558 2B/07/2006  HMy
13|Noos Miles Long FR-102682 30062006 79,306.51 701547 28/07/2006  HMy
14 |Pn0g P Green SBEEOET 04i01/2006 7923749 701012 03022006  BC
18|cz02 Cary § Matic CS-589-97 2H0H2006 7921747 TFO1241 16042006 HMY,
16|T005 Ri Pent PPMNG8831  O7/04/2006  79,086.25 701300 06/05/2006 BC
17 [mMoz20 Linda Hand GR22397  04/07/2006 7900268 701572 30072006 HMy
18 |Poo7 Mellie Dunn 000511CHY  ZEO02/2006 798872 701179 26/03(2006  ‘WJT
19|Roo8 Philip Upp Garage 1464/21 1602006 797389 701810 12(1/2006 BC
20|M00s Miles Long FR-1072140 25M02006 706264 701043 26M1/2006  HMy
21 |Bnos A Raid 3501101 07/08/2006 794857 701586 05082006  wiJT
227001 Miles Long FR-96938  17/01/2006 79559 701064 150022006  HMY  w

[ Save ] [ Frint ] [ [rone ]

Of the 16 transactions that make up the 76 two-digit combination,
10 are between 76,000 and 77,000. Of these 10 transactions,
HMV authorized 7 transactions.

Of the 15 transactions in the 75 two-digit combination, 13 are
between 75,000 and 76,000. Like before HMV authorized 6 of the
13 transactions. In addition, there are 5 transactions for exactly
75,000. Out of these 5 transactions, 4 were payments to
companies with “Cash” in the payee name. Each of these 4
transactions was paid within a few days of their invoice date,
clearly a violation of company policy.

Preview Database

SUPPHO | PAYEE INVOICE INY_DATE [AMOUNT & | CHECK | PAY_DATE | AUTH |
1 [m130 Microcomputers  S863MCC Ti28/2006 754577 TOM672 8/26/2006 WhiH
2 [m123 Luke Hair 81723 10/29¢2006 758246 T01947 A1/26/2006  HMMW
3 [m100 M Cash Inc UP-TE409 10172006 75,000.00: 701774 :10/6/2006 Hhly
4 (100 Cash Inc CS5-717-97 8932006 75,000.00: 701728 9M5/2006 WET
5 [m100 Ca CashInc Ta352 101752006 75,000.00: 701849 10/20/2006 V8T
6 [woor Mr Cash Co 223197 10M 052006 75,000.00° 701803 :10M1/72006 VST
7 [woog Willis T. J. JK-43-0WAT7  8rar2006 75,000.00: 701770:10M/2006 BC
8 (w128 Maurice Mynah  IN-392820 M E2006 758,031.08: 701730 9MG6/2006 WhiH
8 [POO09 O Kay Yahs BC 469897 W 1003152006 7819258 701964 11/29/2006 Hhdts
A0(To0E Rannie Biggs 78994499 8232006 75,243.000 701742 9/20/2006 Hh
A1 |Doz2a Denise Bent 81340 143420086 78373.66: 701003 :1/31/2006 BC
A2 |mM0z0 Linda Hand GR278 47 10/3152006 78837.32° 701962 11/29/2006 HMY
A3 (F128 Ern Payed 82981 3442006 758553420 701200 412006 Hh
14 [A128 AMeadow 117- 2383 952006 TATIT.EZ FO1773:.10M/2006 BC
d4a|czoz Cary 5 Matic CS5-589-97 (40852006 7881956 701287 Ara/2006 H.hA
[ Save ] [ Frint ] [ Dione
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7.

Open the Benford First Two Digits database that was
created as part of the analysis. Index the DIFFERENCE
field in ascending order. Notice the large negative
differences (positive spikes) in the first two digit
combinations of 79, 76, and 75. These were the
underlying cause of the spike in digit 7 results in the First
Digit graph.

DIGITS | EXPECTED | LOWBOUND | HIGHBOUMD | ACTUAL |DIFFEREMCE 4 |

(oS ot R S SR S S S N R U Rl Rl Bl Bl Bl el Bl Bl el el (L l win ) Rt ) N SO R SN
00 | D0 [ = O O e | Gl [l | = D D | OO | O T | e | D B | (2

®

74 5.45 4.04 B.85 22 -16.95
TH 5.66 423 7.09 16 -10.34
74 a.74 430 AN 14 -9.26
Al 716 5.84 876 14 -6.84
a0 8.57 6.3z 10.33 14 -6.43
36 11.86 g.20 13.93 13 -6.14
47 912 730 10.93 14 -5.88
a1 a.41 66T 1014 14 -5.54
a7 7.53 588 918 13 -5.47
44 4.58 330 a.87 10 -5.42
29 14.68 1238 16.92 20 -5.32
43 8.93 714 1072 14 -5.07
62 6.93 534 8.51 12 -5.07
78 5.52 4.1 692 10 -4.48
43 4.485 8.06 11.84 14 -4.05
43 8.09 £.39 9.80 12 -3
7o .14 4 BR T.E3 10 -3.86
67 f.41 4.90 7.a3 10 -3.44
a7 4.44 ER 5.71 a -3.596
44 8.74 647 10.52 12 SO
74 6.81 437 7.26 9 -3.14
a4 4.84 342 G16 a -3.16
a8 489 3AaT .22 a -3
a7 4.495 3.61 .28 a -3.05
ah a.01 3.6R B.35 a -2.94
52 8.24 642 9.4a7 11 -2.75
il 6.51 498 8.04 4 -2.44
95 453 326 5.81 7 -2.47
7T 5.59 417 7.1 a -4

Because of the size of this data set, a number of
transactions were identified for further investigation by
using the First Digit test and the First Two Digits tests.
In larger data sets, a finer filter of transactions is
necessary.
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Technical Notes

Where there are 90 possible two-digit combinations,
there are 900 possible three-digit combinations from 100
to 999. The First Three Digits test is a highly focused
test that gives the analyst relatively smaller sections due
to abnormal duplication and allows for a more narrowly
focused analysis. This test is also valuable to look for
spikes just below internal and psychological thresholds
like authorization limits. To make the most effective use
of this test, the source data set should normally exceed
10,000 records.

2. Open the Benford First Three Digits database that was
created as part of the analysis. Index the DIFFERENCE
field in ascending order.

DIGITS | EXPECTED | LOWBOUND | HIGHBOUND | ACTUAL |DIFFERENCE « |

1 7a0 0.58 01z 1.03 1 -5.42

2 |07 0.54 o010 0.98 5 -4.46

3 TGS 0.56 011 1.01 5 -4.44

4 511 0.85 0.249 1.40 5 -4.15

5 187 ech| 1.40 3.22 1 -3.69

|} 962 0.45 005 0.85 4 -3.485

7 7ag 0.54 o010 0.98 4 -3.48

g8 7as 0.54 o010 0.98 4 -3.48

=) 533 0.81 027 1.35 4 -3149

10 4932 0.88 0.3z 1.44 4 -312

11 469 0.9z 0.35 1.50 4 -3.08

12 e 1.14 0.50 1.79 4 -2.85

13 186 2.32 1.41 3.24 5 -2.68

14 295 1.45 0.rz 217 4 -2.858

15 296 1.46 074 219 4 -2.454

16 940 0.46 005 0.87 3 -2.454

17 295 1.47 074 219 4 -2.483

18 922 0.47 0.06 0.88 3 -2.483

149 899 0.48 o.arv 0.90 3 -2.52

20 241 0.51 0.0s 0.94 3 -2.49

21 7as 0.54 o010 0.99 3 -2.48

22 278 1.55 081 2.30 4 -2.45

23 TE2 0.57 01z 1.02 3 -2.43

24 275 1.57 0.az 2.32 4 -2.43

25 745 0.58 01z 1.03 3 -2.42

26 738 0.59 013 1.04 3 =241

27 BEO 0.66 017 1.14 3 -2.34

28 524 0.69 014 1.19 3 -2

29 B15 0.7o 0.z20 1.21 3 -2.30

The 750 digit combination has the largest negative
difference (positive spike).

Select Window > Close All.
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16.2 Other

Case Studies

Investigations using IDEA

Other case studies on Fraud Investigations using IDEA
have been summarized below with reference links to
specific chapters containing detailed write-ups.

on Fraud

S Function Investigation Area | Reference
No
1 Accounts Employees  as Point 14.1.3
Payable Vendors in Chapter
Favorable 14 .1
treatment of
Vendors
Transactions at
or near
Spending
Authorities
2 | Accounts Teeming and | point 1403
Receivable Lading in Chapter
Forced fictitious | 14.2
Sales to meet
Sales Targets
3 Inventory Fraudulent Point 14.3.3
Inventory in  Chapter
Valuations 14.3
4 P Payments to .
ayroll Point 14.4.2
Ghost in Chapter
Employees 14.4
Unusual
Overtime
Payments

336




Chapter 17
Documentation of CAATs

Documentation of CAATs: In the Planning
for use of CAATs

17.1 Introduction

Data identification and its acquisition play a crucial role in the use
of CAATSs; these facilitate the efficient and effective use of CAATs
and help realize guaranteed results and returns from its use.

The stages in Data Identification and Acquisition are

Planning a CAAT

Objective and assurances

What data is available?

The flow of data in a system

Identifying the file for interrogation

Specifying the information required for CAAT
Specifying the format of the data file

File downloading and conversion

The Standard requirements for data

Modes of data storage and transfer

Who or what can help with data identification / acquisiton?
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17.2 Regulatory Admissions

The Information Systems Audit and Control Association, U.S.A.,
has issued an IS Auditing Guideline on ‘Use of Computer Assisted
Audit Techniques (CAATs) Document G 3’

According to the Guideline

The major steps to be undertaken by the IS Auditor in preparing
for the application of the selected CAATSs are:

Set the audit objectives of the CAATs

Determine the accessibility and availability of the
organisation’s IS facilities, programs/ system and data.

Define the procedures to be undertaken (e.g., statistical
sampling, recalculation, confirmation etc.)

Define output requirements

Determine resource requirements, i.e., personnel, CAATS,
processing environment (organisation’s IS facilities or audit
IS facilities)

Obtain access to the organisation’s IS facilities, programs/
system, and data, including file definitions.

Document CAATs to be used, including objectives, high-
level flowcharts and run instruction.

The documentation to be built during the stages of Data
Identification and Acquisition are explained below.

17.3 Planning a CAAT

The user needs to select the most appropriate file/ files for
CAATSs interrogations that best suit the objective to be
tested.

The user should make use of flow charts of the client
department’s system to ascertain which files are being
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used. It is important to select data that is as close to the
original data entry process as possible.

The flow charts and file/files selected should be
documented and kept on record.

Preferably the objectives along with the file/files selected
should be documented in the manner shown below

Objective | File | Form | Fields | Source | Owner | Import
Method

17.4 Objectives and Assurances

For any type of engagement it is necessary for the user to
get to know the function and practices/ policies of the
entity to be audited. This knowledge will help the user to
plan the engagement effectively.

For example, in a Financial Review reconciliation, High-
Value item detection, exception reporting, and sampling
plays a pivotal role.

To achieve the stated objectives, a detailed knowledge of
the system procedures needs to be made.

These documents, policy notes ,and flow charts need to
be documented by the user as a part of his engagement
evidence.

In forensic reviews, the engagement evidence has to be
irrefutable, exhaustive and unambiguous.

17.5 What Data is available?

The user needs to have a thorough knowledge of the
operating system used by the entity being reviewed.

The user needs to have a detailed knowledge of the
application system being reviewed to identify the best
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possible data source and data format for each objective
being reviewed.

The user needs to engage in a meaningful discussion with
the IT personnel of the entity. At times, an intermediary
may be needed to accompany the user. The intermediary
should have a good grasp of both audit and IT
fundamentals.

This meeting with the IT personnel needs to be undertaken
formally with a clear written agenda and with space for the
IT personnel response. Any format can be followed which
is convenient to the user team so long as consistency of
the Agenda document is always maintained.

17.6 The Flow of Data in the System

17.7

The user needs to obtain from the entity Accounting Hand
Books / Process Manuals, Operational Process Flow
Charts to have a clear understanding of the details
concerning transaction files, master files affecting (given?)
lot of transactions.

These flow charts need to be documented with the user
and clear marks should be placed on the nature of data
within the system.

This documentation will help the user in the current
engagement as well as in future cyclical engagements.

Identifying the file for interrogation

The user must aim at selecting files which are closer to the
raw data or initial input file. The study done by the user in
the preceding stage will assist and facilitate in identifying
such files.

The user may choose to liaise with the IT personnel to
identify appropriate data files. This liaison may be done
through email, or in person, but never orally.
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= For example, the user should know when to use a detailed
transaction file, or a summarized version of a file or a table
directly from the database or a customer master file. .

17.8 Specifying the information required

17.9

for the CAAT

Once the right file has been identified, it may contain
information not required for the audit. At this stage, it is
prudent for the user to seek specific fields for his
review.

This has performance benefits for the user as the file
import will get hastened with specific fields rather than
with all fields from the file.

For example, a Data Table with 40 Million rows and 25
fields will take around 10 minutes for import within
IDEA. The same table with 5-10 relevant fields will get
done faster.

If the information to be sourced is not in the ideal
format or key information is missing, it may be
necessary to liaise with the IT personnel to arrange
some form of file manipulation such as an embedded
audit module or a file manipulation program to produce
the data in a more useful format. This request to IT has
to be made in writing.

File Download and Conversion

Once the data is readied, the data may be placed on
the User’'s PC, or it may be placed on a shared audit
folder on the Local Area Network.

If the data is not too large, it can be sent through group
office mail or even through secondary storage devices
like CDs and Pen Drives.

Data Transfer should always be followed by a virus
scan at all times.
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17.10.

Upon receiving the data, the user must sanitize the
data i.e., clean the data to make it suitable to an IDEA
Import compatible format.

For example, MS-Excel files should be cleaned; the
first row should reflect the header row., There should be
no blanks in the data grid, and there should be no
repeating header or footer rows in the data grid.

Once the data is finally readied, the user can deploy
the best technique within the Tool for Data Import.

For example: MS-Excel for Excel Files, SAP/AIS for
AlS SAP Flat Files and more.

The user may initiate further technical liaison in writing
with the IT to improve the file layout — record layout for
future. This usually occurs when the entity changes its
accounting system or migrates to a contemporary
version of the application.

Who or What can help in Data
Identification?

The user needs to identify the right resource from the
IT Section and Audit Section for the CAAT project.

This identification can be done by seeking assistance
from the HR Section and the Heads of IT and Audit
respectively.

The criteria for selection, such as the knowledge of
data, knowledge of file formats, cross sectional
knowledge of functions, and the like e should be
documented by the user.

These criteria need to be provided to the HR Head, IT
Head and Audit Head while making the selection.
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17.11 Specimen Format of a Data Indent

To -

From —

Date —

Subject — Data Request for review of (insert area)

Pursuant to our recent meeting with respect to our planned audit
of Payroll, using CAAT Data Analysis Software, we would like to
arrange for download of the attached data files and fields to the
FTP Server set up for the purpose.

This review involves the audit of (insert audit area) in the following
entities: (insert entities). We understand your office can provide
information for the following areas (insert areas). Since this is an
enterprise-wide review, we will be requesting similar data from
(insert organizations).

We request that each of the above entities be forwarded as
separate files and that three files be created for each entity, to
reflect all transactions captured by the systems for (insert audit
period).

To meet our planned review objectives and timing, the data must
reflect all transactions captured by the system up to and including
(insert audit period).

To facilitate our CAAT analysis, the data should be given to us in
the form of flat files and placed in “(provide location)” on Drive F.

Together with the data, please document the file record layouts,
including the skip length, if applicable and record lengths. For
each fields, document the field name, field start position, field
length, data type, and formats of numeric and date items. We also
require documentation of key control information, including the
transaction cutoff date and time, the number of records in the file
and control totals of numeric fields where applicable.
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This represents our initial data request associated with this audit.
We anticipate that it may be necessary to make more t data
requests, but we will endeavor to keep these requests to a
minimum.

We appreciate your assistance with data access, and look forward
to working with you during the course of our audit.

If you have any questions please do not hesitate to contact me
(**********), Or at.

1712 Specimen Format of a CAATs
Working Paper

Client and Location -
Review Period -
Audit Area -
Work Program -
Name of Auditor and Team Leader -
CAAT performed on -
Documentation of Source Data -

No g ks~

e Source Reports -
e Data File Names and Type -
o Data Fields relevant for CAAT -
e Data Field Name, Type and Length -
8. Input Reconciliation -
9. Details of CAAT analysis performed -
10. CAAT Results -

Conclusion and Recommendations
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Chapter 18

Continuous Auditing Using
IDEA

Continuous Auditing (CA) with IDEA

18.1 Introduction

There is a thin conceptual line between Continuous Monitoring
and Continuous Auditing.

“Continuous monitoring refers to the management’s responsibility
to assess the adequacy and effectiveness of controls in an
organization. Continuous Assurance is when auditors perform
continuous control and risk assessment (i.e. continuous auditing)
and evaluate the adequacy of management’s continuous
monitoring activities.”

Continuous auditing changes the nature of evidence, timing,
procedures and effort involved in modern day audits.

Transactional verification, compliance verification, estimate
verification and judgment verification are the four levels of
continuous audit.

18.2 Benefits of Continuous Auditing

Continuous Control Assessment provides financial executives,
business process managers, and risk and compliance officers with
independent and timely assurance over real time controls.
Intelligent technology —enabled analytics like transaction
validations and analytical reviews accompanied by drill down
capabilities help discover the cause of the control failures of
organizations.
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Some of the key benefits of CA are:-

Less Travel as CAATs can be deployed centrally on central
data reservoirs.

Low Staff and allied audit resource requirement.

Low IT Hardware resource utilization like network and
bandwidth as tasks can be scheduled after office hours, on
holidays and weekends.

High user satisfaction as automated tasks fired in non-peak
hours give quicker results than queries fired in peak business
hours even through established CAATSs.

User prestige and recognition as CCM is the final mature stage
in the use of CAATSs, which is preached rather than practiced
worldwide. A true CCM user gains unimaginable benefits and
recognition in professional peer circles.

Analytic monitors like Embedded Audit Modules and Statistical
Tools observe material events, trigger alarms, drill down to
grass root levels, facilitate data integration across multiple
platforms and allow repetitive tests at much lower costs.

18.3 Implementing Continuous Auditing

Planning

e Defining the objectives for Continuous Auditing
e Obtaining Senior Management Support

o Ascertaining the degree to which Management is
performing its Role

¢ Identifying and prioritizing areas to be addressed

e Performing a type of continuous auditing Identifying key
information systems

e Understanding the underlying business processes and
application systems

346



Continuous Auditing Using IDEA

Executing

Selecting and purchasing analysis tools

Developing and maintaining auditor analysis skills and
techniques

Cleansing and preparing the Data
Assessing the data integrity and reliability
Indentifying crucial control points, and control rules

Designing a technology-assisted approach to test
controls

Identifying deficiencies

Reporting

Identifying control deficiencies
Identifying increased levels of risk
Prioritizing results

Initiating suitable audit response
Making results known to Management
Managing results by tracking
Reporting

Monitoring

Providing follow-up

Evaluating results of actions taken.
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18.4 Sample Case Study on Continuous
Auditing using IDEA

18.4.1 Start IDEA
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18.4.3 Run sample IDEA Function - Gap Detection on Cheques
as per the Objective

Lo IDEA - Saemple Paymanis

[T e
[y ——
.:-ml-f:uﬁ-- M
Swmple iecond [BEEFTSH
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J start

18.4.4 Arrive at Result and Review in terms of the Objective.
Follow Up

Wk IDEA - Sample-Payments
Fle Ed Vew Osta  Analyss  Samplng  Took  Window  Help

JEX E EEERAE T YOISE R ICl=T=1 41 1052 N
—r—° v — - X | Froperties

Explorer L3
LT [ e oS JEITTE
EE | & o

_ 2w ey

Fiom CHEQUE T CHEQUE Husibae Pl Seatitics
& Hans "

@ Sanple Authariason B |A52656 ATZE36 Il -

@ SamcleBank Transaction: | | -

: Samghe Cutervers - Resuks

g 5 il Dot 5k | |
T 1
@ Sanch Enclorees | Total ruavioes of s detrcind | S 5
B S ample drerton Total rumiver of gaps detected

@ Sarrple Favments

@ Sample-Sakes Plepresent.

@ Sarcle Suppher

B Sl Wiebiog
I |
{5 Running Tasks | | To-Do List | ) Search Resuks | &3 Conchasions
Fer Help, press F1 Working Folder: CX\Program Fles\IDEA ¥ 7.31Samples  Number of Reecords: 185 Disk Space: 11.56 GB

7 r

349



Data Analysis for Auditors—Practical Case studies

18.4.5 Stop recording Macro. IDEA Script for Function gets
generated

*  IDEASeript

L B e Y L I ¥
e SoripLISS
= L mew scrpeiss uts el i
= OO Souse Code i’ - i
Az Han —

DM dbame as Sting
el a0 = Clionl OpenDatabase {'C F
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18.4.6  Save IDEA Script as EXE File
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End Sub
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18.4.7 After Review of Result, delete or archive
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18.4.8 Close IDEA
18.4.9 Go To Task Scheduler in Control Panel

# Contral Panal
Fda Dt ew  Favertes Tk Mk a

Qe - @ F O sewh [ Foders | [T~ | (KB} Foder srnc

sdcress B Contrel panet ~ B
= - = .
& D W . X v 2 P = @
syt Ao Advstrolve  Disslay A Hardwors Foder Oplions  Fonts Ehewet  Kerbowrd  Nebwerk
Crtern | Rawn Texis Ot Corvmetion:
Lask, -y i
@ @ v D 8 @® 9 @d s 9
Printare and  Ragonal and Gana Mo Seareare and Sounde and  Tadkhar and  Lsar Accounts Powar Optione
Faxes Corkrolers Cameras ko Devices  Start Meny
5‘ :39 ‘ g @ L Schadube compuiter bk b i smkomaticaly. | ﬁ
System Date ard Time  Automatic Speech Mail Fhore and Windows IntedR) Jdava HNetwork Setup
or Mcdern L. Frowal Extre.. Wizard
Secuy  Avra Aekie
Canbar
" ] @ 17 = &,

351



Data Analysis for Auditors—Practical Case studies

18.4.10  Add Scheduled Task
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18.4.12 Decide on the frequency of execution and the name
Task
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18.4.14 Enter Administrator User ID and Password for the
Computer

& schieduled Tasks - [ [
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18.4.15 Open Advanced properties, and select saved IDEA EXE
file

Lock i [ 13 Samples
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18.4.16 Click Apply and OK

18.4.18 The Task will run automatically at the scheduled date
and time

18.4.18 Review the new result, follow up and review.
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|APPENDICESI

Appendix |

lllustrative List of Computer Assisted Audit
Tools (CAATSs)

1.

IDEA Data Analysis Software (www.caseware-idea.com)

Methodware Risk Management and Internal Auditing
Software (www.methodware.com)

TeamMate Audit Management System
(http://tax.cchgroup.com/TeamMate/default)

Approva Controls Intelligence Software (www.approva.net)
Caseware Working Papers (www.caseware-idea.com)

Audit Leverage Audit Management Software
(www.auditleverage.com)

Protiviti Governance, Risk, Compliance (GRC) Software
(www.protiviti.com)

PAWS Audit & Risk Management Software
(www.pentana.com)
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PRACTICE NOTE
1009
COMPUTER-ASSISTED AUDIT TECHNIQUES

The purpose of Practice Notes issued by the Hong Kong Institute
of Certified Public Accountants is to assist auditors in applying
Statements of Auditing Standards (SASs) and Standards on
Assurance Engagements (SAEs) of general application to
particular circumstances and industries.

They are persuasive rather than prescriptive. However they are
indicative of good practice and have similar status to the
explanatory material in SASs and SAEs, even though they may be
developed without the full process of consultation and exposure
used for SASs and SAEs. Auditors should be prepared to explain
departures when called upon to do so.

This Practice Note replaces Auditing Guideline 3.262 "Computer-
Assisted Audit Techniques (CAATS)".

Introduction

1. The overall objectives and scope of an audit do not change
when an audit is conducted in a computer information
technology (IT) environment. The application of auditing
procedures may, however, require the auditors to consider
techniques known as Computer-Assisted Audit Techniques
(CAATSs) that use the computer as an audit tool.

2. CAATs may improve the effectiveness and efficiency of
auditing procedures. They may also provide effective tests of
control and substantive procedures where there are no input
documents or a visible audit trail, or where population and
sample sizes are very large.

3. The purpose of this Practice Note (PN) is to provide
guidance on the use of CAATs. It applies to all uses of
CAATs involving a computer of any type or size. Special
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considerations relating to small entity IT environments are
discussed in paragraph 26.

Description of Computer-Assisted Audit
Techniques (CAATS)

4.

This PN describes computer-assisted audit techniques
including computer tools, collectively referred to as CAATSs.
CAATs may be used in performing various auditing
procedures, including the following:

a. Tests of details of transactions and balances, for
example, the use of audit software for recalculating
interest or the extraction of invoices over a certain
value from computer records;

b. Analytical procedures, for example, identifying
inconsistencies or significant fluctuations;

c. Tests of general controls, for example, testing the set-
up or configuration of the operating system or access
procedures to the program libraries or by using code
comparison software to check that the version of the
program in use is the version approved by
management;

d. Sampling programs to extract data for audit testing;

e. Tests of application controls, for example, testing the
functioning of a programmed control; and

f. Reperforming calculations performed by the entity's
accounting systems.

CAATs are computer programs and data the auditors use as
part of the audit procedures to process data of audit
significance contained in an entity's information systems.
The data may be transaction data, on which the auditors
wish to perform tests of controls or substantive procedures,
or they may be other types of data. For example, details of
the application of some general controls may be kept in the
form of text or other files by applications that are not part of
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the accounting system. The auditors can use CAATS to
review those files to gain evidence of the existence and
operation o f those controls. CAATS may consist of package
programs, purpose-written programs, utility programs or
system management programs. Regardless of the origin of
the programs, the auditors substan tiate their
appropriateness and validity for audit purposes before using
them.

a. Package programs are generalized computer programs
designed to perform data processing functions, such as
reading data, selecting and analyzing information,
performing calculations, creating data files and
reporting in a format specified by the auditors.

b.  Purpose-written programs perform audit tasks in
specific circumstances. These programs may be
developed by the auditors, the entity being audited or
an outside programmer hired by the auditors. In some
cases the auditors may use an entity's existing
programs in their original or modified state because it
may be more efficient than developing independent
programs.

C. Utility programs are used by an entity to perform
common data processing functions, such as sorting,
creating and printing files. These programs are
generally not designed for audit purposes, and
therefore may not contain features such as automatic
record counts or control totals.

d. System Management programs are enhanced
productivity tools that are typically part of a
sophisticated operating systems environment, for
example, data retrieval software or code comparison
software. As with utility programs, these tools are not
specifically designed for auditing use and their use
requires additional care.

e. Embedded Audit Routines are sometimes built into an
entity's computer system to provide data for later
use by the auditors. These include:
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i. Snapshots: This technique involves taking a
picture of a transaction as it flows through the
computer systems. Audit software routines are
embedded at different points in the processing
logic to capture images of the transaction as it
progresses through the various stages of the
processing. Such a technique permits auditors to
track data and evaluate the computer processes
applied to the data.

i.  System Control Audit Review File: This involves
embedding audit software modules within an
application system to provide continuous
monitoring of the system's transactions.

The information is collected into a special
computer file that the auditors can examine.

Test data techniques are sometimes used during an audit
by entering data (for example, a sample of transactions) into
an entity's computer system, and comparing the results
obtained with predetermined results. Auditors might use test
data to:

test specific controls in computer programs, such as
on-line password and data access controls;

test transactions selected from previously processed
transactions or created by the auditors to test specific
processing characteristics of an entity's information
systems. Such transactions are generally processed
separately from the entity's normal processing; and

test transactions used in an integrated test facility
where a "dummy" wunit (for example, fictitious
department or employee) is established, and to which
test transactions are posted during the normal
processing cycle.

When test data are processed with the entity's normal
processing, the auditors en sure that the test
transactions are subsequently eliminated from the
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entity's accounting records.

The increasing power and sophistication of PCs,
particularly laptops, has resulted in other tools for the
auditors to use. In some cases, the laptops will be
linked to the auditors' main computer systems.
Examples of such techniques include:

expert systems, for example in the design of audit
programs and in audit planning and risk assessment;

tools to evaluate a client's risk management
procedures;

electronic working papers, which provide for the direct
extraction of data from the client's computer records,
for example, by downloading the general ledger for
audit testing; and

corporate and financial modeling programs for use as
predictive audit tests.

These techniques are more commonly referred to as "audit
automation."

Considerations in the Use of CAATs

7.  When planning an audit, the auditors may consider an
appropriate combination of manual and computer assisted
audit techniques. In determining whether to use CAATSs, the
factors to consider include:

a.

c.
d.

e.

Before

the IT knowledge, expertise and experience of the audit
team;

the availability of CAATs and suitable computer
facilities and data;

the impracticability of manual tests;
effectiveness and efficiency; and

timing.

using CAATS the auditors consider the controls
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incorporated in the design of the entity's computer systems to
which the CAATS would be applied in order to determine whether,
and if so, how, CAATSs should be employed.

IT Knowledge, Expertise, and Experience of the
Audit Team

8.

SAS 3 10 "Auditing in a computer information systems
environment" deals with the level of skill and competence the
audit team needs to conduct an audit in an IT environment. It
provides guidance when auditors delegate work to assistants
with IT skills or when the auditors use work performed by
other auditors or experts with such skills. Specifically, the
audit team would need to have sufficient knowledge to plan,
execute and use the results of the particular CAAT adopted.
The level of knowledge required depends on the complexity
and nature of the CAAT and of the entity's information
system.

Availability of CAATs and Suitable Computer
Facilities

9.

10.

The auditors consider the availability of CAATSs, suitable
computer facilities (controlled as described in paragraphs 18-
23) and the necessary computer-based information systems
and data. The auditors may plan to use other computer
facilities when the use of CAATs on an entity's computer is
uneconomical or impractical, for example, because of an
incompatibility between the auditors' package program and
the entity 's computer. Additionally, the auditors may elect to
use their own facilities, such as PCs or laptops.

The cooperation of the entity's personnel may be required to
provide processing facilities at a convenient time, to assist
with activities such as loading and running of the CAATs on
the entity's system, and to provide copies of data files in the
format required by the auditors.

Impracticability of Manual Tests

11.

Some audit procedures may not be possible to perform
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manually because they rely on complex processing (for
example, advanced statistical analysis) or involve amounts
of data that would overwhelm any manual procedure. In
addition, many computer information systems perform tasks
for which no hard copy evidence is available and, therefore,
it may be impracticable for the auditors to perform tests
manually. The lack of hard copy evidence may occur at
different stages in the business cycle.

a. Source information may be initiated electronically, such
as by voice activation, electronic data imaging, or point
of sale electronic funds transfer. In addition, some
transactions, such as discounts and interest
calculations, may be generated directly by computer
programs with no specific authorization of individual
transactions.

b. A system may not produce a visible audit trail providing
assurance as to the completeness and accuracy of
transactions processed. For example, a computer
program might match delivery notes and suppliers' in
voices. In addition, programmed control procedures,
such as checking customer credit limits, may provide
hard copy evidence only on an exception basis.

c. A system may not produce hard copy reports. In
addition, a printed report may contain only summary
totals while computer files retain the supporting details.

Effectiveness and Efficiency

12.

The effectiveness and efficiency of auditing procedures may
be improved by u sing CAATs to obtain and evaluate audit
evidence. CAATs are often an efficient means of testing a
large number of transactions or controls over large
populations by:

a. analyzing and selecting samples from a large volume
of transactions;

b. applying analytical procedures; and

c.  performing substantive procedures.
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Matters relating to efficiency that auditors might consider
include:

a. the time taken to plan, design, execute and evaluate a
CAAT;

b. technical review and assistance hours;

c. designing and printing of forms (for example,
confirmations); and

d. availability of computer resources.

In evaluating the effectiveness and efficiency of a CAAT, the
auditors consider the continuing use of the CAAT
application. The initial planning, design and development of
a CAAT will usually benefit audits in subsequent periods.

Timing

15.

16.

Certain data, such as transaction details, are often kept for
only a short time, and may not be available in machine-
readable form b y the time the auditors want them. Thus, the
auditors will need to make arrangements for the retention of
data required, or may need to alter the timing of the work
that requires such data.

Where the time available to perform an audit is limited, the
auditors may plan to use a CAAT because its use will meet
the auditors' time requirement better than other possible
procedures.

Using CAATs

17.

The major steps to be undertaken by the auditors in the
application of a CAAT are to:

a. setthe objective of the CAAT application;

b. determine the content and accessibility of the entity's
files;

c. identify the specific files or databases to be examined,;

d. understand the relationship between the data tab les
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m.

n.

where a database is to be examined;

define the specific tests or procedures and related
transactions and balances affected;

define the output requirements;

arrange with the user and IT departments, if
appropriate, for copies of the relevant files or database
tables to be made at the appropriate cutoff date and
time;

identify the personnel who may participate in the
design and application of the CAAT,;

refine the estimates of costs and benefits;

ensure that the use of the CAAT is properly controlled
and documented;

arrange the administrative activities, including the
necessary skills and computer facilities;

reconcile data to be used for the CAAT with the
accounting records;

execute the CAAT application; and

evaluate the results.

Controlling the CAAT Application

18. The specific procedures necessary to control the use of a
CAAT depend on the particular application.

In establishing control, the auditors consider the need to:

a.

approve specifications and conduct a review of the
work to be performed by the CAAT;

review the entity's general controls that may contribute
to the integrity of the CAAT, for example, controls over
program changes and access to computer files. When
such controls cannot be relied o n to ensure the
integrity of the CAAT, the auditors may consider
processing the CAAT application at another suitable
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computer facility; and

ensure appropriate integration of the output by the
auditors into the audit process.

19. Procedures carried out by the auditors to control CAAT
applications may include:

a.

b.

participating in the design and testing of the CAAT;

checking, if applicable, the coding of the program to en
sure that it conforms with the detailed program
specifications;

asking the entity's computer staff to review the
operating system instructions to ensure that the
software will run in the entity's computer installation;

running the audit software on small test files before
running it on the main data files;

checking whether the correct files were used, for
example, by checking external evidence, such as
control totals maintained by the user, and that those
files were complete;

obtaining evidence that the audit software functioned as
planned, for example, by reviewing output and control
information; and

establishing appropriate security measures to safeguard
the integrity and confidentiality of the data.

When the auditors intend to perform audit procedures concurrently
with on-line processing, the auditors review those procedures with
appropriate client personnel and obtain approval before
conducting the tests to help avoid the inadvertent corruption of
client records.

20. To ensure appropriate control procedures, the presence of
the auditors is not necessarily required at the computer
facility during the running of a CAAT. It may, however,
provide practical advantages, such as being able to control
distribution of the output and ensuring the timely correction of
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21.

22.

23.

errors, for example, if the wrong input file were to be used.

Audit procedures to control test data applications may
include:

a. controlling the sequence of submissions of test data
where it spans several processing cycles;

b. performing test runs containing small amounts of test
data before submitting the main audit test data;

c.  predicting the results of the test data and comparing it
with the actual test data output, for the individual
transactions and in total,

d. confirming that the current version of the programs was
used to process the test data; and

e. testing whether the programs used to process the test
data were the programs the entity used throughout the
applicable audit period.

When using a CAAT, the auditors may require the
cooperation of entity staff with extensive knowledge of the
computer installation. In such circumstances, the auditors
consider whether the staff improperly influenced the results of
the CAAT.

Audit procedures to control the use of audit-enabling software
may include:

a. verifying the completeness, accuracy and availability of
the relevant data, for example, historical data may be
required to build a financial model;

b. reviewing the reasonableness of assumptions used in
the application of the tool set, particularly when using
modeling software;

c. verifying availability of resources skilled in the use and
control of the selected tools; and

d. confirming the appropriateness of the tool set to the
audit objective, for example, the use of industry specific
systems may be necessary for the design of audit
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programs for unique business cycles.

Documentation

24. The standard of working paper documentation and retention
procedures for a CAAT is consistent with that for the audit as
a whole (see SAS 230 "Documentation”).

25. The working papers need to contain sufficient
documentation to describe the CAAT application, such as:

a. Planning
i CAAT objectives;
ii. consideration of the specific CAAT to be used;
iii. controls to be exercised; and
iv. staffing, timing and cost.
b.  Execution

i. CAAT preparation and testing procedures and
controls;

ii. details of the tests performed by the CAAT;
iii. details of input, processing and output; and

iv. relevant technical information about the entity's
accounting system, such as file layouts.

c. Audit Evidence
i. output provided;

ii. description of the audit work performed on the
output; and

iii. audit conclusions.
d. Other
i. recommendations to entity management.

In addition, it may be useful to document
suggestions for using the CAAT in future years.
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Using CAATs in Small Entity IT Environments

26.

Although the general principles outlined in this PN apply in
small entity IT environments, the following points need
special consideration:

a.

The level of general controls may be such that the
auditors will place less reliance on the system of
internal control. This will result in greater emphasis on
tests of details of transactions and balances and
analytical review procedures, which may increase the
effectiveness of certain CAATs, particularly audit
software.

Where smaller volumes of data are processed, manual
methods may be more cost effective.

A small entity may not be able to provide adequate
technical assistance to the auditors, making the use of
CAATSs impracticable.

Certain audit package programs may not operate on
small computers, thus restricting the auditors' choice of
CAATSs. The entity's data files may, however, be copied
and processed on another suitable computer.

Compatibility with International Auditing
Practice Statements

27.

This Practice Note is, in all material respects, in accordance

with

International Auditing Practice Statement 1009

"Computer-Assisted Audit Techniques".
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1. Attribute Sampling Overview

The purpose of attribute sampling is to estimate the number of
times an event occurs in a population, based on the examination
of a sample from the population. In auditing applications, the
events of interest are typically misstatements (differences between
recorded and audited balances), deviations from internal control
procedures, or failure to comply with laws and regulations. This
document describes the mathematical procedures followed by
IDEA in planning and evaluating attribute samples.

Attribute sampling functionality for IDEA is provided by three main
functions, each of which performs one of the following tasks:

1. Planning the sample size to control beta risk
2. Planning the sample size to control alpha and beta risks

3. Determination of one or two-sided reliability intervals for a
given sample (also known as sample evaluation).

These functions are described in the sections that follow. Further
discussion of certain issues, relating to numerical algorithms used,
may be found in [2].

2. Sample size determination
controlling beta risk

Inputs:

N: population size

UOR: upper threshold occurrence rate
EOR: expected occurrence rate
BetaR: beta reliability or confidence
Outputs:

n: sample size



Appendices
Xer: critical number of occurrences in sample

Other quantities referred to below:
OR: true (unknown) population occurrence rate

X: true (unknown) number of occurrences in population; X =
NxOR

Xh: hypergeometric random variable (distribution depends on

N, n, X)
Xol: upper threshold value of X; X, = NxUOR
Description:

This planning function finds the minimum n and corresponding
occurrence rate x. such that:

1) It can be inferred with a reliability of at least BetaR that the
true occurrence rate is less than or equal to UOR, for
population size n and number of sample occurrences up to
Xcr .

2) X Inis at least as big as EOR.

Please refer to [1] for a description of the meaning of reliability in
this context.

Condition 1) is met in the following way: Set
Xio = floor (Nx UOR) +1

where ‘floor’ denotes the rounding down operation. Then, n and
Xor must satisfy

prob (x, > X | N, n, Xi1) = BetaR .

where ‘prob’ denotes total probability. This means that, if the true
number of occurrences X, were as big as X, then the probability
is at least BetaR and the number of occurrences in a sample of
size n would be greater than x.. In other words, provided the
sample of size n contains no more than x. occurrences, the
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interval [0, X, —1] may be expected to contain the true value X
with reliability at least BetaR. Dividing by N to obtain occurrence
rates, we see that the interval

[0, UOR] may be expected to contain the true value OR with
reliability BetaR. Further discussion of the beta risk control can be
found in [2].

3. Sample size determination controlling
alpha and beta risks

Inputs:

N: population size

UOR:  upper threshold occurrence rate
LOR:  lower threshold occurrence rate
BetaR: beta - reliability or confidence

AlphaR: alpha - reliability or confidence

Outputs:
n: sample size
Xer: critical number of occurrences in sample

Other quantities referred to below:

OR: true (unknown) population occurrence rate; OR = Nx X
X: true (unknown) number of occurrences in population

Xh: hypergeometric random variable (distribution depends on
N, n, X)

Xiol: lower limit of X to ensure tolerable beta-risk (1 —BetaR)
Xnin: lower limit of X to ensure tolerable alpha-risk (1 —
AlphaR)
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Description:

This planning function finds the minimum n and corresponding
occurrence rate x. such that:

1. It can be inferred with a reliability of at least BetaR that the
true occurrence rate is less than or equal to UOR, for
population size n and number of sample occurrences up to
Xer. Equivalently, the risk of deciding that OR < UOR when
in fact OR > UOR, is no greater than the beta risk (1 -
BetaR).

2. The risk of deciding that OR > UOR when in fact OR <
LOR, is no greater than the alpha risk (1 — AlphaR).

The reader is referred to [1] for a description of the meanings of
reliability and risk in this context.

Condition 1) is met in the following way: Set
Xiol = floor ( NxUOR) + 1

where ‘floor’ denotes the rounding down operation. Then, n and
X¢r Satisfy

prob (x, > X¢ | N, n, X)) = BetaR

where ‘prob’ denotes total probability. This is the same method as
is used to control beta risk in planning to control only beta risk; its
interpretation is discussed in Section 2 above.

Condition 2) is met in the following way: Set
Xmin = ceil ( NxLOR)

Where ‘ceil’ is the rounding up operation. Then, n and x, satisfy
prob (X, < X | N, n, Xmin) = AlphaR

This means that, if the true number of occurrences is Xui, (or less),
then the probability is at least AlphaR that the number of
occurrences in a sample of size n will be x,, or smaller, and
therefore that we will not falsely conclude a number of population
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occurrences greater than Xy, . Dividing by N to obtain occurrence

rates, we see that the reliability AlphaR is achieved for any true
population occurrence rate of LOR or less.

4. Determination of 1- or 2-sided
reliability intervals

Inputs:

sides: 1 or 2; number of interval endpoints to calculate.

N: population size

n: sample size

X: number of occurrences in sample
R: reliability or confidence
Outputs:

ORiight: upper precision limit of OR; ORiight = Xiigh! N

ORett: lower precision limit of OR; ORert = Xiest/ N; Not calculated if
sides = 1.

Other quantities referred to below:

X true (unknown) number of occurrences in population
Xiight:  upper precision limit of X

Xett:  lower precision limit of X; not calculated if sides = 1.

Xh: random variable with hypergeometric distribution specified
by N, n, X.

OR: population occurrence rate; OR = X/N
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Description:

If sides = 2, risk is divided equally between upper and lower limits,
ie.

If sides=1, R = R.
If sides =2, R = (1+R)/2.

If sides = 1, then Xen is not calculated (returns 0), and Xignt
satisfies the following:

1) If X > Xiight, then prob (x, > x| N, n, X) 2 R’
2) If X < Xiignt, then prob (xp > x| N, n, X) <R’

This means that, if the true number of occurrences X were any
more than Xign, then the probability is at least R’ that the number
of occurrences in a sample of size n would be greater than the
observed number x. In other words, X is less than or equal to Xiignt
with reliability R’.

If sides = 2, then Xiign: is as above, and X satisfies the following:
1) If X < Xiett, then prob (x, < x| N, n, X) 2 R’
2) If X= Xes, then prob (x, < x| N, n, X) <R

This means that, if the true number of occurrences X were less
than X, then the probability is at least R’ that the number of
occurrences would be less than the observed number x. In other
words, X is greater than or equal to X with reliability R’.

The above definitions of Xi.x and Xign: are similar to those given in
[1] translated into mathematical notation, with one minor
adjustment as described in [2].

Although it is a standard technique [1], the process of dividing the
tolerable risk

1 — R between the upper and lower limits to obtain two-sided
intervals, can lead to unnecessarily conservative intervals
whenever X = 0 [2]. This situation most frequently occurs when
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x = 0, but may occur for other low numbers of occurrences, when
nand N are large. When it does, IDEA displays a message saying
that the two-sided interval is unavailable.

References:

[1] Donald M. Roberts, Statistical Auditing, AICPA 1978; p. 184.

[2] K.M. Adeney, “Appendix A”, CaseWare Idea Inc. Internal
Report, April 2002.
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Appendix A: Technical Note

1. Introduction

Attribute sampling functionality for IDEA is provided by three main
functions, each of which performs one of the following tasks:

1. Planning the sample size to control beta risk
2. Planning the sample size to control alpha and beta risks

3. Determination of one or two-sided reliability intervals for a
given sample (also known as sample evaluation)

The above functions are described in [2]. This document provides
extra detail on certain aspects of the methodology.

2. Hyper geometric Risk Function Stability

Risk functions for attribute sampling are calculated precisely, using
the hypergeometric probability function as appropriate for
sampling without replacement. The hypergeometric risk (HGR)
function is based on the cumulative hypergeometric probability —
that is, the sum of probabilities of observed sample occurrence
numbers ranging from zero to the specified number of
occurrences. This quantity may be calculated in any of a number
of ways, with different methods exhibiting different numerical
properties. Since direct computation of each hypergeometric
probability is computationally expensive and numerically unstable,
recursive relationships between probabilities are exploited in
calculating the sum.

Outputs of IDEA’s HGR function were tested against those
produced by existing software programs such as ATSIZ1, ATSIZ2
and ATEVAL, as described in [1], as well as an additional program
called SAMPLE, which performs the same calculations. The HGR
function used by the BASIC ATSIZ1 and ATSIZ2 code appears to
calculate HGR using a mathematical recursion that is initialized
with the probability of observing zero occurrences. Although this
procedure is more stable than calculation of HGR using direct
evaluations of factorial expressions, it has a bug: it always returns
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zero when the probability of observing zero occurrences in the
sample is zero, even if the total hypergeometric risk is not zero.
Furthermore, this implementation becomes unstable when the
probability of observing zero sample occurrences is very small (i.e.
when both population occurrence rate and sample size is large).

Errors in sample sizes returned by SAMPLE are consistent with
the hypothesis that the HGR function used by SAMPLE also has
the bug described above. In sampling to control beta risk,
SAMPLE looks for lowest n such that the risk function is below 1 —
R (where R is the reliability). Sample sizes that are too low may
result from the fact that, because of the bug in the HGR function,
the risk condition is met sooner (for lower n) than it should be.

IDEA’s attribute sampling routines calculate HGR using a
mathematical recursion that is similar to the one used in previous
HGR functions, except that it is initialized with a value that is
guaranteed not to be zero. This value is the probability of
observing whatever number of occurrences is most likely for the
given population occurrence rate and sample size. This
implementation does not exhibit the bug described above.

Although the new HGR function can better tolerate smaller
individual event probabilities compared to the previous HGR
functions, ANY discreet cumulative probability distribution will
become more unstable, as the individual event probabilities
summed to obtain the cumulative probability become very small.
This occurs when both sample size and population size are large.
For example, for a population of 1,000,000 and a population
occurrence rate of 10%, the HGR function is valid for sample sizes
up to 8300.

The range of allowable sample sizes has not yet been
characterized for an extensive number of occurrence rates and
population sizes — in general, it increases as population
occurrence rate decreases, and decreases as population size
increases. However, the required reliability values would need to
be very high, and the tolerable and expected occurrence rates
very close, in order for such large sample sizes to be required in
attribute sampling. Therefore, instability of the HGR function is not
expected to be of practical importance. Code has been included
to detect this instability if it arises. If instability of the
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hypergeometric function does pose a practical problem in future, a
continuous approximation to the cumulative hypergeometric
probability may be used to circumvent this problem.

3. Precision Limit Definitions

The evaluation function finds reliability interval endpoints, or
precision limits, while the two planning functions use precision
limits implicitly in order to find sample sizes. It is important that
precision limits used by all programs be defined consistently. This
section describes some issues that have been identified with the
definitions of precision limits found in Roberts [1] and in the
outputs of past sampling programs.

Firstly, it is noted that numbers of population occurrences are
always integers, so precision limits on population occurrence rates
should correspond to integer population occurrence numbers.
This is not the case with outputs from the previous DOS program
SAMPLE, although it appears to hold for the outputs of the DOS
program ATEVAL. Precision limits will be discussed here in terms
of numbers of occurrences, rather than occurrence rates, since
these discrete quantities are the ones actually calculated using the
hypergeometric risk function.

We first consider the definitions of the left and right precision limits
in Roberts’ precision limit evaluation function, ATEVAL [1].
According to the description of that function, the right precision
limit on the number of population occurrences is some number
Xiignt sUch that

prob (x, > Xops | N, N, Xright) =R, (1)

where X5 is the observed number of sample deviations and other
quantities are as described above. Here the difficulty arises.
Because the hypergeometric distribution is discrete, it is highly
unlikely that there is some value of R satisfying the above
equation exactly. One may instead say that Xy is the minimum
value of X satisfying

prob (X, > Xeps | N, n, X) 2 R . (2)

The interpretation of Ineq. (2) is that, if the true number of
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occurrences were as big as Xy, then the probability is at least R
that the number of occurrences in a sample of size n would be
greater than the observed number x.;. In other words, X is strictly
less than Xy with reliability R, or equivalently X is less than or
equal to Xy — 1 with reliability R. Values returned by SAMPLE
are consistent with these definitions (except where they are in
error due to instability of that program’s hypergeometric risk
function).

Alternately, one may define X, to be the maximum value of X
satisfying

prOb (X>XObS|Nl an)<R' (3)

The difference between these two definitions is illustrated below,
where X; is the value of X resulting from Ineq. (2) and Xj is the
value of Xgn resulting from Ineq. 3.

X : . . . e o
prob>or<R? < < > > >
T T
X Xz

Note that X5 = X, — 1 always.

In Attribute Sampling, Ineq. (3) is used, so that the left and right
precision limits are included in the reliability R interval. For two-
sided evaluation, X is the minimum value of X satisfying

prob (x < Xeps | N, n, X) < R.. (4)

where R has been obtained by dividing the acceptable risk
between upper and lower limits as described in [1].

4. Beta Risk Control

We now consider Roberts’ descriptions of the sample size
determination programs ATSIZ1 and ATSIZ2 [1], in particular the
method of controlling beta risk. Roberts says that the returned
sample size is the minimum possible such that the population
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deviation rate is strictly less than the upper threshold occurrence
rate UOR (Roberts calls this the tolerable deviation rate) with
reliability at least R, subject to constraints on either the expected
deviation rate (ATSIZ1) or the alpha risk (ATSIZ2). This is the
minimum sample size n satisfying (subject to constraints)

prob (Xn > Xerit | N, n, Xio) 2R .. (5)

Here x; is a hypergeometric random variable with population N,
sample size n, and number of population occurrences Xy, and X
is the critical number of sample deviations. Roberts does not
specify the way in which X, is obtained from UOR. Either
rounding up or rounding down (e.g. Xy = ceil(UORxN) or X, =
floor(UOR xN) ) may be used. DOS versions of SAMPLE and
ATSIZ1 and ATSIZ2 appear to have used rounding down.

In summary, in Roberts’ ATSIZ1 and ATSIZ2 programs, the true
occurrence rate OR is strictly less than the UOR with reliability R
— so the UOR is excluded from the 1-sided reliability R interval. In
Attribute Sampling, the above procedure is modified slightly so
that the population occurrence rate can be as high as the UOR
without going below the desired beta reliability R. This is achieved
by setting

Xior = floor(UOR x N) + 1 (6)
Thus, we have
UOR xN < Xio < UOR XN + 1 (7)

The above value of X, is used in Ineq. (5). By the reasoning
given following Ineq. (2), we know that with reliability R, the true
population number of occurrences X satisfies

X < Xio— 1 (8)

Dividing Ineq. (8) by N to translate into occurrence rates, and
combining with Ineq. (7), we get

OR=X/N < (Xo—=1)/N < (UORxN+1-1)/N=UOR (9)

with reliability R. Thus the UOR is now included in the 1-sided
reliability R interval.
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The attribute sampling functions return slightly smaller sample
sizes for some cases than do programs that exclude the UOR
from the reliability interval. This difference becomes more
pronounced as the sample size grows relative to the population
size.

5. Asymmetric Risks in Two-Sided Intervals

Although it is a standard technique [1], the process of dividing the
tolerable risk 1 — R between the upper and lower limits to obtain
two-sided intervals, can lead to unnecessarily conservative
intervals, whenever X« = 0 [2]. In such cases the found value of
Xest = 0 would work for lower confidences than the specified value
of R = (1+R) / 2 [1], [2]. Said another way, the risk allowed for the
left limit (i.e., (1 — R)/2) may not all be “used up” when the lower
limit is zero. Therefore the true confidence of the supplied interval
is higher than R.

A narrower interval (e.g., between X = 0 and some smaller value
of Xiignt ) could be found which would still have a total risk less than
or equal to 1 — R. For such an interval, the risks assigned to each
of the upper and lower limits would be unequal, and would have to
be determined by a software search. For the present time, IDEA
instead displays a message saying that the two-sided interval is
unavailable, whenever the calculated lower limit is O.
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Introduction

The purpose of Monetary Unit Sampling (MUS) is to estimate an
upper limit on the error in a population, based on examination of a
MUS sample from the population. The sampling unit in an MUS
sample is an individual dollar, rather than an item or database
record. Thus, the number of units in the sampled population
(commonly denoted by N) is equal to the total monetary value of
this population (commonly denoted by Y). The theory behind MUS
is complex and its explanation is beyond the scope of this paper —
interested readers may see [2], [3], [4].

This document describes the mathematical procedures followed
by IDEA in planning and evaluating Monetary Unit samples.
Different methodologies are used to evaluate samples depending
on whether they are found to contain a low number of errors
(fewer than 20), or a high number of errors (20 or more). For the
low-error case, IDEA uses a cell-based MUS evaluation similar to
that described in [2]. An earlier version of this implementation is
described in a previous IDEA Users’ Guide [1]. For the high-error
case, classical PPS theory [4] is applied. IDEA also supports joint
evaluation of several samples to estimate an upper error limit for
the combined population (that is, the union of all of the populations
from which the samples were drawn); this evaluation uses an
extension of the Stringer bound described in [3].

Note that the basic precision pricing (BPP) and confidence level
(CL) are input to the screens as percentages, but appear in the
formulae below as decimal fractions, for example 0.95 rather than
95.

Handling of High Value Items

High value (HV) items are records in the population having
recorded amounts greater than or equal to a user-specified high
value amount. IDEA supports two methods of dealing with HV
items. The first is to extract all high value items to a separate file,
the high value database, during sample extraction. The remaining
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items are then extracted to the main sample database using an
average sampling interval equal to the planned sampling interval.
Errors in the HV database are summed and added to the most
likely error and upper error limit derived from the main sample
database. They do not affect the precision gap between the upper
error limit and most likely error.

The second option is to treat HV items no differently from other
items in the population. In this case high value items may be
sampled one, two, or more times. Thus, the main sample
database can contain multiple records for a single HV item in the
population database. Errors in HV items in the main sample
database affect the precision of the upper error limit in the same
way as any other errors in the sample. This mode is useful for
situations in which high value records in the database are
aggregates of many smaller items.

The HV amount is the sampling interval by default. However,
users may set the HV amount to any value.

Users may optionally specify a HV file in the evaluation dialogs (or
one HV file for each sample database, in the case of a combined
evaluation IDEA generates a warning whenever any recorded
amount in the main sample database is greater than the lesser of
the sampling interval or the specified HV amount, if one was
provided in sample planning. If the sample was planned using
IDEA’s MUS - Plan Sample routine, the HV amount used for this
test is the one specified during the planning stage. Otherwise, a
HV amount equal to the sampling interval is used. The HV
amount does not affect the values computed by the evaluation, but
is only used for generating these warnings.

3. Planning

3.1 Planning when Population Size is known

Inputs:

Y Total monetary value of population No restrictions
from which sample was drawn See Note 1.
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X ax Maximum tolerable monetary value of | 0 < Xpax <Y
all errors in population (e.g.,
materiality for this test) — absolute See Note 1.
value
Xexp Expected monetary value of all errors | 0 < Xexp<
in population — absolute value
Xrnax
Xexp<09Y
See Note 1.
BPP | Basic precision pricing (assumed 0<BPP<10
worst-case tainting on errors in
population that do not appear in the
sample).
CL Confidence level (a.k.a. reliability) 0<CL<1
See Note 1.

Note 1: As well as the above individual restrictions on the inputs,
a restriction is placed on the group of inputs. This restriction is
designed to filter out inputs that would lead to impractically large
sample sizes or numbers of sample errors. It has the following
form:

X
%(1—@) Ximax = Xexp 2 0.07 (3.0)

Outputs:

n: approximate sample size (for population with no HV items
removed )

SI:  average sampling interval; N/n
TT: Tolerable tainting in sample.
Other quantities referred to below:

*

X*: tolerable number of 100% - tainted errors in sample.
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*

n*:  minimum sample size that can tolerate x* 100% - tainted
errors
N: size of population from which sample was drawn.

For MUS, N =|Y]|.

Description:

For planning the sample, and also for evaluating a single sample
when few errors are present, IDEA’s MUS functions use cell-
based MUS methods similar to those presented in references [1],
[2]. One slight change is that IDEA now uses hyper geometric
factors when population size is known, while [1] and [2] describe
methods in terms of Bernoulli and/or Poisson factors. It is well
known that hyper geometric factors are the most appropriate for
modeling sampling from finite populations (e.g., see [2]).
However, at the time [1], [2] were written, computations of hyper
geometric factors was not feasible, and the use of the Bernoulli
and Poisson approximations was common. Since IDEA already
has stable hyper geometric probability functions for its Attribute
Sampling module, these are used in MUS as well. The practical
effect of this change on planned sample sizes and computed error
limits is very small.

When population size is known, we first compute the sample size
n and then use this to compute the S/. This planning function
finds the approximate minimum n and corresponding tolerable
tainting TT such that it can be inferred with a reliability of at least
CL that the true number of errors is less than the tolerable number
of errors, Xnax. Equivalently, the risk of deciding that X < Xax
when in fact X > Xa is no greater than (1 — CL). The sampling
interval, sample size, and number of tolerable errors in the sample
are first computed for the case of 100% tainting, and then scaled
by the BPP to obtain S/, n, and TT.

The hyper geometric distribution is used for the risk calculations.
Nonetheless, the planning process is approximate, since the upper
error limit obtained when a sample is evaluated depends not just
upon the total tainting, but also on how the tainted dollars are
distributed among the errors.
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The cumulative hyper geometric distribution is given by

H(x,n,X,N)zi( Xt (N-X)! X(N—n)!n!)

Sl (X -k (N-X—(m-k)l(n—-k)! NI
(3.1)

H(x,n,X, N) Is the risk of observing x or fewer errors in a sample

of size n drawn from a population of size N in which the total
number of errors is X.

The sample size that would be appropriate if all taintings were
100%, denoted by n*, is computed in the following way:

Set the population total erroras X = X .. .

We first describe the case when the expected error is greater than
zero. Then, we consider sample errors x = 0, 1, 2,. For each x
considered, we find the minimum sample size, denoted n(x), which
will tolerate x errors at the desired confidence level CL. That is, if
up to x errors are found in a sample of size n(x), the CL-upper

precision limit on the population error rate is less than X ... This
is done as follows:

For each successive x, we find the lowest n such that
H(x,n,X, N) does not exceed the acceptable risk, 1 — CL. Thus,

n(x)= min [n 3 H(x,n, X, N)< 1-CL] (3.2)

We thus obtain a succession of pairs (x,n(x)) giving sample sizes
n(x) which could tolerate x errors.

For each pair we then compute the sample error rate x/n'(x),
and compare this with the expected error rate for the population,
Pexp =X exp /N . Let x' and x'+1 be successive integers such

that

x' <Xexp < x'+1
n(x") " N T on'(x+l)

(3.4)
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We find the values x* and n* by interpolating between these pairs
to achieve the desired ratio x*/n* = p.., = X, /N. This yields

x*=x' n*—n'(x")

= . (3.5)
x'+1-x' n'(x'+1)—n'(x")

Substituting x*=n* X ., /N and solving, gives
O n'(x'+1) = x" n'(x") (3.6)

[ (x'") = 7' ()] Pexp —1

* — %
X7 = Pexp 1

Where ceil () denotes rounding up. When the expected error is
zero, we set x* = 0, and compute n*(0) = n(0) using (4.2).

Finally, we scale by the BPP to get
IT = x*xBPP
n = floor(n*x BPP) (3.7)
SI = N/(n*xBPP)

Where floor () denotes rounding down. Note that n is an
approximate sample size — the achieved sample size may different
from n due to the removal of high value items from the database
during sampling. High value extraction can also change the
achieved sampling interval slightly (that is, the final population size
less high value items, divided by the final sample size).

A Further Note on High Value Items

The planning function computes a sampling interval, tolerable total
taintings, and sample size required to meet the objectives on
upper error limit and confidence, without consideration of high
value items. When the sample is extracted, removal of HV items
decreases both the population value and the sample size from the
planned values. If the expected and maximum tolerable error
rates in the population after removal of HV items is the same as
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that used in planning (i.e., X, /N andX,, /N respectively),

removal HV items will not affect the ability of the sample to
achieve the planned precision to any noticeable degree.

3.2 Planning when Population Size is Unknown

Inputs:
X max | Maximum tolerable monetary value Xax >0
of all errors in population (e.g.,
materiality for this test) — absolute
value
Xexp Expected monetary value of all errors | 0 < Xexp < X ax
in population — absolute value
BPP | Basic precision pricing (assumed 0<BPP <o
worst-case tainting on errors in
population that do not appear in the
sample).
CL Confidence level (a.k.a. reliability) 0<CL<1

Outputs:

S average sampling interval; N/n
TT: Tolerable tainting in sample.
Other quantities referred to below:

*

X*: tolerable number of errors in sample.

ﬂ(x, C): Poisson factor (a.k.a. UEL factor) for observed number
of errors x and confidence level C.

N: size of population from which sample was drawn. for MUS
N=|Y|.
Description:

When population size is unknown, we compute the S/ directly
using the Poisson distribution to approximate the hyper geometric.
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We first find successive integers x' and x'+1 such that

x' < Xexp < x'+1
AX',CL) ™ X, A(x+1,CL)

(3.8)

max

The Poisson factors A(x', CL) and A(x'+1, CL) are found using a

search procedure, which we shall now describe. The cumulative
Poisson distribution is given by

P(A,x)= St Ak k1 (3.9)
k=0

Where k! denotes the factorial of x, i.e. k! =k(k—1)k-2)..(2).
The Poisson factor A (x, CL) is that value of A satisfying
P(A(x,CL), x)=1-CL (3.10)

IDEA computes Poisson factors by incrementing a candidate A
until /1(x, CL) satisfying (3.10) is found. The computation is
accurate to five decimal places. One interpretation of the Poisson
factor is as follows: /I(x, CL) is the CL - upper limit on the

expected number of errors in any future sample, when an
examined sample is found to have x errors.

Having found x' and x'+1, and their corresponding Poisson
factors, we next interpolate to find values x* and A* such that
X*A*=X oo [ Xmax - Thus,

x*-x' A*=A(x',CL) (3.11)
x+1-x'"  A(k+1,CL)-A(x',CL) '

Substituting x*= A* X ., /X, and solving, gives

. X' A(k'+1,CL) — x" A(k',CL)
[A(X'+1,CL) = A(x', CL)| X X oy / X pax — 1

(3.12)
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max

x*= A*X X [ X

Finally, we compute the S/ and tolerable taintings, scaling by the
BPP to get

I — Xmax
A*¥XBPP (3.13)
IT = x*xBPP

A Further Note on High Value Items

As in the case for known population size, removal of HV items
decreases both the population value and the sample size from the

planned values. Once again, if X, and.X,, are scaled to

reflect the decrease in population size, removal HV items will not
affect the ability of the sample to achieve the planned precision to
any noticeable degree.

3.3 Warning Messages from Planning

IDEA generates warning messages in pop-up windows if certain
conditions are encountered during MUS Planning. Warnings do
not prevent the user from executing the planning operation as
planned, but are merely notifications. The table below shows these
conditions and the resulting warnings.

Condition Warning

n > 0.5 x number of WARNING: The computed sample size
records in population |is more than half of the number of
database records in the population database.
Results from evaluating this sample
may be overly conservative. Classical
Variables sampling may be more
appropriate for this test. Consultation
with a statistical sampling expert is

recommended.

Xpax > N Warning: the tolerable error exceeds
the total population value.

Xexp >0.5X 0x Warning: you have specified an

expected error of more than half the
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tolerable error. Monetary unit sampling
is inefficient for such high-error

populations. Classical Variables
sampling may be more appropriate for
this test.
High Value items Warning: you have specified a high
extracted to separate | value amount greater than the
file and High Value sampling interval. ltems having
Amount > Sampling recorded amounts between the high
Interval value amount and the sampling interval

may be sampled multiple times;
statistical projection of errors found in
such items is not recommended.
Change HVA / Confirm.

Note: IDEA does not support sampling intervals of less than 1.0
or sample sizes of greater than 1,000,000. If the planning function
computes values outside of these accepted limits, it fails and the
user is asked to try different parameters.

4. Sample Evaluation

4.1 Single Sample Evaluation when Fewer than
20 Errors are found

Inputs:
Y Total monetary value of
population from which sample
was drawn
n Sample size n >0, n = number of

records in sample
database,n<Y

BPP | Basic precision pricing | 0 < BPP <10
(assumed worst-case tainting
on errors in population that do
not appear in the sample).
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CL Confidence
reliability)

level (a.k.a.| 0.0<CL <.995

database)

RA( | Recorded amount for K" | RA(k)+0
K) record in main sample, for k =
1 ... n (obtained from sample

AA( | Audited amount for k" record |RA(k)—AA(k)|
K) in main sample, for k = 1 ...
number of records (obtained
from sample database)

< BPP

| RAGD) |

Outputs:

Gross UEL o/s NoHV :

Gross UEL u/s NoHV:

Gross MLE o/s NoHV:

Gross MLE u/s NoHV:

Net UEL o/s NoHV:

Net UEL u/s NoHV:

upper precision limit of overstatements
projected from main sample,

upper precision limit of
understatements projected from main
sample, disregarding overstatements
and not including errors in HV items

most likely error for understatements
projected  from main  sample,
disregarding understatements and not
including errors in HV items

most likely error for understatements
projected from main sample,
disregarding overstatements and not
including errors in HV items

upper error limit for overstatements net
of understatements not including
errors in HV items

upper error limit for understatements
net of overstatements not including
errors in HV items
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Net MLE o/s NoHV:

Net MLE u/s NoHV:

HVE o/s:

HVE u/s:

Gross UEL o/s wHV:

Gross UEL u/s wHV:

Gross MLE o/s wHV:

Gross MLE u/s wHV:

Net UEL o/s wHV:

Net UEL u/s wHV:

Net MLE o/s wHV:

Appendices

MLE for overstatements net of
understatements not including errors
in HV items

MLE for understatements net of
overstatements not including errors in
HV items

total overstatements in high value
items

total understatements in high value
items

upper error limit for overstatements,
disregarding understatements  but
including errors in HV items

upper error limit for understatements,
disregarding overstatements but
including errors in HV items

most likely error for overstatements,
disregarding understatements  but
including errors in HV items

most likely error for understatements,
disregarding  overstatements  but
including errors in HV items

upper error limit for overstatements net
of understatements, including errors in
HV items

upper error limit for understatements
net of overstatements, including errors
in HV items

MLE for overstatements net of
understatements, including errors in
HV items
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Net MLE u/s wHV: MLE for understatements net of
overstatements, including errors in HV
items

Precision o/s: Total precision of UEL for
overstatements

Precision u/s: Total precision of UEL for
understatements

Other quantities referred to below:
Sl average sampling interval

toss(K): tainting for the k™ overstatement in main sample,
ordered from largest to smallest.

tws(K): tainting for the k™ understatement in main sample,
ordered from largest to smallest.

Xors total number of overstatements in main sample

Xufs total number of understatements in main sample

N: size of population from which sample was drawn. For
MUS, N =|Y]|.

Description:

IDEA uses cell evaluation [2] to compute a most likely error and an
upper error limit for the population. These quantities are computed
separately for overstatements and understatements. The resulting
(gross) estimates are then combined to produce a net most likely
error and a net upper error limit for the population. The hyper
geometric probability distribution is used throughout.

Note that only the separate (Gross) upper error limit for
overstatements has been extensively tested. The guidance of a
statistical expert should be sought before the gross and net most
likely errors, or the net upper error limit, are used in any audit
decision.
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Sampling Interval
The sampling interval is computed as
SI=N/n

Note that previous versions of IDEA have used the sampling
interval used in the extraction, say S/*, which is not exactly equal
to N/n due to the presence of a remainder when N is divided by
SI* - that is, n = floor (N / SI*). Since the derivation of MUS
calculations [2], [3], is based on a S/ of exactly N/n, this quantity is
now used in the evaluation. The value of S/* used for extracting
the sample can be found in the sample history, if the sample was
extracted using IDEA’s MUS extraction.

Taintings
For each item in the main sample database, let

_ RA(k)— AA(k)
 RA(K) '

(k) (4.1a)

We denote taintings of overstatements and understatements
respectively by

tos(k) =| T (k")

. RA(K') > AA(K') (4.1b)

s () =| T (k")

. RAK') < AA(K").

Note that recorded amounts may be either positive or negative.
The following table gives possible ranges for tainting values, under
the assumption that the audited amount has the same sign as the
recorded amount.

Recorded amount Sign
Positive: Negative:
RA(k)>0 RA(k)<0
Overstatement: 0<7(k)<l1 —o <t (k)<0
RA(k) > AA(k)
0<tk)<1 0<t(k)<oo
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Understatement: —oo<f(k)<0 0<7(k)<l

RA(k)<AA(k) 0<f(k)<°° 0<t(k)<1

Since they lead to taintings of greater than 100%,
understatements for positive recorded amounts or overstatements
for negative recorded amounts can dominate the results. IDEA
generates a warning suggesting that a sampling expert be
consulted, if any taintings greater than 100% are encountered.

Taintings of both overstatements and understatements are
ordered from largest to smallest.

If any tainting is greater than the input BPP, the BPP must be
adjusted to a value greater than or equal to the maximum tainting
before the evaluation can proceed.

Projection of Most Likely Errors from Sample

We here describe the procedure for projecting the most likely
errors from the sample, without consideration of errors in high
value amounts. The formulae used are

Xo/s
Gross MLE o/s NoHV = SIx Y t,,,(k) (4.2)
k=1
Xy /s
Gross MLE u/s NoHV = SIx >'t, ;. (k)
k=1

Projection of Upper Error Limits from Sample

We here describe the procedure for projecting the upper error
limits from the sample, without consideration of errors in high
value amounts. We shall provide details for Gross UEL o/s NoHYV,
the computation for understatements is directly analogous. For
some quantities below we omit the subscript o/s; all errors and
taintings in the equations below should be understood to be
overstatements. The upper limit is given by

Gross UEL o/s NoHV = F(x)x SI . 4.3)
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The factor F(x) is computed using the cell evaluation method [2].

This technique takes advantage of certain constraints on the
possible population errors, which are a consequence of the cell
extraction method employed by IDEA’'s MUS Extraction routine. It
is a recursive calculation employing hyper geometric factors
Ay (k,n,N,CL), which will be defined below.

The recursive procedure is given by:

F(0)= Ay (0,n,N,CL)x BPP (4.4a)

F(k) = max{F(k—l)+t(k), ﬂH(k,n,N,CL)x%f,t(i)}
i=1
(4.4D)
fork=1,..., x.

We now define the hyper geometric factors. Let X ., (k) be the

CL-upper precision limit on the number of errors in a population of
size N, when k errors are found in a sample of size n. Note that
for any X, it can be inferred with a confidence level
l—H(k,n,X, N) that the true population error rate is less than X ,
where H(k,n,X, N) is the hyper geometric risk function defined in

Eq. 3.1. This is because, if the error rate were as high as X, then
the number of sample errors would be greater than the observed

value of x with a probability of 1— H(x,n, X,N). Therefore, the
upper precision limit on the number of errors in the population at a
confidence level of CL = 1- H(x,n,X,N) is X —1. By the above

reasoning, X .. (k) is

X o () =min [X 5 H(k, n, X +1, N)< 1-CL] . (4.5)
The hyper geometric factor is given by

Ag (e, N,CL) = X 0 () /ST . (4.6)

Ay (k,n,N, CL) is the expected number of errors in a sample of
size n drawn from a population of size N in which there are a total

405



Data Analysis for Auditors—Practical Case studies

of X,..(k) errors. Note that the Poisson factorA(k,CL) as

defined in Section 3 is a conservative approximation to the hyper
geometric risk factor as defined above, with the accuracy of the
approximation improving, as the population size grows large.

Incorporation of Errors in High Value ltems

We now describe the incorporation of errors in high value amounts
and the calculation of the final Gross and Net error projections
appearing on the result tab. The equations used are:

HVE o/s = > RA(i)— AA(i) ;iin HV database(4.7a)
RA(i)>AA(i);
HVE u/s = > AA(i) — RA(i) ;iinHV database(4.7b)
AA()>RA();
Gross UEL o/s Whv = Gross UEL o/s noHV + HVE o/s (4.7¢c)
Gross UEL u/s wHV = Gross UEL u/s noHV + HVE u/s (4.7d)
Gross MLE o/s wHV = Gross MLE o/s noHV + HVE o/s (4.7e)
Gross MLE u/s wHV = Gross MLE u/s noHV + HVE u/s (4.71)
Net UEL o/s noHV = Gross UEL o/s noHV — Gross MLE u/s noHV
(4.79)
Net UEL u/s noHV = Gross UEL u/s noHV — Gross MLE o/s noHV
(4.7h)
Net MLE o/s noHV = Gross MLE o/s noHV - Gross MLE u/s noHV
(4.71)
Net MLE u/s noHV = Gross MLE u/s noHV - Gross MLE o/s noHV
(4.7))
Net UEL o/s wHV = Gross UEL o/s wHV — Gross MLE u/s wHV
(4.7k)
Net UEL u/s wHV = Gross UEL u/s wHV - Gross MLE o/s wHV
(4.71)
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Net MLE u/s wHV

Precision o/s

Precision u/s
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Gross MLE o/s wHV — Gross MLE u/s wHV

(4.7m)

Gross MLE u/s wHV — Gross MLE o/s wHV

(4.7n)

Gross UEL o/s noHV — Gross MLE o/s noHV

(4.70)

Gross UEL u/s noHV — Gross MLE u/s noHV

(4.7p)

4.2 Combined Evaluation of Multiple Samples

Inputs:

Y(k):

Total monetary value of
population from which
K™ error in total sample
was drawn.

|Y|>n

n(k):

Size of component
sample in which k™ error
in  combined sample
was found (obtained
from sample databases)

n>0

BPP(k):

Basic precision pricing
corresponding to K"
error in combined
sample.

0<BPP<10

CL

Confidence level (a.k.a.
reliability)

0<CL<.995

RA(K)

Recorded amount for k™
record in combined
sample, for k =1 ... n
(obtained from sample
databases)

RA(K) # 0

AA(K)

Audited amount for K"
record in main sample,
for Kk = 1 ... sum of
sample sizes (obtained
from sample databases)

|RA(K) — AA(K)|

| RA(K)

< BPP(k)
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Outputs:

Gross UEL o/s NoHV':

Gross UEL u/s NoHV:

Gross MLE o/s NoHV:

Gross MLE u/s NoHV:

Net UEL o/s NoHV:

Net UEL u/s NoHV:

Net MLE o/s NoHV:

Net MLE u/s NoHV:

HVE o/s:
HVE u/s:

upper precision limit of overstatements
projected from main sample,
disregarding understatements and not
including errors in HV items

upper precision limit of understatements
projected from main sample,
disregarding overstatements and not
including errors in HV items

most likely error for understatements
projected from main sample,
disregarding understatements and not
including errors in HV items

most likely error for understatements
projected from main sample,
disregarding overstatements and not
including errors in HV items

upper error limit for overstatements net
of understatements not including errors
in HV items

upper error limit for understatements net
of overstatements not including errors in
HV items

MLE for overstatements net of
understatements not including errors in
HV items

MLE for understatements net of
overstatements not including errors in
HV items

total overstatements in high value items

total understatements in high value
items
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Gross UEL o/s wHV:

Gross UEL u/s wHV:

Gross MLE o/s wHV:

Gross MLE u/s wHV:

Net UEL o/s wHV"-

Net UEL u/s wHV"-

Net MLE o/s wHV:

Net MLE u/s wHV:

Precision o/s:

Precision u/s:
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upper error limit for overstatements,
disregarding understatements but
including errors in HV items

upper error limit for understatements,
disregarding overstatements but
including errors in HV items

most likely error for overstatements,
disregarding understatements but
including errors in HV items

most likely error for understatements,
disregarding overstatements but
including errors in HV items

upper error limit for overstatements net
of understatements, including errors in
HV items

upper error limit for understatements net
of overstatements, including errors in HV
items

MLE for overstatements net of
understatements, including errors in HV
items

MLE for wunderstatements net of
overstatements, including errors in HV
items

Total precision of UEL for
overstatements

Total precision of UEL for
understatements

Other quantities referred to below:

SI(k): average sampling interval for component sample in
which k™ error in main sample was found.
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RA(K): recorded amount for k" record in combined sample
AA(K): audited amount for K" record in combined sample
tos(k): tainting for the k" overstatement in combined

sample, ordered from largest to smallest.

tus(k): tainting for the k™ understatement in combined
sample, ordered from largest to smallest.

Xofs - total number of overstatements in combined sample

Xuss - total number of understatements in combined
sample

N(k): size of population from which sample k was drawn.

For MUS, N(k) =|Y(k)|.

Ny size of combined population: N, =) N(k)
n(k): size of sample k

ng. size of combined sample: n, = n(k)
Overview:

Suppose a monetary unit sample is taken in each of several
distinct populations. IDEA uses the “global combined bound”
proposed by Neter et al. [3] to determine the most likely error and
upper error limit for the combined population — that is, the union of
all of the sampled populations. This bound reduces to the bound
introduced by K. Stringer, for the case of a single sample. The
Stringer bound is most appropriate for samples containing few
errors’; it tends to over-estimate the upper error limits when many
errors are observed.

The most likely and upper error limits are computed separately for
overstatements and understatements. The resulting (gross)
estimates are then combined to produce a net most likely error
and a net upper error limit for the combined population. The hyper
geometric probability distribution is used throughout.
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Note that only the separate (Gross) upper error limit for
overstatements has been extensively tested. The guidance of a
statistical expert should be sought before the gross and net most
likely errors, or the net upper error limit, are used in any audit
decision.

The Stringer bound is slightly more conservative than that
produced by the cell evaluation method. However, unlike the cell
evaluation method, the Stringer bound is valid for monetary unit
samples drawn using either cell selection or simple random
sampling. IDEA’s “combined evaluation” option can also be used
to obtain the Stringer UEL for a single sample, if this is desired.

We note that [3] does not consider the use of BPPs other than
100%. In IDEA, we have extended the “worst-case” basic
precision proposed in [3], to allow for arbitrary BPPs.

Details:
Sampling Interval:
The sampling intervals are computed as
SI(k) = N (k) / n(k) (4.8)
See comments in Section 4.1 for more details.
Taintings:

Taintings are calculated for each record in the combined sample
as in Eq. (4.1a), and sorted into groups of overstatements and
understatements, (k) and t,s(k), as in E.g. (4.1b). The index k
of a tainting denotes its position in a list of taintings from all
samples, sorted from largest to smallest.

Projection of Most Likely Errors from Sample

The formula used for computing the most likely total overstatement
in the combined population, based on the overstatements
observed in all samples, is

Xo/s
Gross MLE o/s NoHV = Y't,, (k)x SI(k) . (4.9)
k=1
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Here fys(k) is the tainting of the K tainting in the combined
sample, ordered from largest to smallest. Taintings are described
further in Section 4 — taintings. Note that (4.9) does not include
errors in high value amounts stored in separate high value files —
these errors are added onto Gross MLE o/s NoHV in computing
the final error estimates (see Calculation of Gross and Net Error
Projections).

Projection of Upper Error Limits from Sample

We here describe the procedure for projecting the upper error
limits from the sample, without consideration of errors in high
value  amounts. We  shall provide details for
Gross UEL ,, noHV ; the computation of Gross UEL ,,, noHV is

directly analogous. All errors and taintings in the equations below
should be understood to be overstatements. The upper limit is
given by

uls

X
GrossUELo/s NoHV = BP + >, PGW (k). (4.10)
k=1

The first term is the basic precision for the combined sample.
For conservatism, it is taken to be the largest basic precision
of all of the component samples:

BP = m]?x[ﬂH (0,n,,N,,CL)x BPP(k)x SI(k)] (4.11)
PGW(k) is the precision gap widening for the k™ tainting in the
combined sample. It is given by
PGW (k)= Ay (k. N, ,CL)= A(k =1,n,,N,,CL)] 1(k) SI(k)

(4.12)

In (4.11) and (4.12), /IH(k,n,N,CL) is the hyper geometric
factor, as defined by Eq.s (4.5), (4.6)2 Also, n; and N; are the
combined sample and population sizes, and t(k) and Sl/(k) are the
tainting and sampling interval corresponding to the k™ tainting in
the combined sample.
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Calculation of Gross and Net Error Projections

The equations for computing the final Gross and Net error
projections appearing on the result tab are exactly as Eq.s
(4.7), (4.8), except that the misstatements in high value
amounts are totaled over all specified high value files.

Footnotes:

1.

For example, [3] describes extensive simulations with
combined samples having a total of between 10 and 50
overstatements; for a specified target confidence level of
95%, the achieved “empirical” confidence level (that is, the
frequency with which the bound exceeded the actual
population error) was always above 99%.

Note that the combined population and sample sizes are
used in computing these hyper geometric factors. This
prevents precision gap widening from becoming negative,
which could occur if component sample and population sizes
were used. Though the factors thus computed are slightly
larger than would be those computed with component
sample and population sizes, they are still more efficient than
the corresponding Binomial or Poisson approximations.

4.3 Single Sample Evaluation when More than

20 Errors are Found

Inputs:

Y(k): Total monetary value of population |Y| >n
from which k™ error in total sample
was drawn.

n(k): Size of component sample in which | >0
K™ error in combined sample was
found (obtained from sample
databases)

Limits Desired precision interval | Upper or Both
endpoints
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CL Confidence level (a.k.a. reliability) 0.1<CL<.995
if Limits = Both,
or
0.55< CL <.995

if Limits =
Upper.
RA(k) Recorded amount for k" record in | RA(k) = 0 AND
combined sample, for k = 1 ... n | all RA(k) have
(obtained from sample databases) | same sign

AA(K) Audited amount for k™ record in
main sample, for k = 1 ... sum of
sample sizes (obtained from
sample databases)

Outputs:

UEL NoHV -

LEL NoHV:

MLE NoHYV:

HVE:
UEL wHV:

LEL wHV":

upper precision limit of overstatements projected
from main sample, disregarding understatements
and not including errors in HV items

lower precision limit of overstatements projected
from main sample, disregarding understatements
and not including errors in HV items

most likely error for understatements projected from
main sample, disregarding understatements and
not including errors in HV items

total overstatements in high value items

upper error limit for overstatements, disregarding
understatements but including errors in HV items

lower precision limit of overstatements projected
from main sample, disregarding understatements
and not including errors in HV items
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MLE wHV: most likely error for overstatements, disregarding
understatements but including errors in HV items

Precision: Total precision of UEL for overstatements
S, Estimated standard deviation of ratios

Other quantities referred to below:

RA(K): recorded amount for k" record in main sample
AA(K): audited amount for K" record in main sample
r(k): ratio of for the k™ error in main sample, ordered

from largest to smallest.

r: Average ratio of audited amount to recorded
amount

X: total number of errors in main sample

U(R): Reliability factor. The reliability factor is that value
such that the area under the probability distribution
function from — oo to U(R) is equal to R.

Description:

The high-error evaluation uses Classical Proportional to Size
(PPS) sampling theory [4] to estimate the most likely error in the
population, the upper error limit, and optionally the lower error
limit. The Student’s ¢ probability distribution is used throughout.

In contrast with the low-error rate method, separate estimates are
not computed for each of over and understatements. Rather,
estimates are based on both over and understatements. The
following facts should hold in order for this method to be suitable
[4]:

1. All recorded amounts must have the same sign (either
positive or negative are allowed).

2. If positive recorded amounts are used, the majority of the
errors should be overstatements, and any understatements
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should be small. One or more large understatements can

inappropriately dominate the projections. If negative
recorded amounts are used, the majority of errors should be
understatements.

3. Itis recommended that the sample should contain at least 20
errors in order for the assumptions on the sampling
distribution to hold [4]. At least two errors are required in
order to perform the calculation.

Since both low and high-error samples are extracted in the same
way, a sample planned with the low-error (cell-based) planning
function can be evaluated with the high-error (classical PPS)
evaluation function.

Ratios, Mean Ratio, and Standard Deviation
For each item in the main sample database, a ratio is computed as

_ AA(K)

(4.13)

Classical PPS theory has not been tested for cases in which
negative ratios are present (i.e., there are audited amounts having
different sign from the corresponding recorded amounts). IDEA
generates a warning if any negative ratios are encountered.
Similarly, ratios greater than one can dominate the results; such
ratios result from understatements on positive recorded amounts,
or overstatements on negative recorded amounts. IDEA generates
a warning whenever a ratio of greater than 2.0 is encountered. (A
ratio of 2 results from 100% understatement of a positive recorded
amount or 100% overstatement of a negative recorded amount.)

The mean of ratios for all items is

n

7= 13r(k) (4.14)
k=1

Note that negative ratios are allowed and are not inconsistent with
the assumed normality of the sampling distribution. However, the
behavior of the estimate when negative ratios are present is not
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well characterized by empirical tests; hence IDEA generates a
warning whenever negative ratios are encountered.

The estimated standard deviation of the ratios is

s,:\/ ! (irz(k)—nfzJ (4.15)

n—1 k=1

Projection of Most Likely Errors from Sample

We here describe the procedure for projecting the most likely
errors from the sample, without consideration of errors in high
value amounts. The formulae used is

MLE NoHV = Nx7 (4.16)

Projection of Error Limits from Sample

We here describe the procedure for estimating either the upper
limit or upper and lower limits on the monetary value of the total
error in the population. We first compute a reliability factor?

U(R)from the Student's ¢ tables. The degrees of freedom used

for this computation is df = x — 1. For a one sided interval, the
reliability is R=CL For a two-sided interval, the reliability

: _1_1-CL
isR=1 =

The precision is computed using the following formula:

U(R)N's,

Jn

Precision = (4.17)

The limits are then:

UEL NoHV = MLE NoHV + (Precision x sgn(MLE NoHV) ) (4.18a)
LEL NoHV"' = MLE NoHV — (Precision x sgn(MLE NoHV) ) (4.18b)
UEL wHV = UEL NoHV + HVE (4.18¢)

LEL NoHV" = LEL NoHV + HVE (4.18d)
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Note that sgn(x) = —1 is x is negative, and sgn(x) =

positive.

+1 if x is

Footnotes:1 Computed only if Limits = Both

4.5 Warning Messages from Evaluation

IDEA displays notification or warning messages in the sample

result,
Evaluation.
resulting messages.

if certain conditions are encountered during MUS
The table below shows these conditions and the

Condition

Warning

n > 0.5 x number of
records in  population
database

Your sample size exceeds half the
number of records in your population
database. In these circumstances,
the upper error limit projected by an
MUS evaluation is conservative.
Classical variables sampling may be
more statistically efficient for the
population you are considering.

Change to BPP Low-
error single evaluation
only

Warning: The Basic Precision
Pricing (BPP) has been changed
since this sample was planed. This
happens whenever tainting is found
in the sample that exceeds the
planned BPP.

Sample database
information shows that
high value items were

extracted to a file, but no
HV file is specified for the
evaluation.

High value items for this population
were extracted to the file [High Value
Filename], but no high value file was
specified for the evaluation. The
above results do not include errors
in high value items.

Sample was not
generated with IDEA’s
MUS Plan — Extract AND
recorded amounts
exceeding the sampling
interval were found in the

Warning: One or more recorded
amounts exceeding the sampling
interval have been found in the file
[sample database name].
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sample.

Sample was generated
with IDEA’s MUS Plan —
Extract, AND HV items
were extracted to a
separate database, AND
HV item found in sample.

Warning: One or more recorded
amounts exceeding the high value
amount have been found in the file
[sample database name].

t(k)y>1 for some k.

Low-error single
evaluation and combined
evaluation only.

Warning: one or more taintings of
greater than 100% were found in the
sample. Consultation with a
statistical expert is recommended.

r(k)>2 for some k.
High-error single
evaluation only.

Warning: one or more large
understatement were found in the
sample. Consultation with a
statistical expert is recommended.

r(k)<0 for some k.
High-error single
evaluation only.

Warning: one or more audited
amounts whose signs differ from
corresponding book values were
found in the sample. Consultation
with a  statistical expert s
recommended.

x < 20 . High-error
single evaluation only

Warning: This sample contains
fewer than 20 errors. You have
selected high error rate evaluation,
which is recommended for samples
containing 20 or more errors. You
may wish to use the low error rate
evaluation instead
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